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Module Objectives

Module Title: Protocols and Models

Module Objective: Explain how network protocols enable devices to access local and remote network
resources.

Topic Title Topic Objective

Overview of VLANS Explain the purpose of VLANS in a switched network.

VLANS In a Multi-Switched Explain how a switch forwards frames based on VLAN
Environment configuration in a multi-switch environment.

VLAN Configuration Conf_lgure a switch port to be assigned to a VLAN based on
requirements.
VLAN Trunks Configure a trunk port on a LAN switch.

Dynamic Trunking Protocol Configure Dynamic Trunking Protocol (DTP).




3.1 O630p ceten VLAN



O630p ceten VLAN

OnpepneneHune ceten VLAN
VLAN aBngaioTca norm4eckumm coegnHeHUAMU C

OpyrumMmm aHanormyHbIMmy yCTponCcTBaMu.

PasmelyeHmne yctponucts B pa3nnyHblix VLAN nmeet
s -] cneaywLwune xapakTepuUCTUKM:

Third Floor

» (ObecneynBaeT cermeHTauuto pasnnyHbIX rpynn
YCTPOWUCTB Ha OOQHUX U TEX XXe KoOMMYyTaTopax

sSecond Floor

»  (ObecneyeHune boree ynpaBnsieMon opraHmM3auun

First Floor
-

VLAN 2 VLAN 3 VLAN 4 * lllnpokoBellaTenbHble, MHOroaapecHble U

IT HRE Sales

10.0.2.0/24 10.0.3.0/24 10.0.4.0/24 Oﬂ,HOa,ﬂ,peCHHe nepeﬂ'aqm |/|30j'||/|pOBaHb| B
otaenbHou VLAN

» Kaxgas VLAN byaoeTt nmetb CBOU YHUKANbHbLIW
ananasoH |IP-agpecauunn

e MeHbLUn pa3mep LWnpoKoBeLlaTeENbHbIX JOMEHOB



O0630p ceten VLAN
| lpenmyliectBa ceten VLAN

[ IlpenmyllecTBa ncnonb3osaHna VLAN
3aKro4vaeTca B crnegyroLwemMm:

Faculty
VLAN 10
1721771021724

Student

VILAN 20
172 17.20.22/24

Guest
VLAN 30
172 17.20.23/24
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Faculty
VLAM 10

172171024724

Student
VILAMN 20
172.17.20.25/24

Guest
VILAN 30
172.17.30.26/24

MeHbLInM pasmep
LLUMpOKOBeLLaTEeNbHbIX
OOMEHOB

[loBbILLEHHBLIV YPOBEHb
b6e3onacHocCTw.

[loBbILLIEHUE
adpdpekTnBHocTn UT-

MHPACTPYKTYPb

CHuXeHune 3aTpart

[loBbILLIEHUE

NPON3BOAUTENIBHOCTH CMOCOOHOCTb

YnpolleHHoe n bonee
be3onacHoe yrnpaBreHune;

Tonbko nonb3oBartenu ogHon n Ton xe cetn VLAN mMoryT obuatbca BMecTe

OOnH KOMMYyTaToOpP MOXET nogaepxmBaTtb Heckornbko rpynn nnm VLAN

PasgeneHne nokanbHOM CETU YMEHbLUAET KONMMYEeCTBO LUMPOKOBELLLATENbHbIX JOMEHOB

VLAN MoryT rpynnmpoBaTb YCTPOUCTBA C aHaNOrnm4HbiMn TpeboBaHUSAMWU, HANMPUMEDP,
npenogaBaTen U CTyAeHThl

Manblie WwnpoKkoBellaTenbHble AOMEHbI YMEHbLUAKT TpauK, yny4dllasa NnponyCKHYIO

[TogoOHbIM rpynnam NoHago0bATCA aHaNOrM4YHbIE NPUNOXKEHUA N ApYrue CETEBbLIE PECYPCHI



O0630p ceten VLAN
Tunbl ceTten VLAN

Cetb VLAN no ymonyaHuto

VLAN 1 aBngaeTca cneayroLlen:

*  The default VLAN, VLAN 1

*  WameHute VLAN c HeTermpoBaHHbLIM
TpadUKOM MO YMOM4YaHuUIo.

»  Cetb VLAN ynpaBneHusa no ymosnyaHuto

*  HeBO3MOXHO yaanuTb Unu
nepenMeHoBaThb

[lpumeyaHue: Xota Mbl HE MOXeM yaanuTb
VLAN1, Cisco He pekoMeHAOYEeT Ha3Ha4YnTb
3TN PYHKUMK No ymondaHuto apyrum VLAN

Switch#% =show wvlan

TTT

VILOMN Name

fddi-default

token—-ring—-default

FaO/13, Fa0/14,

Fa0/17, FaO/18,
Fa0/21, Fa0/22,

Gi0/1, Gio/Z

act,/unsup
ct/unsup
L. L. _|'II. .|.1 :-15 I-lL-l

ct/unsup

FaO/15,
Fa0/19,

B i
F'El- |_I _|'I i r




O0630p ceten VLAN

Tunbl ceten VLAN

Cetb VLAN ansa AaHHbIX
- [locBswaeTca nonb3oBaTeNbCKOMY TpadoUKy (dNEKTPOHHAA novTta U BeO-TpaduK).

- VLAN 1 aBngaetca VLAN anga gaHHbIX Mo ymondaHuio, Tak kKak anga atonm VLAN Ha3Ha4yeHbl Bce
MHTEPJENCHI.

VLAN Cc HeTermpoBaHHbIM TPpaOUKOM
- Vlcnonb3yeTca ToONbKO ANA MarnctpanbHbIX KaHarnos.

- Bce Kagpbl noMevyeHbl Ha marnctpanbHoOM KaHane 802.1Q, 3a UCKMIOYEHNEM TeX, KOTopble
HaxoaaTcsa B coocTtBeHHOU VLAN.

Cetb VLAN ynpaBneHusa (Management VLAN)

- JTO ncnonb3yetca ana SSH/Telnet VTY Tpadwuka u He AOMKHO NEPEHOCUTLCA C TPAPUKOM
KOHEeYHOro nosnb3oBarteng.

- Kak.nmpasuno, VLAN, koTopaga asngaetca SVI ana kommyTtatopa YPOBHSA 2.



O0630p ceten VLAN

Tunbl ceten VLAN

onocoBasa VLAN

Switch port configured to support voice
traffic:
« Port sends CDP frames to provide

information used by the IP phone
« Port forwards frames associlated with

VLAN 150

 OtnenbHasd VLAN Heobxoaouma, Tak Kak ans
ronocoBoro Tpaduka Tpebyercs:

» [[@apaHTUpOBaHHAaA NponyckHas cnocobHOCTb
* Bbicoknn npunoputet Q0SS
* BoamMoOXXHOCTb n3bexaTb 3aTOpoB

« 3apepkka meHee 150 MC OT MCTOYHMUKA K
MeCTY Ha3Ha4YeHUS

S3

switch configured to support voice traffic: Student

* Bcsa ceTb gomkHa ObITb CNPOEKTUPOBaHA ONA
nooaepXKu rornocoBOW CBA3MN. s YLAN 190 for voice VLAN 172.47.20.25



Overview of VLANS
Packet Tracer — Who Hears the Broadcast?

In this Packet Tracer activity, you will do the following:

Observe Broadcast Traffic in a VLAN Implementation

Complete Review Questions



3.2 Cetn VLAN B cpefie c
HECKOJIbKUMW

KOMMYyTaToOpamu




Cetn VLAN B cpege ¢ HECKONbKMMM KOMMYyTaTOpamMmm

Maructpanu cetem VLAN

KaHan — 9To KaHan "To4yka-Todka Mmexnay
OBYMA CeTEBLIMU YCTPOUCTBaAMMW.

OyHKUMAa TpaHka Cisco:
- Paspewintb Heckonbko VLAN

- PacwmnpeHune ceten VLAN no Bceu
cetTu

- ['lo ymonuaHuio nogaepxmBaeT Bce
VLAN

- [loppepxka TpaHkmnHra 802.10

Iy
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Faculty
VLAN 10 -
172.17.10.24

Faculty
VLAN 10 - a

172.17.10.27
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VLANS In a Multi-Switched Environment

Networks without VLANS

Without VLANS, all devices connected to the switches will recelve all unicast, multicast, and
broadcast traffic.

m

PC1

EBroadcast

Faculty
172.17.40.21/24

Faculty
172.17.40.24/24

_PCS

EBroadcast

PC2

student
172.17.40.22/24

student
172.17.40.25/24

PC3

_h..

Broadcast
o
Guest Guest
172.17.40.23/24 172.17.40.26/24

PC1 sends out a local Layer 2 broadcast. The switches forward the broadcast frame out all available ports.
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BupTyanbHble NokanbHble CETU B cpefe C
HECKONTbKMMUN KOMMYyTaTopamut

Cetn 0e3 VLAN

B VLAN ogHoaapecHbIM, MHOroaapecHbIN U LWnpoKoBellaTenbHbIN Tpaduk orpaHnyeH VLAN.
be3 ycTpoucTtBa ypoBHA 3 ana noakntodeHnsa VLAN ycTpounctea B pa3Hbix VLAN He MoryT

obMeHnBaTbCA AaHHbIMMN.
PC1

=
Faculty FO/1 aculty
VLAMN 10 VLAN 10
172171021724 FO/1 172171024724
PC2 FO/3 _—"_ FO/18 PCS
53
F F
student student
VLAN 20 VLAN 20
17217202224 V2017 2025024

VLAN trunks configured to support: VLAN 10 and 20

PC1 sends out a local Layer 2 broadcast. The switches forward the broadcast frame only out ports configured for
VLANTO.
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Cetn VLAN B cpefge ¢ HECKONbKMMM KOMMYyTaTOpamMmm

Teruposariue Kanpos Ethernet nns K N

I/I,EI,eHTI/ICbI/IKaLI,I/II/I cetn VLAN

3aronoBok |IEEE 802.1Q coctaBnseTt 4 banta

[Tpn oTnpaBKke Ha KOHEeYHble YCTPOUCTBA 3TOT TEr AO/MKeH ObITb yaaneH n FCS

nepecynTaH o6paTHO Ha UCXOOHbIA HOMED. ‘

“
| |

2 Bytes 3 Bits 1 Bit 12 Bits

Tvn «2-0anToBOE Mnorie ¢ wectHaauatepmnyHbiM 0x8100
*OTO Ha3bIBaeTCAa naeHTuduKaTopom npotokona teros (TPID)

[lpyopuTeT Nonb3oBaTenA *3-OUTHOE 3HAa4YeHUe, KOTOPOE noaaepKnBaeT

NaeHTUPUKATOP KAHOHUYECKOro *]1-OUTHOE 3HA4YeHUE, KOTOPOE MOXET nogaepKmBaTtb Kagpbl token
dopmata (CFl) ring Ha Ethernet

UaoenTudgpukatop VLAN e12-6UTHBLIN aeHTUdUKaTop VLAN, KOTOPbIN MOXET

nogaepxunsaTtb o 4096 VLAN



VLANS In a Multi-Switched Environment

Native VLANs and 802.1Q Tagging

802.1Q trunk basics:

- Tagging Is typically done on all VLANS.

- The use of a native VLAN was designed for
legacy use, like the hub In the example. W

- Unless changed, VLANL1 is the native VLAN.

80210 Trunk 802.1Q Trunk 80210 Trunk 80210 Trunk
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- Both ends of a trunk link must be configured
with the same native VLAN.

- Each trunk is configured separately, so it is CM‘) CW‘“) ' sz)
possible to have a different native VLANS on
separate trunks. <M2) CMQ CM D



Cetn VLAN B cpefge ¢ HECKONbKMMM KOMMYTaTOpamMmm
lTernpoBaHue ronocosoun cetnn VLAN

voice traffic: Configured to tag voice traffic

« Instructs phone to tag voice :
frames with VAN 150 frames with VLAN 150.

« Prioritizes voice frames
« Forwards data frame for VLAN 20

VoIP TenedoH npeactaBnaeT codbon TpexnopToBbIN

! |
KOMMYTaTOp: /\

- KommyTtartop byaet ncnons3zoBatb CDP ans

MHOpMUpoBaHna TernedoHa o ronocosoit VLAN. Y -
P1| 3-port [pP3
] switch —
- TenedoH nome4aeT cBon cobcTBeHHbIN Tpaduk (Voice) 5 | " pon
MOXET YCTaHOBUTb CTOMMOCTb obcnyxumBaHua (CoS). CoS ﬁ

apngetca QoS anga ypoBHA 2.

[ onocoBasa VLAN B ronocoBoun VLAN, TermpoBaHHbIN 3HA4EHNEM NPUOPUTETA Knacca
obcnyxunsaHusa (CoS) ypoBHS 2;

VLAN pgoctyna Takke MOXeT ObITb NOMeEYEH 3Ha4YyeHneM npuoputeta CoS ypoBHSA 2

VLAN pgoctyna VLAN HeTermpoBaH (6e3 Ha3zHadyeHunsa npuoputeta CoS ypoBHA 2).



Cetn VLAN B cpefge ¢ HECKONbKMMM KOMMYTaTOpamm

TernpoBaHue ronocosoun cetn VLAN - npumep

KomaHaa show Interfaces fa0/18 switchport MOXXeT noKasbiBaTb Kak AaHHble, TaK U
ronocoBble VLAN, HagHa4YeHHble UHTEPMENCY.

51%# s=how interfaces fal/18 =switchport
Name: FaO/18
Switchport: Enabled

Admini=stcratclVy
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Trunking Native Mode VLAN: 1 (default)
Administrative Native VLAN tagging: enabled




VLANS in a Multi-Switched Environment
Packet Tracer — Investigate a VLAN Implementation

In this Packet Tracer activity, you will:
- Part 1: Observe Broadcast Traffic In a VLAN Implementation

- Part 2: Observe Broadcast Traffic without VLANS



3.3 Hactpouka VLAN



HacTtpounka VLAN
Hnana3oHbl VLAN Ha KOMMyTaToOpax Kk

Catalyst

Switch®% =show vlan brief

KommyTtaTtopsl Catalyst 2960 n 3560 cnocobHbl
nogaepxumsartb 6onee 4000 cetent VLAN. s S deante

1003 token-ring—-default
1009 fddinet-default
1005 trnet—default

Cetn VLAN HopmanbHoro guanasoHa 1-1005 Cetn VLAN pacwumpeHHoro ananasoHa 1006-4096
Micnonb3yeTcsa B ManbIX U CPeEOHUX NMPEanpPUATUSX Micnonb3yeT nocTaBLUMKaMW yCnyr

1002 — 1005 3apesepBupoBaHbl ana ctapbix VLAN B dpbanne Tekyweun kKoHdpurypaumum Running-Config

1, 1002 — 1005 co3patotcss aBTOMATUYECKU U HE MOTYT ObITb [Topaepxneatot HebonbLLoe Yncrno pyHkumn VLAN
yaaneHsbl

XpaHuUTca B paune vian.dat Bo onall-namMaTu Tpebytotca koHdurypauum VTP

VTP MOXEeT CUHXPOHU3NPpOBATb MeXay KoMMyTaTopamn



VLAN KOHQUrypauus
KomaHabl co3aoaHna VLAN

ITn ceTn He XpaHAaTca B dpaune vlan.dat. Co3zgaHne VLAN B pexxume rnodanbHOu
KOHQoUrypauuu.

Bongunte B pexum rnodanbHOu
KOHQoUrypauuu.

Switch# configure terminal

Cospante cetb VLAN c oonyCcTMMbIM

Switch(config)# vian vilan-id
HOMEepPOM naeHTuguKkaTopa.

YKaXute yHuKanbHoe nma ang

naeHTudukaumm cet VLAN. Switch(config-vian)# name vian-name

BepHUTEChb B NPpUBUNENMPOBAHHbIN

Switch(config-vlan)# end
DEXUM.

Bongunte B pexum rnodanbHOu

. Switch# configure terminal
HaCTPOUKN.



VLAN KOH®Urypaums
KomaHabl co3aaHusa VLAN -

npumep

Student PC
172.17.20.22

. Ecnu ero He Ha3BaTb, Cisco 10S ol

npuceamBaeT eMmy MmMm4a vian no KomaHaHas KomaHaa
YMONMYaHUIO U YeTblipex3HavyHbI HOMEP CTPOKa

- Ecnun ctyneHyeckun K byner
HaxoaunTbcd B VLAN 20, mbl cCHa4yana
co3nagnm VLAN, a 3aTemMm Ha3oBeM ee.

FO/1

——
e
——

FO/18 S1

20.
S1(config)# vian 20
S1(config-vian)# name student

S1(config-vlan)# end



VLAN KOHQUrypauus
KomaHabl Ha3HavyeHunda noptos VLAN

[Tocne Toro, kak VLAN bynet co3gaHa, Mbl MOXXEM Ha3Ha4YUTb €€ NpaBUIbHbIM
MHTEepgencam.

Bonaute B pexxum rnobdbanbHOU HaCTPOUKM. Switch# configure terminal

Bongnte B pexXxmum KoHduUrypaumm nHtepdgenca. Switch(config)# Iinterface interface-id
[lepeBeanTe NOpT B peXxnm gocTtyna. Switch(config-if)# switchport mode access
HasHauybTe nopt cetn VLAN. Switch(config-If)# switchport access vilan vian-id

BepHuUTECH B NPUBUNETMPOBAHHLIA PEXUM. Switch(config-if)# end



VLAN KOHQUrypauus
KomaHabl Ha3HavyeHunda noptos VLAN

Mbl moxxem Ha3sHaunTb VLAN nHTEepdency

nOpTa' Student PC
172.17.20.22

FO/T

_*
R —
#—

FO/18 S1

o Switch S1:

- [locne Ha3Ha4yeHuna yctpouctey VLAN
KOHEYHOMY YCTPOUCTBY NOTPEDbyeTCH

MHJopMaumsa ob IP-agpece ona saTou Port F0/18
VLAN
KomaHaHan KomaHaa
- 3aecb CtyaeH4deckun 1K nony4yaer CTpOKa
172.17.20.22 S1# Configure terminal
S1(config)# Interface fa0/18
S1(config-If)# Switchport mode access

S1(config-If)# Switchport access vian 20
S1(config-If)# end



VLAN KOHQUrypauus
[1aHHble kKoHPurypaumm VLAN u ronocosbie VLAN

[ lopT gocTyna MOXXHO Ha3HaA4YnUTb

Tonbko oaHon cetu VLAN. OgHako oH ‘Switchport must support VLAN traffc for:|
Takke MOXeT ObITb Ha3Ha4YeH OaHOM e
ronnocoBoun VLAN, ecnu tenedoH n
KOHEYHOEe YCTPOUCTBO OTKITHOYEHbI OT
OQHOro noprta KoMmmyTtaTopa.

Student
VLAN 20-172.17.20.25




VLAN KOHQUrypauus
[1aHHble kKoHurypauum VLAN n ronocoBble VLAN

» Mbl XxXoTM co3aaTtb 1 Ha3BaTb VLAN ans

51 (config)#% vlan 20

[OJ10CaA W |El,aHH|:>|X. 51 (config-vlan)# name stodent

51 (config-vlan)# vlan 150

 [lommnmo HasHadyeHna VLAN gaHHbIX, Mbl TaKXe 51 (config-vlan)# name VOICE

51 (config-vlian)# exit

Ha3Ha4ynm ronocoByto VLAN 1 Bknounm Q0SS

51 (config)# interface fal/18

.D'ﬂﬂ FTOJ10COBOIO TpanMKa K MHTep(*)eﬁcy_ 51 (config-if)# switchport mode access
51 (config-if)# switchport access vlian 20
- HoBbIlt KOMMYTaTOpP KaTanusatopa o1 (configmif)® mis qos trust cos
51 (config-if)# switchport voice wvlan 150
dBTOMATHN4ECKUN CO30acCT VLAN, eCJ1M OHAa eLlle 51 (confiog-if) ¢ end

He CYLLEeCTBYET, Korgaa oHa byaeTt Ha3Ha4vyeHa
MHTEepQEency.

[lpmeyvyaHue: Peanunsauna QoS BbIXOOUT 3a
PAaMKWM 3TOro Kypca. 34ecb Mbl MOKa3bliBaem
ncnonb3oBaHne KomaHabl mIs qos trust [cos |
device cisco-phone | dscp | Ip-precedence].



VLAN KOH®Urypaums
51%# =show vlan SUNMMATY
I_IpOBepre Number of existing VLAD

Number of existing VIE VLANS=S

KO H @ I/I ryp a LII I/I I-O CeT I/I Humber of existing extended VLANS
VLAN

Vilcnonb3oBaHMe KoMmaHabl Show vian. Vlan20 is up, line protocol is up
Hardware 1= EthersVl, addre=ss=s 1= (001f.&6ddb.3ecl (bia 001f.e6ddb.3ecl)

[ lOfTHbIM CUHTAKCUC: MTU 1500 bytes, BW 1000000 Kbit, DLY 10 usec,

reliabilitcy 2557255, txload 1/255, rxload 1/255

show vlan [brief [ 1d vlan-id | name Encapsulation ARFA, loopback nat set
vlan-name | summary] (Output omitted)

51% =how interface vlan 20

OTobpaxaeT nms, coctosiHue n noptbl VLAN no ogHon VLAN Ha

brief
CTPOKY.

OTobpaxaeT nHgpopmauunto oo otaenbHon VLAN, onpeagensemoun no
HoMepy ngeHtTndgpukatopa VLAN.

OTobpaxaeT nHgpopmauunto o6 nmeHn ogHon cetn VLAN. Mvs VLAN
— amo ko0 ASCII pasamepom om 1 0o 32 cumeorsios.

Id vian-id

name vian-name

OT0bOpa3nTe obuyto nHpopmaumio o VLAN., summary



VLAN KOH®Urypaums
VI3aMeHeHne yneHcTBa nopTta

VLAN

CyLLeCTBYET HECKOMbKO CNOCODOB N3MEHUTb
4yreHcTBO B VLAN:

- [loBTOpPHO KUcnonb3oBaTb KOMaHAY
switchport access vian vilan-id

- Vlcnonb3oBatb KomaHAOy No switchport
access vian ona Bo3BpalleHns nHTepgeunca
obpaTHO B VLAN 1

Mcnonb3ynte komaHabl show vian brief nnu
show Interface fa0/18 switchport gng
NpoBepPKM NpaBuiibHOCTU cBA3N VLAN.

1l (config)# interface fald/18

1l (config-if)# end

= zshow vlan brief

1002 fddi-default

003 token-ring-default acth
1004 fddinet—-default

1005 trnet—-defaultc

1l (config-if)# no switchport access vlan

51%# show interfaces fal/18 switchport

Name: FaO/18

Switchport: Enabled

Administrative

Cperational Mode:
=

Admini=stratlv

Mode: =

Negotiatlion of Trunking: O

VLAN: 1

ITrunking Native Mod

=

i

(defanlt)

VLAN:

1 (default)




VLAN KOHQUrypauus
Ynanexnne VLAN

Yoanute VLAN ¢ nomowbio koMmaHabl no vian vian-id.

BHumaHue: lepen ynaneHnem cetn VLAN Heobxoammo cHavana nepeHasHa4dnTb BCe ee
noptbl Ha gpyron cetn VLAN.

- Yoanute Bce VLAN ¢ nomowbio komaHabl delete flash:vlan.dat nnu delete vlian.dat.
- [lepe3arpya3nte kommyTtatop npu yaaneHmm scex VLAN.

[TlpumeyaHume: HToObI BOCCTAHOBUTL 3aBOACKOE 3HAYEHME MO YMOMYaHUIO — OTKITIOYUTE BCE
kKabenu ansa nepegayvn gaHHbIX, yaanute HavdanbHY0 KOHurypauuto n yganmte dpann vian.dat,
a 3aTeM nepesarpy3uTte yCTpoOUCTBO.



VLAN Configuration
Packet Tracer — VLAN Configuration

In this Packet Tracer activity, you will perform the following:

* Verify the Default VLAN Configuration
» Configure VLANS
» Assign VLANSs to Ports



3.4 Maructpanu cetn VLAN



VLAN TpaHku
KomMmaHabl KOHUrypauum TpaHka

HacTpouka n nposepka maructpanen VLAN. TpaHKkn ABNAOTCA YPOBHEM 2 U HECYT TpaduK Ana
Bcex VLAN.

Bovnaute B pexum rnobanbHON HAaCTPOUKW. Switch# configure terminal

Bongurte B pexxmum KOHpuUrypaumm nHtepdgenca. Switch(config)# interface interface-id

YCTaHOBUTE NOPT B PEXUM MOCTOAHHOM
Marmcrpanmu.

Switch(config-if)# switchport mode trunk

YctaHoBuUTe B KadyecTtBe VLAN c HeTermpoBaHHbIM
TpadouKoOM ceTb, oTnn4Hyto oT VLAN 1.

Switch(config-if)# switchport trunk native vlan vian-id

Ykaxute cnnucok ceten VLAN, KoTopbIM Switch(config-if)# switchport trunk allowed vian vlan-
paspeLlleH AoCTyn B MarucTparnbHbIU KaHarn. list

BepHutechb B NpuBUNErMPOBAHHBLINA PEXUM. Switch(config-1f)# end



VLAN TpaHKku
KomMmaHabl KOHUrypaumum

Faculty

VLAN 10

TpaHKa - anMep 172.17.10.21
K kaxxgon VLAN oTHOCcATCA cneayrowime
NnoaceTu: AN e
172.17.20.22
* VLAN 10 - Faculty/Staff - 172.17.10.0/24
* VLAN 20 - Students - 172.17.20.0/24 s
* VLAN 30 - Guests - 172.17.30.0/24

 VLAN 99 - Native - 172.17.99.0/24
[TopT FO/1 Ha S1 HacTpoeH Kak KomaHoHaa @ KomaHpaa
MarmcTpanbHbIU NOPT. CTpoOKa

S1(config)# Interface fa0/1
[TlpumevaHwme: [ lpegnonaraeTcy, o |
yTo KOMMyTaTop 2960 ucnonbayer Sl(config-if)# Switchport mode trunk

Tern 802.19. KommyTaTopel Sl(config-if)y# Switchport trunk native vian 99

YPOBHSA 3 TPEOYyOT HAaCTPOUKY o |
MHKaNCYNSLMM nepes pexnumMom S1(config-If)# Switchport trunk allowed vlian 10,20,30,99

MarucTpanu. S1(config-if)# end




VLAN TpaHKku
| lpoBepKa HaACTpPOEK

M a rM CT p a J-I I/I 51 (config-if)# =witchport mode tronk

51 (config-if)# no switchport trounk native wvlan 99

YCTAHOBUTE PEXUM MAarucTpanu n native vian., Rkttt

51%# show interfaces fal/1l switchport

51 ({config)# interface fal/1

Mame: Fal/1

ObpaTtute BHUMaHMe Ha komaHay sh int fa0/1
switchport:

- YCTAHOBNEHO ONA TPAHKA adMWHNCTPATUBHO

« YCTAHOBMNEHO ANnd TpaHKa B onepaTuBHOM
nopsake (PyHKUNOHUPYET)
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6y,EI,yT nepenaBadrlb TpaCIDI/IK MO 3TOWU Pruning VLANs Enabled: 2-1001
IVIaI-I/ICTpaJ-II/I (ontpnt omitted)
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VLAN TpaHku
Cbpoc marncrtpanum B COCTOAHUE MO YMONYaHUIo

Cbpoc napamMeTpoB marncTpanu no S1# show interfaces fa0/1 switchport

Mame: Fad/1

YMOJTHaHNIKO C NOMOLWBbKHO KOMaHAbI NO. Switchport: Enabled

Administrative Mode: trunk

- Bce VLAN, paspeLleHHble ArS operational Made: crunk

Sdmini=strative Trunking Encapsulation: dotlg

I'IpOXO>K,E|,eH|/|F| Tpaq)l/”(a Cperational Trunking Encapsulation: dotlg

Negotiatlion of _llﬂklﬂu Cmn

- Native VLAN = VLAN 1
Trunking Native Mode ":LJ 1 (default)
Administrative Native VLAN tCagging:

[ lpoBepbTE HACTPOUKU MO YMONMYAHUIO [Pt

Administrative privat

C nOMOLLIIbI-O KOMaH.D'bI Sh Int faO/l Administrative priwvat
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51(config)# interface fal/1

Administrative private-
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Sdmini=strative private-wv

51 (config-if)# no switchport trunk allowed vlan

Administrative private-—-wvl.

Cu
-
=
=
M

51 (config-if)# no switchport trunk native vlan

Operational private-vlan: no

—.-....- ] -.-— 1 Iq T [ ] - _.- - — —

1F | ] I L

Iryunking VLAN=s Enabled: ALL

51 (config-if)# end

Pruning VLAN= Enabled: 2-1001
(ootput omitted)




VLAN TpaHku
Cbpoc marncrtpanum B COCTOAHUE MO YMONYaHUIo

COpoc marucTpanu B pexume gocTtyna c
NOMOLL b KOMaHabl Switchport mode access:

51 (config)# interface fal/1

Sl (config-i1f)# switchport mode access
g 51 (config-if)# end
° YCTaHaBJ'II/IBaeTCFI Ha I/IHTep(bel/lce .U.OCTyﬂa 51# =how interfaces fal/l switchport
aJMNHUCTPATMBHO Name: Fa0/1
g switchport: Enabled
¢ YCTaHaBJ'II/IBaeTCFI Ha MHTepCbeMC .U.OCTyl'la B Administrative Mode: static access

ornepaTtMBHOM MNopsAaKe (PYHKLUNOHMPYIOLINN)  Reaaa e i e CE e
Administrative Trunking Encapsulation: dotlg

Operational Tronking Encapsulation: native
Negotiation of Tronking: Off
Access Mode VLAN: 1 (defanlt)

Truonking NHative Mode VLAN: 1 (defaunlt)
Admini=strative Native VLAN tagging: enabled

(ontpot omitted)




VLAN Trunks
Packet Tracer — Configure Trunks

In this Packet Tracer activity, you will perform the following:

* Verify VLANS
» Configure Trunks



VLAN Trunks
Lab — Configure VLANS and Trunks

In this lab, you will perform the following:

» Build the Network and Configure Basic Device Settings

» Create VLANSs and Assign Switch Ports

- Maintain VLAN Port Assignments and the VLAN Database
» Configure an 802.10Q Trunk between the Switches

» Delete the VLAN Database



3.5 InHamMmn4yecknm NnpoToOKOIN
TpaHkuHra (D TP)



LlMHaMM4eCckmnm NpoOTOKON TPaHKUHIa

Oobwwue ceegeHnss o DTP

[TpoToKON AnMHamMmunyeckoro TpaHkuHra (DTP) — aTo cobcTBeEHHbIN npoTokosn Cisco.

Xapakrtepuctukm DTP aBnaioTca cneayownmMmi:

» BkntodeH no ymonyaHuio Ha kommyTtatopax Catalyst 2960 n 2950

* Dynamic-auto ncnonb3yetca no ymosndaHuio anga kommytatopoB 2960 n 2950
* MoXKeT ObITb OTKMHOYEH C NOMOLLLIO KOMaHabl honegotiate

* MoxKeT ObITb CHOBa BKIOYEH, YyCTAaHOBUB MHTEpdbenc Ha dynamic-auto

* YCcTaHOBKaA KOMMYyTAaTopa Ha CTaTU4YeCKUU Marnctpanb Unm ctaTU4yeckun OOCTyM no3BOSIUT
n3dexatb npobrnem cornacoBaHua ¢ switchport mode trunk nnu switchport mode
access.

51 (config-if)# switchport mode dynamic anto



LlMHaMM4eCckmnm NpoOTOKON TPaHKUHIa

PexXnmMmbl UHTEp@enca anga cornacoBaHus

Komanga switchport mode nmeet AononHUTENbHbIE NAPaMETPHbI.

Micnonb3ymnte kKomaHay KOHUrypauum nHtepdgenca switchport nonegotiate, 4Tobbl 0OCTaHOBUTL cornacoBaHne DTP.

Pexxnm nocTosiHHOro AoCTyna 1 cornacoBbiBaeT nNpeobpasoBaHue
coceqiHero KaHana B KaHan AocTyna

dCCesSS

byaeT CTaHOBUTLCA MHTEPPENCOM MarucTparnum, ecrim coceaHun

dynamic auto § .
MHTEPMENC YCTAaHOBMEH B TPaHK Unun pexmum desirable

AKTUBHO CTPEMUTCS CTaTb MarucTpanbio NyTeM NEPEroBopoB C APYrnmm

dynamic desirable . .
auto nnun desirable nHTepdencamm

Pe>xnm nocTosHHOro TpaHKUHra 1 cornacoBbiBaeT npeobpasoBaHmne

trunk )
coceHero KaHana B MarmcTpalbHbIW.



LlnHaMmnyeckmnn NPOTOKON TPAaHKUHIa

Pe3ynbraTtbl HacTpoukn DTP

BapuaHTbl KOHPurypaumum DTP aBnaoTca cnegyrowmmMu:.

Dynamic Auto Dyn_amlc Trunk Access
Desirable

Dynamic Auto Access Trunk Trunk Access
Dvnamic
y | Trunk Trunk Trunk Access
Desirable
OrpaHun4yeHHbIe
Trunk Trunk Trunk Trunk BO3MOXHOCTWU
NOOKMKYEHUS
OrpaHun4yeHHble
AcCcCessS ACCess ACCess BO3MOXHOCTW ACCess

NOOKITHYEHUS



LlMHaMM4eCckmnm NpoOTOKON TPaHKUHIa

[ lpoBepka pexuma DTP

KoHourypauua DTP no ymonyaHuio 3aBUCUT
oT Bepcun n nnatdopmbl Cisco |0S.

= Micnonb3ynte komaHay show dtp interface
ona onpepeneHna Tekywero pexmma DT P,

= B COOTBETCTBUM C peKoMeHOaUNaAMIn
pekoMeHayeTcAa YCTaHOBUTbL ON4
MHTEPdENCOB PEXUM OOCTYyNa UM TPaHK U
OTKN4YNTL DTP.

: show dtp interface fal/1
information for FastEthernet0/1:
O5/TAS/THS: ACCES5/AUTO/ACCESS
OT/TAT,/THT: HATIVE/NEGOTIATE/HATIVE
Neighbor address 1: CEOOEBE4AEF101
Neighbor address 2Z:
Hello timer expiration (sec/state): 11/RUNHNIHNG

expiration (sec/=state): never/STOPFED
| } » never/STOPPED

Multidrop timer expiration (sec/state): never/STOPEED
FS5M =state: S52:ACCESS5

¥ Cimes mmlti & trunk O

Enabled: yes

In 5TE: no



Dynamic Trunking Protocol

Packet Tracer — Configure DTP

In this Packet Tracer activity, you will perform the following:
- Configure static trunking

- Configure and verity DTP



3.6 Module Practice and Quiz



Module Practice and Quiz
Packet Tracer — Implement VLANS and Trunking

In this Packet Tracer activity, you will perform the following:

» Configure VLANS

» Assign Ports to VLANS

» Configure Static Trunking

» Configure Dynamic Trunking



Module Practice and Quiz

Lab — Implement VLANs and Trunking

In this lab, you will perform the following:

» Build the Network and Configure Basic Device Settings
» Create VLANSs and Assign Switch Ports
» Configure an 802.10Q Trunk between the Switches



Module Practice and Quiz
What did | learn in this module?

* VLANS are based on logical instead of physical connections.

* VLANS can segment networks based on function, team, or application.
 Each VLAN Is considered a separate logical network.

* Atrunk Is a point-to-point link that carries more than one VLAN.

* VLAN tag fields include the type, user priority, CFl and VID.

» A separate voice VLAN Is required to support VolIP.

 Normal range VLAN configurations are stored in the vian.dat file in flash.

* An access port can belong to one data VLAN at a time, but may also have a Voice
VLAN.



Module Practice and Quiz

What did | learn in this module? (Cont.)

* Atrunk Is a Layer 2 link between two switches that carries traffic for all VLANS.
* Trunks will need tagging for the various VLANS, typically 802.19 .

» |EEE 802.1q9 tagging makes provision for one native VLAN that will remain
untagged.

* An Interface can be set to trunking or nontrunking.
* Trunk negotiation iIs managed by the Dynamic Trunking Protocol (DTP).
 DTP Is a Cisco proprietary protocol that manages trunk negotiations.



NI
CISCO

AN q__




