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Module Objectives

Module Title: LAN Security Concepts

Module Objective: Explain how vulnerabilities compromise LAN security

Topic Title Topic Objective
Endpoint Security Explain how to use endpoint security to mitigate attacks

Explain how AAA and 802.1x are used to authenticate LAN
Access Control . .
endpoints and devices

Layer 2 Security Threats ldentify Layer 2 vulnerabilities

MAC Address Table Attack SE;((}::)lIJ?iltr; how a MAC address table attack compromised LAN

LAN Attacks Explain how LAN attacks compromise LAN security



10.1 be3onacHOCTb
OKOHEYHbIX YCTPOUCTB




be30nacHOCTb OKOHEYHbIX YCTPOUCTB
CeTeBble aTaku ceroaHs

B HOBOCTAX YacCcTO paccKa3sbiBalOT O BHELLUHUX CETEBbIX aTakax Ha KopnopaTuBHbIE CETH.
[lpocTto Hangute B NNHTepHeTe “llocneaHne ceTeBblie aTaku’, YTOObI HAUTU aKTyanbHYIO
MHJOpPMaLMIO O TEKYLLUX aTakax. CKopee BCcero, 3Tk atakm 0yayT BKNoYaTb OOHO UMK
HECKOJ1IbKO U3 cneayLwmnx 0eNCTBUMN;

» PacnpeaeneHHbIu oTKa3 B oocnyxusavium (DD0S) — 3T0 ckoopaAnHUPOBaAHHAA
aTaka CoO MHOImMx yCTPOUCTB, Ha3biBaeMbIX 30MOU, C LENbIO ocnabneHns nnu
npekpaLlleHns nyonmyHoro goctyna K Beb-canty n pecypcam opraHmn3auun.

 Kpaxa aaHHbIX — 3TO aTaka, Npun KOTOPOU cepBepPLI UM XOCTbl OpraHn3aLunn
NnoaBepPrarTCa PUCKY KpaXn KOHduaeHUMansHOU MHdopmMaLlun.

-  BpeaoHocHoe MO — 310 ataka, Nnpn KOTOPOU Yy3rbl OpraHn3aLnmn 3apaxatoTcs
BPeOJOHOCHbIM nMporpaMmmMmHbIM obecnedyeHnem, Bbi3biBatoLLMM MHOXECTBO Npoodnem.
Hanpumep, BbiMoratenb, Takon kak WannaCry, lWUM@pyeT AaHHble Ha XOCTE U
OnoKMpyeT OOCTyn K HEMY, NMOKa BbIKyn He OyaeT BbiNiadeH.



be30nacHOCTb OKOHEYHbIX YCTPOUCTB .
be30nacHOCTb CETEBbIX YCTPOUCTB

[1na 3aWnTbl nepuMeTpa CeETU OT BHELLHEro A4ocTyna Heobxoanmbl pasfnyHblie YCTPOUCTBA
obecneyeHuns ceteBon 6€30MacHOCTU. OTU YCTPOUCTBA MOTYT BKIKOYaTb B ceb4
cnepytoLlee:

 Mapuwpytusartop c nogaepxkon VPN obecneunBaet besonacHoe coegnHeHUE C
yaarneHHbIMWU Nonb3oBaTenamMy B obLLIEOOCTYNMHON CETU N KOPNOPAaTUBHOWU CETMW.
VPN-cepBUCbI MOTYT ObITb MHTErPUPOBaHbI B bpaHaMayap.

 NGFW npepnoctaBnsaeT Takme BO3MOXHOCTU, KaK OTCrieXXmnBaHmne paboTbl NPUNOXKEHUN U
ynpasrieHne nMmmn, cuctema npegorepalleHnsa BTOPXXEeHU HOBOIo NOKOJ1EHUS,
paclumpeHHas 3awmrta ot BpegoHocHoro 10 n ounerpaunsa URL-aapecos.

» YcTtpouncteo NAC BkntovaeT B cebsa Takme cepBuchl (AAA) Kak ayTeHTUdUKaLUms,
aBTOpu3auma 1 y4eT. Ha KpynHbIX NPeanpuaTUAaAX 3T cny>Xobl MOryT ObITb BKIMHOYEHDI B
YCTPOWUCTBO, KOTOPOE MOXET YyNpaBnATb NONMUTUKAMKU OOCTYyNa AN LWMPOKOro Kpyra

nonb3oBareneun n tunos ycTpoucTs Cisco ldentity Services Engine (ISE) aBnaeTtcs
npumepom yctpouctea NAC.



be30nacHOCTb OKOHEYHbIX YCTPOUCTB .
3allinTa OKOHEYHbIX YCTPOWUCTB

. KOHEYHblE TOYKMN — 3TO XOCTbIl, KOTOPbIE OOLIYHO
COCTOAT N3 HOYTOYKOB, HACTOSbHbIX KOMMBIOTEPOB,
cepBepoB U |IP-Tene®oHOB, a Takke
NnpuHaanexawmx coTpygHMKam yCTPOUCTB.
KoHeYHble TOYKM OCODEHHO BOCMPUNMUMBLI K aTakaMm | =
CBA3aHHbLIM C Bpe4OHOCHLIMU NporpaMmmamu, Client
KOTOpPblE UCXOOAT N3 ANEKTPOHHOW MOYTbI UMK
NpocMoTpa BeD-CTpaHul,

*  Ha KOHe4HbIX TouKax 0ObIYHO NCNONb30BaNUCH
TpaguuMOHHbIE (PYHKLUMKN De30nacHOCTU Ha YPOBHE VPN-Enabled
XOCTa, Takme Kak aHTuBupycHoe/aHTusmpycHoe [10, NN
OpaHAamMayapbl Ha 6a3e xocTa U CUCTEMbI - 7

NpeaoTBpaLLeHNst BTOPXKEHW Ha 6ase xocTta (HIPS). S
o OaHako cerogHsi KOHEYHbIE TOYKM fy4lle BCEro -

3alumieHbl komounHaumen NAC, nporpaMmMHOro

obecneyeHnss AMP Ha OCHOBe XOCTa, YCTPOICTBa g; B o7 . 4

3aLLUTbI SNEeKTPOHHOM NoyThbl (ESA) 1 ycTponcTsa " '

Beb-0e3onacHocTn (WSA).

MAC
AAMNGE ESAMSA

Internet

Wired and Wireless
Endpoints Secured with AMP




Endpoint Security | |
Cisco Email Security Appliance

The Cisco ESA device Is designed to monitor Simple Mall Transfer Protocol (SMTP). The
Cisco ESA Is constantly updated by real-time feeds from the Cisco Talos, which detects and
correlates threats and solutions by using a worldwide database monitoring system. This
threat intelligence data is pulled by the Cisco ESA every three to five minutes.

These are some of the functions of the Cisco ESA:
»  Block known threats
-  Remediate against stealth malware that evaded Initial detection
» Discard emails with bad links
*  Block access to newly infected sites.
*  Encrypt content in outgoing email to prevent data loss.



Endpoint Security

Cisco Web Security Appliance

The Cisco Web Security Appliance (WSA) Is a mitigation technology for web-based
threats. It helps organizations address the challenges of securing and controlling web
traffic.

The Cisco WSA combines advanced malware protection, application visibility and
control, acceptable use policy controls, and reporting.

Cisco WSA provides complete control over how users access the internet. Certain
features and applications, such as chat, messaging, video and audio, can be allowed,
restricted with time and bandwidth limits, or blocked, according to the organization's
requirements.

The WSA can perform blacklisting of URLs, URL-filtering, malware scanning, URL
categorization, Web application filtering, and encryption and decryption of web traffic.



10.2 YnpaBneHue OOCTYNom



YnpaBneHune AoCTYrnom
AYTEHTUPUKALMA C NTOKANbHbLIM NAapofem

MHorve Tunbl aytTeHTUdMKaLMM MOTYT ObITb BbINOMHEHbI HA CETEBbLIX YCTPOWUCTBAX, U
KaXObl MeToA npeanaraeT pas3fnnyHblie YpoBHU De30nacHOCTH.

CamMbIn MPOCTON Cnocob ayTeHTUMPUKaLUKM yaaneHHoro 4ocTtyna — 310
HacTponka KoOMOMHaLUWMM NormHa u napons Ha KOHCOMNU, NMMMHUAX Vty 1
BCNOMOraTerbHbIX NOpPTax, Kak NoKka3aHo B CTPOKax Vty B crieayoLem
npumepe.

Rl1{config)# line vty © 4
Rl1{config-1line)# password ciS5c®

Rl1{config-line)# login

SSH — 310 Hanbonee 6e3onacHbIM NPOTOKONM ANA yAaneHHOoro AocTyna:

° Tpe6yeTCﬂ NMMA MNMOJ1Ib30BATEJ1A U ﬂapOﬂb Hl{c;jﬁ-l:ig}# ip domain-nama EIEI'I'IP].E.EIHTI
*  VMma nonb3oBartena n naponb MOryT ObiTb ayTEHTUPULMPOBAHLI METOLOM R1(config)# crypto key generate rsa general-keys modulus 2048
nmokanbHON 6a3bl ONAaHHbIX. R1{config)# username Admin secret Str@ng3rPa55w@rd

R1{config)# ssh version 2
Rl1{config)# line vty © 4
MeTO,EI, rokanbHOW ba3bl AdaHHbIX UMEeET HEKOTOPbLIE OIrPaHN4YEHUA. R1({config-line)# transport input ssh

* Y4yeTHble 3anucu nosnb3oBaTenemn HeobXoanMo HacTpamBaTb JTIOKarnbHO Ha R1(config-line)# login local
Ka)goM YCTPOWCTBE, MO3TOMY Takoe pelleHne ayTeHTudukaumm He oyoet
MacLuTabupyemMbim.

* B cucrteme c nokanbHou 6a3on AaHHbIX HE NpPeayCcMOTPEH MeETOo
BOCCTAHOBNEHUA ayTEHTUMPUKaALUN.




YnpasrieHne oOoCTynom

KoMnoHeHTbl AAA

CepBucbl 0becneveHna ceteson besonacHoctn AAA (ayTeHTUdmnKauma, aBTopmsaymsa u
VYET) NpenocTaBnsAloT 0a30BYy0 apXUTEKTYPY AONA HACTPOWUKU CPEACTB YNpaBlieHns
OOCTYINOM Ha CEeTEBOM YCTPOUCTBE.

AAA NMO3BONAET KOHTPONIMPOBATb, Kakne nornb3oBaTenn MMEKT NpaBO A0CTyNa K CETU
(ayTeHTUMPUKaLNSA), KaKne OENCTBUA OHN MOTYT BbINOSTHATL, HAXOOACb B CETU
(aBTOpU3aLunA), a TakKe NO3BOMAET CNeanTb 3a UX AEUCTBUAMU BO BPeEMS AOCTYNA K CETU

(y4yeT).



YnpasrieHne oOoCTynom
AYTEHTUMPUKALNA

JlokanbHbIN N cepBEPHbLIN ABNAKTCA ABYMSA pacnpocTpaHeHHbIMU MeTogaMun peanun3aunm
ayTeHTudukaumm AAA.

JlokanbHaa ayTeHTUdUKkauma (AAA).

° Local AAA XpaHUT MMeHa Nnofib3oBaTenen n Nnaponn nokanbHO B CETEBOM YCTPOWUCTBE, TAKOM KaK MapLupyTu3aTop
Cisco.

. [Tonb3oBaTeENM NPOXOAAT ayTEHTUMPMKAL MO B JTOKanbHOW 6a3e AaHHbIX.
. NNokanbHaa ayTeHTUdUKauna AAA nydlle Bcero noaxoauT Anga cetem HebonbLLIOro pasmepa.

CepBepHasn ayTeHTudpukaumsa (AAA).
. [1Ipn ncnonb3oBaHMKM 3TOr0 MeTOA4a MapLUPyTU3aTop obpallaeTcs K LeHTpanbHOMY cepBepy ayTeHTudukaumm AAA.
. AAA-cepBep COOEPXKNT MMEHA MOonb3oBaTenen n Naponu ansg BCeX NoNb30BaTENEN.

. MapLupytndatop ayteHTudunkaumm AAA ncnonb3yeTt Ana cBA3n ¢ cepBepoM ayTeHTUuukaumm AAA NpoToKon

Terminal Access Controller Access Control System (TACACS+) nnu npotokon Remote Authentication Dial-In User
Service (RADIUS).

o Koraa ectb HECKOMbKO MapLupyTu3aTtopoB U kommyTtaTtopoB, AAA Ha OCHOBE cepBepa ABNAeTcAa bonee nogxoasimm
DELLEHNEM.



YnpasrieHne oOoCTynom

ABTOpU3auun4

* ABTOpM3aLUSA BbINOSTHAETCA aBTOMaTUYECKN U HE TPebyeT OT Nonb3oBaTeNneu
OONOJNTHUTENbHbIX AENCTBUN NOCNe ayTeHTUMUKauunu.

« CpeacTsBa KOHTPONA aBTOpU3aL MM OnpeaensaroT, YTO Nofb3oBaTeNb MOXET N YEro He
MOXXET AenaTb B CETU NMOCcrie ycrneLwHon ayTeHTudnKaLun.

* [lpun aBTOPU3aALIMM NCNOSb3yeTcA HAbop aTpmnbyTOB, ONMUCLIBAIOLLIMI OOCTYN
Nnonb3oBaTens K cCeTeBOU MHPPACTPYKTYpe. AT aTpUbyTbl NCNOMb3YIOTCH CEPBEPOM
AAA Oonga onpeneneHna NpuBUIermm N orpaHNYeHnn anga 3Toro Nnonb3oBaTern4.



YnpasrieHne oOoCTynom

YyerT

YyeT AAA cobupaeT gaHHble 06 ncnonb3oBaHuUK B XypHanax AAA n opMUPYET OTYETHI.
OpraHusauma MOXET UCMOonb30oBaTh TakMe AaHHble, HAanNnpuMep, B LEeNsSxX ayauta nnu
BbICTaBneHmnsa cyetoB. Cobupartbca MOryT Takme AaHHble, Kak BpeMA HavYana u OCTaHOBKM
NOAKMOYEHUSA, BbINMONMHEHHbIE KOMAHObI, KONMYECTBO NAKETOB N KONMYeCTBO DAUTOB.

YYeT LWMPOKO UCNOMNb3YIOTCA B coMeTaHUM ¢ ayTeHTUukaunen AAA.

»  CepBepbl AAA BeayT XypHanbl ¢ nogpodbHoun MHpopmMaLumMenN 0 TOM, Kakne OeEUCTBUS
npoweawmnn ayTeHTU@uUKaLmnio Nonb3oBaTenb BbINOMHAN HA AaHHOM YCTPOUCTBE, KakK

NnokasaHo Ha pucyHke. Ctoga BXoadaTt Bce komaHabl EXEC n komaHabl HACTPOUKNA
KOHQUrypauuun, nogaHHble nonb3oBaTernemM.

»  JKypHan coaepXutT MHOXEeCTBO Monen gaHHbIX, BKI4Yada M4 nonb3oBaTend, agaTty v
BpeMs, Korga KomaHaa dobina BBeaeHa nosib3oBarternem. 91a MHpopmMauuns nonesHa

NPW NOMcKe U yctpaHeHnn Henonaaok yctponcts. OHa Takke npeaocTtaBnsaeT YnKku B
bopbbe ¢ nuuamu, npeanpuHMMarLLMMnN BpeOOHOCHbIE OENCTBUS.



YnpasrneHne goCcTyrnom

802.1X

Ctanpapt IEEE 802.1X onpenenseT npaBuna ynpasneHnsa 4OCTYrNnoM Ha OCHOBE NMOPTOB U MPOTOKOMN ayTEHTUMPUKALNN.
[IpoTOKON OrpaHn4YmMBaET NOAKMIOYEHNE HEABTOPU30OBAHHbLIX pabovnx CTaHUMN K NOKarbHOW CETU Yepe3 o0LeaoCTYynHbIE NOPThHI
kommyTaTtopa. CepBep ayTeHTUUKALUN ayTEHTUDULIMPYET BCe paboyne CTaHUUKU, KOTOPbIe NOAKIoYaoTCA K MOPTY
KOMMYyTaTopa, nepen Tem, Kak NnpeaoctaBUTb UM OOCTYN K cnyxbam kommyTtatopa unu LAN.

[Tpn ncnonb3oBaHun ayteHTndmkaymm 802.1X Ha ypoBHE NOPTOB YCTPOMCTBA B CETU MOTYT UMETb CleayoLmne ponu:

. 3anpawimBaemMoe YCTPOUCTBO - ITO YCTPOUCTBO, HA KOTOPOM BbINoOsHseTcsA coBMmecTnmoe ¢ 802.1X KInMeHTCKoe nporpamMmMHoOe
obecrnevyeHne, OoCTynHOE And NpoBOAHbIX UK BecnpoBOAHbIX YCTPOUCTB.

. KommMmyTtaTop (AyTeHTUdukatop) — KommyrtaTtop BbICTynaeT B ponu nocpegHuka (NpokKcu) mexay KnMeHToM U cepBepomMm
ayTeHTudukaunn. OH 3anpalumBaeT UAEHTUMPUKALMOHHbIE AAHHbIE Y KITMEHTa, NPOBEPAET 3Ty MHJ OpMaLUIO Ha cepBepe

ayTeHTUMPUKaALUUM N nepeaaeT OTBET KNUeHTY. Lpyrum yCTpoUNCTBOM, KOTOPOE MOXET OENCTBOBATh KaK ayTEHTUMUKATOP, ABMNAETCA
becnpoBogHast To4Ka gocTyna.

. CepBep ayTeHTUdMKaumm — CepBep npoBepseT NOASIMHHOCTb KNUEHTa U YBEOAOMMNAET KOMMYTaTop Unu 6ecrnpoBOAHYIO TOYKY
[OCTYMa O TOM, YTO KITMEHT UMEET UNN HE aBTOPU30BaH AJ1A JOCTYyNna K JTOKanbHOW CETU U ycryraMm KoMmmyTartopa.

Supplicant Authenticator Authentication

Controls physical
access to the
network based on
clhient authentication
status

Requires access and
responds to requests

from switch

Ferforms client
authentication



10.3 Yrpo3bl 6be3onacHOCTH
Ha YPOBHE 2




Layer 2 Security Threats
Layer 2 Vulnerabillities

Recall that the OSI reference model Is divided Into
seven layers which work independently of each other.
The figure shows the function of each layer and the
core elements that can be exploited. I

Application

HTTP, HTTPS, POP3,
IMAP, SSL, SSH, ...

Session

Compromised

Network administrators routinely implement security
solutions to protect the elements in Layer 3 up through

Layer 7. They use VPNSs, firewalls, and IPS devices to
protect these elements. However, If Layer 2 Is

compromised, then all the layers above It are also I ot PR 2! Compromise

affected. For example, If a threat actor with access to

the Internal network captured Layer 2 frames, then all
the security implemented on the layers above would
be useless. The threat actor could cause a lot of
damage on the Layer 2 LAN networking infrastructure.




Yrpo3bl 6€30nacHOCTU Ha YPOBHE 2
KaTteropmm atak Ha KOMMyTaLuio

YpoBeHb 6be3onacHOCTU onpeaenaeTcs Hanbonee ysa3BMMbIM 3BEHOM CUCTEMbI, KOTOPbIM B J@aHHOM Criy4ae
ABNSAETCA 2-U YPOBEHb. OTO CBA3AHO C TEM, YTO NOKaslbHble CETU TPaAULIMOHHO Haxoaunucb noa
aAMUHNCTPATUBHLIM KOHTPONEM eguMHCTBEHHOU opraHmn3aunn. Mbel BHyTpeHHe OoBepann BCeEM nuuam U
YCTPOWUCTBAM, NOAKMIOYEHHbIM K JTOKanbHOW CeTU. B HblHELWIHeN cutyayum, ¢ y4eTomM BHeApEeHUA KOHLUENLUUN
BYOD 1 nosiBneHust bonee naoLpeHHbIX CNOCODOB aTak, HaLLUKX NoKanbHbIE CETU CTAHOBATCSA bonee
VA3BUMbIMU ANA NPOHUKHOBEHUSA U3BHE.

ATtaku Ha Tabnuuy MAC BkntoyaeT B cebs atakm ¢ nepenonHeHnem tabnuubl MAC.

BkntoyaeTt B cebs ataku ¢ nepexogam rno VLAN 1 ¢ ABOUHbIM TErMpoBaHUEM

ATaku Ha ceTn VLAN VLAN. Cioaa Takke BXOOAT aTaku Mexay ycTponcteamm B o6iein VLAN.

ATakun, cBA3aHHble ¢ DHCP BkntoyaeTt cnyduHr n ataky ncroweHusa pecypcos DHCP.
ARP aTtaku Bkntoyaet atakn nogmeHbl ARP u “oTpaBneHne” ARP-kawwa.
ATaKkun c nogMeHHOW aapeca BkntovyaeT atakm nogmeHbl MAC u IP agpecos.

ATakm STP BkntoyaeTt B cebs atakm nyteMm MaHunynsauum npotokona STP.



Yrpo3bl 6€30nacHOCTV Ha ypoBHE 2
TexHonornu HEUTPAJIN3aulMn aTadk Ha KOMMYTauuio

[lpegoTBpallaeT MHOTMe TUNbl aTak, BKNto4Yada ataku ¢ nepenondHeHnem MAC
Tabnunuybl MAC-agpecammn n ncrowieHmem pecypcos DHCP.

be3onacHOCTbL NOPTOB

OTtcnexunBaHune DHCP-coobweHun  [lpenorBpallaet ncrouweHme pecypcos DHCP n DHCP-cnydouHr.

NnHamunyeckmnm aHanus ARP-

rpadmka [lpepoTBpawlaeTr ARP-cnyquHr n "“otpaeneHne” ARP-kalia.

PyYyHKUUA 3alLUTbIl OT NoaMeHbl |P-

agpeca ornpaButens [lpepoTBpallaeT atakm cnygouHrom MAC-agpecoB v IP-agpecos.
(IP Source Guard)

OTu pelleHnst ypoBHA 2 He byayT addeKTUBHbIMU, €CNY NPOTOKOIbI YNpaBreHus He 3awmileHbl. PekomeHaytoTcs
cneaywowme cTtparermu:

 Bcerga ncnonb3ymnte 6esonacHble BapuaHTbl 3TUX NPOTOKOMOB, Takne Kak SSH, npoTokon 3aLljmLueHHOro
konnpoBaHua (SCP), sawmnuweHHbin FTP (SFTP) n Secure Socket Layer / Transport Layer Security (SSL/TLS).
« PaccmoTpuTe BO3SMOXHOCTb UCMNONb30BaHUSA CETU BHELLHErO ynpaBneHusa anga ynpaBneHns yCTPoOUCTBaMM.
 Vlcnonb3yute BbligeneHHyto cetb ynpasneHna VLAN, No KOTOpoU nepenaeTcya TonbKo TpadouK yrpaBieHus.
 Vlcnonb3ynTte CnMUCKM KOHTpONA AocTtyna Ansg punestpaunm HeCaHKUMOHMPOBAHHOIO AOCTyna.



10.4 Atakn Ha Tabnuuy MAC-
agpecoB




MAC Address Table Attack |
Switch Operation Review

Recall that to make forwarding decisions, a Layer 2 LAN switch builds a table based on the
source MAC addresses In recelved frames. This Is called a MAC address table. MAC
address tables are stored In memory and are used to more efficiently switch frames.

tl# show mac address-table dynamic

Mac Address Table

DYMAMIC
DYNAMIC




ATakn Ha Tabnuuy MAC-agpecos
ATaka nepenonHeHnem Ha Tabnuuy MAC-aapecoB

Bce tabnunubl MAC MMeT UKCUPOBAHHBLIN pa3Mep, 1, crneaoBaTteribHO, KOMMYTaTop MOXET ncyepnatb
pecypcbl ana xpaHenHmnsa MAC-agpecoB. ATaku ¢ nepenonHeHmnem tTabnuubl MAC-agpecoB UCNOMb3YIOT
9TWN orpaHn4eHus, otnpaenasa puktneHble MAC-agpeca UCTOYHKUKA, A0 TeX Nop, noka Tabnmua MAC-
aJpecoB KOMMYyTaTopa HE 3amnofMHUTCA 1 KOMMYTaTOp HE CMOXET NpaBurbHO paboTaTb Aanblue.

Korga aTto npoucxoauT, KOMMyTaTop 0bpabaTbiBaeT Kaap Kak HEM3BECTHYIO OHOAAPECHYO PACChISKY U
Ha4YMHAaET NepeckinaTb BeCcb BXoadaLmm Tpadpuk ns scex nopto B Ton e VLAN 0e3 yyeTta Tabnuubl
MAC. 310 ycrnoBue Tenepb NO3BOMNSAET aTakyloLeMY 3aXBaTUTb BCe Kaapbl, OTNpaBfieHHble C OOQHOIo
XOCTa Ha gpyron B nokanbHou cetn unum nokanbHou cetn VLAN.

[MpumMevaHue: Tpaduk naBMHOOOPA3HO NMepechifiaeTca ToNMbKO BHYTPU nokanbHou cetn nnm VLAN. 3rnoymbiLUEHHUK
MOXET 3axBaTUTb TpadPUK TONbKO B nokanbHou cetn unm VLAN, K KOTOpOW NOAKMKYEH UCMONMHUTENb YIrPo3hbil.

VLAN 10 )

The switch MAC table overflows.

- @ Threat actor runs macof attack.
r

Threat Actor
The switch floods all frames. @

@ Threat actor captures traffic for all VLAN 10 users.



MAC Address Table Attack o |
MAC Address Table Attack Mitigation

What makes tools such as macof so dangerous Is that an attacker can create a MAC table
overflow attack very quickly. For instance, a Catalyst 6500 switch can store 132,000 MAC
addresses In Its MAC address table. A tool such as macof can flood a switch with up to
8,000 bogus frames per second; creating a MAC address table overflow attack in a matter

of a few seconds.

Another reason why these attack tools are dangerous Is because they not only affect the
local switch, they can also affect other connected Layer 2 switches. When the MAC
address table of a switch Is full, it starts flooding out all ports including those connected to

other Layer 2 switches.

To mitigate MAC address table overflow attacks, network administrators must implement
port security. Port security will only allow a specified number of source MAC addresses to
be learned on the port. Port security Is further discussed in another module.



10.5 ATaku Ha NoKasrnbHYIO
CeTb



LAN Attacks
Video — VLAN and DHCP Attacks

This video will cover the following:
* VLAN Hopping Attack

* VLAN Double-Tagging Attack
 DHCP Starvation Attack
 DHCP Spoofing Attack



ATaKu Ha NOoKarnbHY CEeTb

ATtaka VLAN Hopping

VLAN hopping no3BonseT BuaeTb Tpaduk ns ogHon VLAN B
apyron VLAN 6e3 nomoLm mapLupyTtmsatopa. B 6azoBon atake
VLAN hopping, atakyiowmn HacTpanBaeT y3en TakK, YToObl OH
OEVNCTBOBAJST Kak KOMMYyTaTop, YTOObI UCNOSb30BaTh PYHKLIUIO
aBTOMaTU4YEeCKOro corfnacoBaHmMa MarmctparnbHOro nopra

BKITIOYEHHYIO NO YMOMYaHUo Ha BONbLUMHCTBE MOPTOB
KOMMYyTaTopa.

VLAN 10 |

Servert
80210

3N0yMbILLUNEHHNK HAcTpanBaeT XOCT HaA Noadenky curHanoB e
802.1Q u nponpuetapHon curHanmnsaumm DTP-npoTtokona Cisco
Ona marucTtpanbHOro KaHana mexay Kommyrtatopamu. B crniyyae
ycrnexa KOMMyTaTop YCTaHaBNMMBAET MarucTpanbHY CBSA3b C
XOCTOM, KaK nokasaHo Ha pucyHke. Tenepb 3noyMblLLNIEHHUK
MOXeT nony4nTb goctyn Ko BceM VLAN Ha KommyTaTope. Xakep
MOXXET OTNPaBNATb U nony4vartb Tpaduk B nodbon VLAN,
adpPeKTUBHO nepekntovaacb mexay VLAN.

Server 2
>,
o

Atftacker gains access to the server VLAN




ATaKu Ha NOoKarnbHY CEeTb

ATtaka VLAN L1BOMHOro termpoBaHus

bnarogapa aToMmy, B HEKOTOPbIX crny4Yyaax 3royMbILLUITIEHHUK MOXET BCTPOUTb BHYTPb Kaapa CKPbITbIU Ter
802.1Q B kagp koTopbin yke nmeet 802.1Q Ter. OTOT Ter no3BondeT Kaapy nonactb BO VLAN, KOTOpyto He

onpepenaetT ncxogHoin ter 802.10Q.

« Llar 1: 3noymbilWwneHHUK nepenaet kommyTtatopy kagp 802.10Q ¢ ABOUHbIM TernpoBaHnem. BHelLHMI
3arofioBOK UMeEET Ter npuHaanexaweun 3noymolluneHHuKy cet VLAN, koTopada coBnagaeT ¢ HaTUBHOU

VLAN marmctpanbHOro nopra.

« LWar 2: Kagp nocTtynaeTt B NepBbIK KOMMYTATOP, KOTOPbIN BUAUT nepBbin 4-6antoBbin Ter 802.1Q.
KommyTatop BUAUT, YTO Kaap npegHasHadeH anga native VLAN. KommMmyTaTop paccbhinaeT nakeT Yyepes
Bce nopThbl native VLAN, otbpocus Ter native VLAN. B maructpanbHom nopte ter VLAN 10
OTOpOLLEH, HO HOBbLIN TEr HE NPpUCBaMBAETCS, MOCKOSbKY 3TO YacTb ceTu native VLAN. Ha atom atane

BHYTpeHHUN Ter VLAN Bce elle He noBpexaeH U He Obin npoBepeH nepBbiIM KOMMYTaTOPOM.

« Wlar 3: Kagp noctynaet BO BTOPOU KOMMYTATOp, HO OH HE MMEeEeT MHPopMaLIMM O TOM, YTO OH
npegHasHadveH ang native VLAN. Tpaguk native VLAN He Ternpyetca nepeaaroimm KOMMYTaTopoM B
COOTBETCTBUU CO crneungpukaumnen npotokona 802.10Q. BTopon kKommyTaToOp BUOUT TONMBKO BHYTPEHHUN
Ter 802.1Q, KOoTOpbIX Nepegan 3NoyMbILLUNEHHUK, U MOHUMAET, YTO Kaap aapecoBaH ueneson VLAN.
BTOopon KOMMYyTaTOp NEpPEeCHLINIaeT Kaap B NOPT-XEPTBY UINN pacCblNaeT ero Nno BCeM noptam B
3aBUCUMOCTW OT TOro, CyLlecTBYeT N 3anuncb B Tabnuue MAC-agpecoB Anga XoCcTa XepTBbl



ATaKM Ha NOKalnbHYIO ceTb
ATtaka VLAN [1BonHoro ternpoBaHusa (I'pogomnxeHune)

ITOT BU aTaku ABMNAETCA OgHOHanpPaBleHHbIM U paboTaeT, TONbKO €Crnn 3MoYyMbILLUNEHHUK
NOAKIMIOYEH K NopTy, Haxoaawmmcsa B Ton e VLAN, 4yTto un cetb hative VLAN TpaHKOBOIO
nopTta. Vlgea cocTouT B TOM, YTO ABONHOE TErmpoBaHue NO3BONAET 3MTOYMbILLUITIEHHUKY
OTNPAaBNATb AaHHble HA XOCTbl Unun cepeepbl VLAN, KOTOpble B NPOTUBHOM Ccriydae Obinu
Obl 3abnoknpoBaHbl KAKUM-NMOO TUMOM KOHQUrypaLmm KOHTPONsS gocTyna.
[TpegnonoXuTtenbHO, 0bpaTHbIN TPpaUK TakKe byaeT paspelleH, YTo AaeT
3NOYMbILLUNTEHHMKY BO3MOXXHOCTb 00LLIaTbCS C YCTPOUCTBaAMU B HOPManbHO
3abnoknposaHHoun VLAN.

3awuTta oT atak VLAN ABOMHOro TerupoBaHuUA — MOryT ObITb NpeaoTBpaLLEHbI

NyTEM peanun3aunmn crnegyrowmx pekomeHgaummn no 6e3onacHOCTU MarmcTpanbHbIX
KaHanoB, Kak obcyxaganocb B Npeabiaywem moayne:

*  OTKNWYUTb TPAHKUHT Ha BCEX MopTax AocTyna.
- Disable auto trunking on trunk links so that trunks must be manually enabled.
» Ybeputecb, 4to native VLAN ncnonb3yeTca TOMbKO ANA MarucTpanbHbIX KaHanoBs.



ATaKu Ha NOoKarnbHY CEeTb

DHCP CoobLweHus

Cepepbl DHCP gnHamunyeckn npegoctaBnAaAlT KNMeHTaM cBeaeHna o KoHdurypauuu |P,
BKnto4vaa IP-agpec, macky noacetu, w3 no ymonyaHuto, DNS-cepBepsbl 1 Tak aanee. O630p

nocnenoBatenbHocT DHCP coobueHnn mexay KnMeHToM U ceEpBEPOM MoKa3aH Ha PUCYHKE.

=

Server Client
"l would like to request an address.”
DHCPDISCOVER
oL Broadcast
DHCPOEEER "l am DHCPsvr1. Here Is an address | can offer”
|Unicast
TP address: 192.168.10.15
Subnet mask: 255_.255_255.0
Default Gateway: 192.168.10.1
Lease time: 3 days
"l accept the |IP address offer.” DHCPREQUEST
DHCPACK “Your acceptance i1s acknowledged.”

II—;
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DHCP ATaku

[1Ba Tna atak DHCP — 310 ucrtoweHmne DHCP n DHCP cnyduHr. Obe ataku
HEUTPanM3ylTca 3a c4eT peanusaunmn DHCP snooping.

 Ataka ucrtoweHusa DHCP — Llenb aTon aTtakm — npuBecTn K oTkasy B oocnyxmnsaHum (DoS) npwu
NOAKNOYEHUN KNMEHTOB. [ANsa atakm nytem ucrtoweHuna pecypcos DHCP Heobxoamnm crieymanbHbIv
MHCTPYMeHT, Hanpumep Gobbler. Gobbler cnocobeH nckatb Bce gocTynHble Anga apeHabl IP-agpeca
N NbITAaeTCA BCe UX apeHaoBaTb. B yacTtHocTn, oH co3naet coobuleHnsa DHCP Discovery ¢

nopaenbHbiMn MAC-aapecamu.

 Ataka DHCP-cnydgumHr — CoctonTt B TOM, 4YTO K CETU nogkntoyaeTca moeHHun4yecknmn DHCP-
cepBep U NpegocTaBnAeT NOXHble NapaMeTpbl HACTPOUKK |IP nermtTMMHbIM KnneHTaMm. [loactaBHOM
cepBep MOXET NpeaoCcTaBnATb pa3nnyHblie HeNpaBUIbHblE CBEeAEHUA:

. HenpaBuUnNbHbIN W03 NO YMOM4YaHUIO - 3110YMbILLNEHHUK NPeaoCcTaBnsaeT HenpaBubHbIN W03 unu IP-agpec
CBOEro XocTa Ans co3gaHus aTakun Yyepes nocpeaHmka. AToO MOXKET NPOUTU NONHOCTbIO HE3aMeYEeHHbIM, NMOCKONbKY

3J10yMbILWJTIEHHUK MNMepexXBaTbiBa€T NMNOTOK AaHHbIX B CETH.

. HenpaBunbHbI DNS-cepBep - Xakep npenocrtaBnseT HenpaBunbHbiM agpec DNS-cepBepa, HanpaBnas
nonb3oBaTens Ha BpegoOHOCHbIN BED-cauT.

° HenpaBunbHbIN |IP-agpec - 3noymbllLUNEHHUK coobLWaeT HenpaBubHbIU IP-agpec wrto3a no yMony4aHuto 1
co3pgaet DoS-araky Ha DHCP-knueHTa.



LAN Attacks |
Video — ARP Attacks, STP Attacks, and CDP Reconnaissance

This video will cover the following:
* ARP Spoofing Attack

* ARP Poisoning Attack

« STP Attack

e CDP Reconnaissance
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ARP Atakin

* [lamsaTysa o ToMm, 4TO XOoCTbl NnepenatoT ARP-3anpoc B LUMPOKOBELLATENbHOM peXnme Apyrmm Xoctam B CErMEHTE, YTOOb
onpegennutb MAC-aapec xocTta ¢ KOHKPeTHbIM |IP-agpecom. ObbIvHO 3TO Aenaetcs ana obHapyxeHus MAC-aapeca
LLINK03a Mo yMonvaHuio. Bece xocThl B noaceTv nonydvatot n obpabartbiBatoT 3ToT ARP-3anpoc. XocT ¢ IP-agpecom,
cooTBeTcTBYOWMM ARP-3anpocy, otnpaBsnaet ARP-oTBeT.

B cootBetctBun ¢ ARP RFC, ntoboun KNMeHT MOXeT oTnpaBUTb He3anpalwumBaemMbit ARP-OTBET, KOTOPbLIN Ha3bIBAETCS
“gratuitous ARP” (camoobpatlleHHbIt ARP). Korga xocT oTnpaBnaetr camoobpalleHHbin ARP, apyrmue XocTbl B NOACETU
coxpaHstoT B cBonx ARP-tabnnuax MAC-agpec u IP-agpec, cogepxallmecsd B 3TOM OTBETE.

* [lpobnema 3aknto4aeTca B TOM, YTO 3M1I0YMbILLUIIEHHUK MOXET OTNpaBUTb KOMMYyTaTopy coobuieHune “gratuitous ARP”,
cogepxaulee nogaenoHbin MAC-agpec, 1 KOMMYTaTop COOTBETCTBYHOLLMM 0bpa3om obHOBUT cBoto Tabnuuy MAC-
agpecoB. Takmm obpasom, Nobon XOCT MOXET 3asABUTb, YTO OH ABMAETCA Brnagensuem nodon komounHaumm IP n MAC-
aJpecoB, KOTOPYLO BblIDEPET. B TMNMYHOM aTake cyObEeKT yrpo3bl MOXET OTNPaBNATb He3anpoLleHHble oTBETbI ARP apyrnm
y3nam B noacetn ¢ MAC-agpecom cyobekTa yrpossl U IP-agpecom Lwn3a no yMmosryaHuio.

B nHTEepHeTe OOCTYNHO MHOXECTBO MHCTPYMEHTOB A4 opraHu3auum atak 4Yepea nocpeaHuka ¢ ncnonb3osaHnem ARP.

* |Pv6 ncnonb3yet npoToKkosn obHapyxeHua cocegen ICMPV6 ona paspewieHns agpecoB ypoBHS 2. IPv6 BKto4vaeT B cebs
cTpaterum no HeuTpanusauum noameHsl oobaBneHna cocegen (Neighbor Advertisement), nogobHbIM obpasom IPV6
npenoTtBpawlaeTt nogaenbHbi ARP-0OTBET.

 Atakm ARP cnyduHra un “otpasneHune” ARP-kawa HenTpanmadyetca nytemMm BHeapeHunsa Dynamic ARP Inspection (DAI).



ATaKM Ha NOKalbHYIO CETb .
ATaka ¢ nogMeHHOU agpeca

 |P-appeca n MAC-agpeca moryT ObiTb nogaenanbl no pa3HbiM npunynHam. lNogmena IP-agpeca — 9T0 4ENCTBUE,
Koraa 3MoyMblLUNEHHUK NepexBaThbiBaeT AeUCTBUTENbHBLIN IP-agpec gpyroro yCTpoucTea B NOACETU UM UCNONMb3YET
cnyyanHbin IP-agpec. NoameHy IP-agpeca TpyaHO HEUTPannM3oBaTb, OCOOEHHO KOraa OH UCMONb3yeTCcs BHYTPWU
NOOCETU, KOTOPOU npuHagnexut IP-agpec.

o  3noyMmbllwneHHnKn nameHsarT MAC-agpec cBOero Xxocta B COOTBETCTBUU ¢ ApyruM nssectHsiM MAC-agpecom
LleneBoro Xxocrta. 3aTeM aTakyroLwnn XOCT OTNPaBnsAET Mo CETU Kaap € Tonbko 4To 3agaHHbIM MAC-agpecom. Koraa
KOMMYyTaToOp nony4yaet kaap, oH npoeepsaetr MAC-agpec UCTOYHMKA. KOMMyTaTop nepes3anmcbiBaeT TEKYLLYIO 3arnnchb
B Tabnuue MAC n HasHadyaeT MAC-agpec HoBOMY MOpTy. 3aTEM OH MepechinaeT Kagpbl, NnpeaHasHa4YeHHble Ans
LlenieBoro Xocrta, Ha aTtaKkyrLLMN XOCT.

» Koraa ueneBon XOCT OTnpaBnseT Tpapuk, KOMMyTaTop UcnpasuT oLNOKY, nepeHasHa4ymB MAC-agpec Ha UCXOOHbIW
noptT. UToObl HE AaTb KOMMYTATOPY BEPHYTb HAa3Ha4YeHME NopTa B NpaBuUilbHOE COCTOAHUE, 3MTOYMbILLTIEHHUK MOXET
co3aaTb NporpaMmmy Unum cueHapumn, KoTopbin ByaeT NOCTOAHHO OTNPAaBAATb Kaapbl KOMMYTATOPY, YTOOLI KOMMYTaTOP
COXpaHAn HEBEPHYIO U nogaenbHYy MHOoOpMaLUMIO.

 Ha ypoBHe 2 HET MexaHM3Ma 6e30rMacHOCTN, KOTOPbIN MO3BONsAN Obl KOMMYTaTOpPy NPOBEPATbL MCTOYHMK MAC-
aZlpecoB, YTO AenaeT ero Takum ysa3BMMbIM AN artak crnyduHra.

 ATtaku nogmeHbl IP n MAC-agpecoB MOXeT ObITb YMeHbLUeHa nyTemMm BHeapeHusa IP Source Guard (IPSG).



ATaKu Ha NOoKarnbHY CEeTb

STP ATaku

 (CeTeBble 3MOYMbILLTEHHUKM MOTYT MaHUNYyNMpoOBaTb NMPOTOKONOM cBA3ytowlero gepesa (STP) ang
npoBedeHna atak nyTem nogMeHbl KOPHEBOIO MOCTa U USMEHEHMA TONOJIOTNN CETH.
310YMbILLUNIEHHNKN MOTYT caenaTtb TakK, YTOObl X XOCTbI BbIMMAAENN Kak KOPHEBbLIE MOCTbI, U B
pes3ynesraTe nepexsaTuTb BeCb TpadUuK bnmxanwero KOMMyTUpyemMoro JoMeHa.

« [lna npoBegeHusa atak nyteMm MmaHuUnynauum STP XOCT 3noyMblLlUNIEHHUKa nepegaet
LLnpOoKoBeLlaTenbHble naketsl BPDU ¢ nHpopmaunen od namMeHeHnn KoHpuUrypauumm n Tononorun

STP, yTOObI BbI3BaTb NepepacyeT CBA3YyoLLero gepesa. [llepegaBaemMblie XOCTOM 3MOYMbILLNEHHMKA

naketbl BPDU o6baBnaioT o bonee HU3KOM 3Ha4YeHUn npuopuTeTa MocTta Ans nonbIiTKU n3bpaHus
XOCTa KOPHEBBLIM MOCTOM.

 STP aTtaka HeuTpanuiayetcs 3a cyet peanusaumm BPDU Guard Ha Bcex nopTtax goctyna. BPDU
Guard obcyxpaetcsa bonee nogpobHO No3xe B Kypce.
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Pa3BenbiBaTenbHaa ataka CDP

[TpoTokon Cisco Discovery Protocol (CDP) — ato nponpueTtapHbI MPOTOKON 00HapYXeHUa KaHana ypoBHA 2. OH
BKINOYEH Ha Bcex ycTpoucTtBax Cisco no ymonyaHuto. CeteBble aaMUHUCTPATOPbI TakXkKe MCNOMb3YIOT NMPOTOKON
CDP anga HacTpOUKKU CETEBLIX YCTPOUCTB U ANA NoUcka U ycTpaHeHusa nx Henonagok. IHdopmauuma npotokona
CDP oTtnpaBndetcsa Yyepes nopTbl ¢ nogaepxkon CDP B nepunogmnyecknx HesalmndppoBaHHbIX
LLIMpOKoBeLlaTenbHbIX paccbinkax. daHHble npoTtokona CDP BkntovatoT IP-agpec yctpouctea, Bepcuto OC 10S,
a TakKkke cBegeHusa o nnatgopme, BO3MOXKHOCTAX U VLAN c HeTermpoBaHHbIM TPaUKOM. YCTPOUCTBO,
nony4ymsLliee coobueHne CDP, obHoBnAeT cBoto 6a3y aaHHbIX CDP.

UTOObLI MMHMMN3NPOBATL BEPOATHOCTb Mcnonb3oBaHUs CDP 3noymbilUneHHUKaMK, orpaHnysTe UCNOSf1b30BaHME
npotokona CDP Ha ycTpoucteax unu noptax. Hanpumep, otkntoumnte CDP Ha norpaHuU4HbIX NopTax, KoTopble
NnoakKn4yaeTca K HeaoBepeHHbIM YCTPOUCTBAM.

*  YT100ObI NONHOCTLIO OTKNOUYUTL NpoTokon CDP Ha ycTponcTtee, MCnofb3yuTte KoMmaHay No cdp run pexmnma
rmobanbHon KoHUrypauumn. Ytobbl NONMHOCTLIO BKMOYNTL NpoTokon CDP, ncnonb3ymnte komaHay cdp
run pexumma rnodbanbHOM HACTPOUKM.

*  YT1006bI oTKNOUYMTL CDP Aanga nopta, Ucnonb3ymnte KoMmaHay KoHurypaumm nHrtepdgenca no cdp enable.
UTobOblI BKNOUMTEL CDP Aanga noprta, nCnonb3yute KoMmaHay KoHuUrypauum nHtepdgenca cdp enable.

NMpumMmeyvanue: Ipotokon LLDP Toxe ya3BUM K pa3BeabiBaTeNbHbIM aTakamM. YTobbl MONHOCTLIO OTKMOYUTL npoTokon LLDP, HacTpouTte pexnm
no lldp run. Ytobbl oTkntounTb NpoTtokon LLDP Ha nHtepdence, HacTtpoute pexknmsl no lldp transmit n no lldp receive.
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Module Practice and Quiz

What Did | Learn In This Module?

- Endpoints are particularly susceptible to malware-related attacks that originate through email or
web browsing, such as DDOS, date breaches, and malware. These endpoints have typically
used traditional host-based security features, such as antivirus/antimalware, host-based
firewalls, and host-based intrusion prevention systems (HIPSs). Endpoints are best protected
by a combination of NAC, host-based AMP software, an email security appliance (ESA), and a
web security appliance (WSA).

- AAA controls who Is permitted to access a network (authenticate), what they can do while they
are there (authorize), and to audit what actions they performed while accessing the network
(accounting).

- The IEEE 802.1X standard Is a port-based access control and authentication protocol that
restricts unauthorized workstations from connecting to a LAN through publicly accessible switch
ports.

- If Layer 2 Is compromised, then all layers above it are also affected. The first step in mitigating
attacks on the Layer 2 infrastructure Is to understand the underlying operation of Layer 2 and
the Layer 2 solutions: Port Security, DHCP Snooping, DAI, and IPSG. These won't work unless
management protocols are secured.



Module Practice and Quiz

What Did | Learn In This Module? (Cont.)

- MAC address flooding attacks bombard the switch with fake source MAC addresses until the

switch MAC address table Is full.
- A VLAN hopping attack enables traffic from one VLAN to be seen by another VLAN without the

ald of a router.
- A VLAN double-tagging attack Is unidirectional and works only when the threat actor Is
connected to a port residing In the same VLAN as the native VLAN of the trunk port.

- VLAN hopping and VLAN double-tagging attacks can be prevented by implementing the
following trunk security guidelines:

» Disable trunking on all access ports.
» Disable auto trunking on trunk links so that trunks must be manually enabled.

- Be sure that the native VLAN Is only used for trunk links.

- Two types of DHCP attacks are DHCP starvation and DHCP spoofing. Both attacks are
mitigated by implementing DHCP snooping.



Module Practice and Quiz

What Did | Learn In This Module? (Cont.)

ARP Attack: A threat actor sends a gratuitous ARP message containing a spoofed MAC address to a
switch, and the switch updates its MAC table accordingly. Now the threat actor sends unsolicited ARP
Replies to other hosts on the subnet with the MAC Address of the threat actor and the IP address of the
default gateway. ARP spoofing and ARP poisoning are mitigated by implementing DALI.

Address Spoofing Attack: IP address spoofing Is when a threat actor hijacks a valid |IP address of
another device on the subnet or uses a random IP address. MAC address spoofing attacks occur when
the threat actors alter the MAC address of their host to match another known MAC address of a target
host. IP and MAC address spoofing can be mitigated by implementing IPSG.

STP Attack: Threat actors manipulate STP to conduct an attack by spoofing the root bridge and
changing the topology of a network. Threat actors make their hosts appear as root bridges; therefore,
capturing all traffic for the iImmediate switched domain. This STP attack is mitigated by implementing
BPDU Guard on all access ports.

CDP Reconnaissance: CDP information Is sent out CDP-enabled ports In periodic, unencrypted
broadcasts. CDP information includes the IP address of the device, |IOS software version, platform,
capabillities, and the native VLAN. The device receiving the CDP message updates its CDP database.
the iInformation provided by CDP can also be used by a threat actor to discover network infrastructure
vulnerabllities. To mitigate the exploitation of CDP, limit the use of CDP on devices or ports.
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