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Module Objectives

Module Title: SLAAC and DHCPVG

Module Objective: Configure dynamic address allocation in IPv6 networks.

Topic Title Topic Objective

IPv6 Global Unicast Address Explain how an IPv6 host can acquire its IPv6
Assignment configuration.

SLAAC Explain the operation of SLAAC.
DHCPVG Explain the operation of DHCPVG6

Configure DHCPvG6 Server Configure a stateful and stateless DHCPVG6 server.




8.1 HasHayveHune GUA IPv6



HasHayeHne GUA IPVG6
IPVO KOHQUrypawuma XOCTOB

Ha mapLupytusaTtope rnobdbanbHon ogHoaapecHbin IPv6 HacTpanBaeTcs BPYYHYIO C
NMOMOLLIbIO KOMaHAbl KOHdUrypauumn nHrtepdgenca Ipve address ipve-address/prefix-length.

* Y3en Windows Takxe MOXET OblTb HACTPOEH .

Internet Protocol Version & (TCP/IPvb) Properties

BPYYHYI0, C MOMOLLbIO KOHQUIypaumn agpeca —
G U A I PV6 y Ka K I-I O Ka3a H O H a p I/I Cy H Ke . You can get IPv6 settings assigned automatically if your network supports this capability.

Otherwise, you need to ask your network adminstrator for the appropriate IPv6 settings.

() Obtain an IPv6 address automatically

»  OpHako BBog GUA IPV6 BpyYHYIO MOXET o e ——
3aHATb MHOIo BPEMEHU N HECKOJbKO Subret prefi ength: o |
I_IOD'BepH(eH OLU M6KaM . Default gateway: 2001:db8:acad: 1::1
(@) Use the f&omng DNS server adc;r e5Ses:
Preferred DNS server: 2001:db8:acad: 1::1 B N
 Takmm obpazom OOMbLUMHCTBO XOCTOB RS
Windows nMmMmerT BO3MOXXHOCTb AUHAMUYECKN ANadats s won ot .

npnodbpetatb KoHdurypauuo GUA IPV6.

\ OK Cancel




Ha3HavyeHne GUA IPv6 .
|IPVv6 JlokanbHbIV agpec KaHana

Ecnun BbibpaHa aBToMaTu4deckasa agpecaunsa |Pv6, ysen oyaet ucnonb3oBaTtb coobuleHne Router Advertisement (RA)

NpoTOoKoNna ynpasneHna coobeHnamm Internet Control Message Protocol Bepcumn 6 (ICMPV6), 4ToObl NOMOYb eMY
aBTOHACTPOUTb KOHUrypauuto IPv6

. NNokanbHbIN agpec KaHana IPvb aBTomaTnyecku

C:A\PCLl> 1pconflig
CO3aeTCcAa XOCTOM Mpu 3arpys3ke n akTMBHOM MHTepgeunce Windows IP Configuration
Ethernet Ethernet adapter Ethernet(:
. Connection-specific DHE Suffix . -
. NHTepdrenc He co3gan GUA IPv6 B BbIXOOHBLIX AAaHHbIX, TPVE AdIESE. o « o « & o & 4 o 4
Tak KakK CeTeBOI‘/’I cermMeHT He nmen MapLIprTI/I3aTOpa ,EI,J'IFI i.jni;:—'_-j-;ﬂ'_ IFvé Address . . « « . & ::_:_- ..:_i:.-.'-:-.'-i: 595%2
o o wd Address. . . « « & & = « « o 5 169.254.202.141
npenocrtaBlieHnd MHCTPYKUUN MO HACTPOUKE CETU OJiA cubnet Mask . . . . . . . . . . . % P58 _9EE [

yBJ'Ia Default Gateway .

 [lpumeyaHue: "%" n Yyncno B KOHUE NOKanbHOro agpeca KaHana U3BeCTHbI KakK

MOEHTUMUKATOP 30HbI UNKU naeHTUUKaTop obnactmn n ncnonbaytorcsa OC ans
cBA3biBaHMA LLA c onpegeneHHbIM aapecomMm.

 [lpumevaHue: DHCPvVG6 onpegendetca B RFC 3315.



Ha3HadyeHne GUA IPv6
|IPv6 HasHauveHne GUA

[1o ymon4yaHuio mapLipytTusatop ¢ noggepxkoun IPve nepmnogmnyeckn otnpaesngaet RAS

ICMPV6, 4TO ynpowjaeTt AgnHamMmmnyeckoe cosgaHue unum nosyyeHme XxoCTomM KOH@Urypaumm
|IPVO.

. XOCT MOXeT AMHamMmmyeckn HasHadaTtbca GUA C Dynamic GUA Assignment
NMOMOLLbIO CINY>XO 6e3 oTCcrneXxmBaHUA COCTOAHUA U C I
KOHTPOS1IEM COCTOAHUA.

. Bce meTtoabl 6e3 rpaxgaHcTBa M COCTOSAHUSA B 3TOM
Moayrne ucnonbaytoT ICMPV6 RA coobLleHus, YToobl |

SLAAC On SLAAC with DHCP server DHCPv6 Server
NPeanoXnTb XOCTY, KaK co3gaTb UK NOyYUTb €ro e ly (Statloss DHCPVE) (Storeful DHGPYG)
« Router sends Router
KOHCbM ryan.M HO I PV6 . Advertisernent (RA) messages « Router RA messages provide « Router RA messages inform hosts
providnig all IPvé addressing |PvE configuration information to contact a stateful DHCPvE
information (i.e., network to hosts and inform them to sarver or DHCPvE-enabled router
prafx, prefix-length and contact a stateless DHCPvB for all IPvS configuration
default gateway information). sarvar for additional Information, axcept the default
. XOTHA XOCT-onepaunoHHble CUCTEMbI CneayroT configuration information. gateway address.
« Hosts use the RA information
[ pe,EI,J'I OXEeHUIO RA, Cba KTU4eCKOe peLIJeH Ne B exclusively for all their « Hosts use the RA information « Hosts contact a DHCPvE server to
addressing including creating to create their own unique acquire all of their |PvE
KOHEe4YHOM NT1ore 3aBmMciAT OT XOCTAa. thelr own GUA. GUA and get additional addressing information.
Information from a DHCPvE
SeTver. » Host obtains default gateway

information fram router RA
messages.



Ha3HadyeHne GUA IPv6 .
Tpw conara coobeHnn RA

Cnocob, kak knneHT nonyvaet GUA IPv6, 3aBUCUT OT HAcTpoeK B coobLlueHnn RA.

CoobuieHne ICMPV6 RA cooepXuT cneayroLwme Tpu dnara:

. A ®nar - ®nar aBTOHaCTPOUKM agpeca O3Ha4YaeT
MCnorb3oBaHNEe aBTOMaTU4YECKON HAaCTPOUKM agpecoB Oe3 ‘ anwun' E—_D;
coctosHua (SLAAC) ana cosgaHna GUA IPv6. Ciient
. O ®nar - PasHoe 1, ucnone3yertca Ans i RS

MHPOPMUPOBAHUA KnNneHTa o ToM, 4To Ha DHCPV6-cepBepe
0e3 oTcneXxmBaHUsA COCTOAHUA OOCTYNHA AONONMHUTENbHAS

RA Options

"Only use this RA."

MHJPOPMaLIMA O KOHoUrypauummn. SLAAC Only Default) | I ———7———————>
A flag=1 O flag=0
. M ®nar - dnar KoHpurypaumm ynpaBsndemoro agpeca Bl Bl
O3Ha4aet ncnonb3oBaHue cepsepa DHCPV6 ¢ coxpaHeHnem (AN “Use this RA and a DHCPVE server.
stateless ; e
cocTtodaHna anga nonydvyeHna GUA IPvo. and DHCPvG AR

"Use a DHCPvE server.”

Stateful DHCPvE:

DHCPvE Only | —

Mcnonb3ya pasnnyHble KomonHauum donaroB A, O n M, coobuieHna RA nHdpopMupytoT
XOCT O OOCTYMHbIX AMHAMWUYECKUX NMapaMeTpax.







SLAAC

O630p SLAAC

He Kaxxgasa ceTb umeet goctyn K cepBepy DHCPvV6, HO Kagoe ycTpouctBo B ceTu IPv6
Hy>xgaeTtca B GUA. Metog SLAAC no3BONAeT XocTaM co3aaBaTb CBOUM COOCTBEHHbLIW
VHUKanNbHbIX rnobanbHbl ogHoaapecHbIN agpec IPv6 6e3 ncnonb3oBaHus cnyxo DHCPVG6

cepsepa.

SLAAC — 310 cnyxba 6e3 onpegeneHna CoOCToOAHUSA, KOTopasa O3HA4YaeT, YTO HET
cepBepa, KOTOPbIN NoaaepXMBaeT MHPOPMaAL MO O CETEBLIX agpecax, YTOObI 3HATb,
Kakne |IPvb-agpeca ncnonb3yrTca U Kakme n3 HUX AOCTYMHbI.

»  SLAAC otnpasnsaet nepuoagndeckmne ICMPv6 RA-coobLleHus (To ectb Kaxable 200
CeKyHA), NpeaocTaBnsasa aapecauno u gapyryro MHdopmaLuno o0 KoHurypauum ans
Y3N10B ANd aBTOHACTPOUKKN nx IPv6 agpeca Ha ocHoBe nHdopmauum B RA.

»  XOCT TakkKe MOXeT oTnpaBuTb coobLleHmne Router Solicitation (RS) ¢ 3anpocom RA.
»  SLAAC MoXeT 6bITb pa3BepHyYT Tonbko kKak SLAAC, nnm SLAAC ¢ DHCPVG.



SLAAC
BknwdeHne SLAAC

R1 GO/0/1 HacTpoeH ¢ ykazaHHbIMU IPv6 GUA
nokanbHbIMW agpecamMn KaHana.

2001:db8:acad:1::/64

2007:db8:acad:1::1/64
fed0::1

GO/0/1

Aﬂ.peca IPV6 Rl GO/O/OJ— BKJ—II—OLIaI'OT j_::ﬂzlfi:t:zziiet]?tfrfaif le:n;.ine protocol 1s up

IPve 15 enabled, link-local address 1s FEH0::1

- JlokanbHbIX agpec KaHana IPv6 - fe80::1 No Virtual link-local address(es):

Description: Link to LAN

*  GUA/noacetb - 2001:db8:acad:1::1, Glabal uaivast: addrass(es)

021 :DBES :ACAD:1:21, subnet 15 Z2001:DBEBE:ACAD:=:1::2,/64

2001:db8:acad:1::/64 Joined group address(es):

FRO2::1

* MHoroapgpecHas rpynna Bcex y3nos |Pv6 - ff02::1 FFO02::1:FE00:]

(output omitted)
Rl#

El{config)+# i1pvb unicast-routing

Rl{config)# exlikt

R1 HacTpoeH Ha npucoeanHeHne Ko Bceu rpynne
MHOroaapecHou paccbinku |IPve n Ha4ano otnpaBKkn
coobweHnn RA, coaepxalmx ceBeaeHust o
KOHQUrypauumn agpecon, XxoctamMm ¢ nomouibio SLAAC.




SLAAC
BkntodeHne SLAAC (I'lpogomkeHue.)

2001:db8:acad:1::/64

CoobLeHne RS otnpaBnatTcs Ha IPv6-agpec
MHoroagpecHoun paccbinkm FF02::2, KoTopbin
noagepXmBaeT BCe MapLLUPyTMU3aTopbI.

2001 :db8:acad:1::1/64
fed80::1

GO/0/1

 KomaHga show Ipv6 Interface npoBepser,
npucoeanHunca nn R1 kK rpynne Bcex |
:1# show ipv6 interface G0O/0/1 | section Joined
MapLupyTmnsatopoB |IPv6 (Hanpumep, ff02::2). joined group address(es):

 Tenepb R1 Ha4yHeT oTnpaBnATb coodbLeHns RA
kaxkgble 200 cekyHa Ha agpec MHOroaapecHou
paccblnku IPv6 ana scex yanos ff02::1.




SLAAC 2001:db8:acad:1::/64
Tonbko SLAAC MeTton o

CoobueHna RA ot R1 nmetoT cniegytouine dpnaru:

* A =1-coobLlaeT KNMeHTYy ucnonb3oBartb npedunkc GUA
IPv6 B PA 1 auHamMmunyeckn co3gaeTt CBOM COOCTBEHHbIU RA Message

MOEeHTUMPUKaTOP NHTEpPdENCA. Flag value

2001:dbB:acad:1::1/64
fed80::1
GOS0/

« O=0uM=0-CoobLIaeT KNMEHTY Takke UCMNoSb30BaTb A |
JOMNONMHUTENBbHYIO MHOpMaLMo B coobLleHnn RA O | ©
M 0

(Hanpumep, DNS-cepeepa, MTU 1 WN03 N0 yMON4YaHUIo).

Cl> 1pconfiig

* KomaHga ipconfig Windows nogTeepxaaeT, UTo

Ethernet adapter Ethernet(:

PC1 co3gan GUS IPv6 ¢ nomowbio R1 RA.

IPvh BAddress. . = &« =« = « = = = « » 200]1:db8:acadz1:1def:c69:T73aa:cadc

* Agpec wno3a no ymonyanuio — LLA nHtepgenca e e

:-:'IJ.::'I.-.'Et 1'13.31: ] i ] i i ] i o i ] i : -'I -t E' i :I - E' i : E I-.

Rl GO/O/]. L|+-1:r1u_1' Gateway . . . . - . . . . i FeB0::l%6




SLAAC
CoobweHunsa ICMPV6 RS

MapLipyTtmnsaTtop otnpaBnsaeTt coobleHns RA kaxable 200 cekyHa nnu npu nonyvyeHun
coobweHna RS ot xocTa.

* Y3nbl C nogaepxkoun IPv6, xenatowime nony4yntb MHopMaLuto ob aapecauunn IPv6,
OTNPaBnAT coobuleHne RS Ha agpec MHoroaapecHoOW pacchbliky BCEX
MapLupyTusaTtopoB |IPv6 ff02::2.

Ha pucyHke nokasaHo, Kak XocT nHmyumpyet metoa SLAAC.

1. PC1 TONnbKO 4YTO 3arpys3urnca n otnpasnseT “5"539“"
coobLleHne RS Ha agpec MHOroagpecHou
paccbiniku IPv6 all-routers f02::2 ¢ 3anpocom RA. 2001:db:acad:1:/64

2. R1 reHepupyeT RA, a 3atem oTnpaBngaeT 2001:db8:acad:1::1/64

coobuweHre RA Ha agpec MHOoroagpecHou ﬁﬁig;

paccbinku IPv6e gna scex yanos ff02::1. PC1
MCronb3yeT 3Ty MHdopMaLUMo Ons Co3aaHUS M@
yHUKanbHoro GUA IPV6. g



SLAAC
[ lpouecc ona co3gaHna ngeHTUPUKaTopa nHTep@enca

Mcnonb3ya SLAAC, xocT nony4aet nHdopmauunto o 64-omutHon noacetun IPv6 ot

MapLupyTusatopa RA 1 OomKeH reHepupoBaTbh OCTaBLUMNCA MOEHTUUKATOP 64-0MTHOro
MHTepdgenca (ID), ncnonbayA:

* [eHepauutro criyd4anHbIM 006pa3oMm - 64-0UTHLIN ID MOXeT ObITb CnyYanHbIM YUCTIOM,

creHepupoBaHHbIM onepaunMoHHON CUCTEMOUN KIMUEHTA. OTOT METOA Tenepb
ncnonb3yetca xoctamm Windows 10.

EUI-64 - XOCT co3gaeT ngeHtTnukatop nHtepgemnca, ncnonb3ys cBomn 48-0UTHbLIN
MAC-agpec n BCTaBnseT wWecTtHaguatepunyHoe 3HavyeHue fffe B cepeanHe agpeca.
HekoTopble onepauymoHHblE CUCTEMBI MO YMOJTHaHUIO UCMNOMb3YIOT Cly4YanHo
CreHepunpoBaHHbI MOAEHTUPUKATOP NHTEPpdenca BMecto metoaga EUI-64, ns-3a
npobnem KoHMPUAeHUManbHOCTN. OTO cBA3aHO ¢ TeM, YTo MAC-aapec y3na Ethernet
ncnonbayetcda EUI-64 ana cosgaHna ngeHTugukaTtopa nHtepdeunca.

[lpumevaHue: Windows, Linux, 1 Mac OS no3BondaT NONbL30BaTENO M3MEHATL

reHepupoBaHne naeHTnukartopa nHTepdenca nnbo cnyv4yamHbiMm obpasom, nNmMbo
ncnonb3osaTtb EUI-64.



SLAAC
ObHapyxeHune ayonupytowmxea agpecoB (DAD)

Y3en SLAAC MOXeT ncnonb3oBaTh cregyrowmny npouecc obHapyXeHnsa NOBTOPSOLWMXCA aapeCcoB
(DAD), 4tobbl yoeantbes, 4to GUA IPV6 yHUKaneH.

»  XocTt otnpaBngaeTt coobweHne ICMPv6 Neighbor Solicitation (NS) co cneunanbHO
CKOHCTPYMpPOBAHHLIM agpecoM MHOroaapecHOM pacchIfiki 3anpoca y3na, cogepXxalwmm nocnegHme

24 buta agpeca IPv6 yana.

-  Ecnu gpyrne yctponctBa He OTBEYAIOT COODOLLIEHMEM C OOBABNEHUEM COCENEN, 3HAYNT,
NPaKTUYECKN rapaHTUPOBAHHO, YTO aJpecC ABMAETCA YHMUKAlNbHbLIM 1 MOXET ObITb MCMNOMb30BaH

PC1.

Ecnu ysen nony4daet NA, TO agpec He ABMNAeTcsd YHUKaNbHbIM, U y3en OOMKEH reHepupoBaTh
HOBbIN NOEHTUPUKATOP MHTepdhenca anga NCnonb3oBaHUA.

[MTpumeyaHue: DAD gencrtButenbHO He TpebyeTcs, Tak Kak 64-0UTHbIN MOEHTUDUKATOP NHTEepdenca
npeaocTaBnseT BO3MOXHOCTU 18 KBUHTUNNMOHOB. Takum obpa3omMm BEpPOATHOCTb AybnupoBaHuUa agpeca
oTcyTcTBYyeT. OgHako paboyvasa rpynna Internet Engineering Task Force (IETF) pekomeHayeTt
ncnonb3oBaTtb DAD. NoaTomy O0ONbLWKNHCTBO OnepaumoHHbIX cUcTeM BbINonHAKT DAD Ha Bcex
oagHoaapecHbIX aapecax |IPv6 He3aBMCUMO OT criocoba HaCcTpPOUKU agpeca.



3.3 DHCPVO




DHCPVO
lllarn pabotel DHCPV6

DHCPV6 ¢ coxpaHeHnem coctoaHua He TpebyeT SLAAC, B TO
BpemMsa Kak DHCPV6 6e3 oTcrnexXnBaHmsa COCTOAHUS - TPeOyeT.

He3aBMcMMo OT Toro, Korga RA yKka3blBae€T Ha UCnonb3oBaHMe
DHCPV6 nnn DHCPV6 ¢ coxpaHeHnem CoCTOSAHUS: Gorot

1. XocT oTnpaBsnsieT coobLleHne RS. o
2. Mapuwpytmnsartop IPv6 otBeyaeT coobuieHnem RA.
3. Xoct otnpasngaet coobuieHne DHCPv6 SOLICIT.

4. CepBep DHCPv6 otBevaeTt coobuieHnem DHCPvV6

DHCPwE Senser

Router Solicitation

DHCPvE Operations

SOLICIT To all DHCPwE Senvers

ADVERTISE.
5. XocT oTBevaeT Ha cepsep DHCPV6. — ANVERISENIGE ()
6. CepBep DHCPvV6 oTnpaBnsget coobuieHne REPLY. (F)REQUEST or INFORMATION-REQUEST U

q&@
[MpumeyaHue: CooblieHnsa DHCPV6 oT cepBepa K KNUEHTY

ncnonb3dytotT UDP-nopT Ha3Ha4vyeHnsa 546, a coobuweHna DHCPvV6 ot
KNneHTa K cepBepy ncnonb3yT UDP-nopt HasHavyeHua 547 .



DHCPVO
Pabota DHCPV6 6e3 coxpaHeHnsa COCTOAHUSA

Ecnn RA yka3biBaeT metogq DHCPV6 6e3 yyeta coOCTosAHUA, y3en ncnonb3yeT nHpopmauunto n3 coodbuleHmns RA ans
agpecaunn n ceasbiBaeTca ¢ cepsepom DHCPV6 ana nonyyeHmna oononHUTENbHOU MHAPOPMaLIUNA.

[Mpnmeyvanue: Cepep DHCPV6 npenoctaBnsaeT TONbKO napamMeTpbl KOHUrypaunum gns KnmMeHToB U He NogaepKMBaeT
CNUCOK NpmBA30oK IPv6 agpecos (T.e. 6€3 COCTOAHUS).

Hanpumep, PC1 nony4aet coobuleHne RA 6e3 coxpaHeHnss COCTOAHUA,
cogepxatlee:

. [lnnHa npedukca n npedukca IPve GUA cetw.

. A ®nar yctaHoBNeEH B 1, NTHPOPMUPYIOLLKUA XOCT 00 UCNOSb30BaHUM
SLAAC. @
+  ®nar O ycTtaHoBmneH B 1, MHOPMUPYIOLLMIA XOCT O HEOOXOANMOCTH e
Nnoucka AonofTHUTENbHON MHpOpMaL MM O KOHUIypauun ¢ cepBepa
DHCPVG. A Message
. ®dnar M ycTaHOBNEH Ha 3Ha4YyeHue no ymonyaHuto 0. @ Fien | Value
A 1
o PC1 otnpasnsieT coobweHne DHCPv6 SOLICIT, 3anpalwumnBas o 1
OOMNOSTHUTENbHYO MHOopMauuto ot cepeepa DHCPv6 6e3 M0

COCTOAHUAL.



DRACEFVO
BkntovyeHne npotokorna DHCPv6 6e3 coxpaHeHuUs COCTOAHUS

Ha MHTepgeunce

DHCPV6 6e3 coxpaHeHna COCTOAHUSA BKNOYEH C MOMOLLbIO KOMaHAbl KOHUrypaumm
nHTepdgenca ipve nd other-config-flag, ycrtaHasnuBatowiero donar O B 1.

BbI,EI,eJ'IeHHbIe BleOﬂ,Hble ,D,aHHHble El{config-1f)# 1pvbt nd other-config-flag
nogtTeepxXxpgatoT, 4YTo RA coobLwmT Rl{config-if)# end
LR

anHMMal'OLLI,MM XOCTaM UCNOJ1b30BATb El1# show ipv6é interface g0/0/1 | begin ND
aBTOMaTquCKyl'O HaCTpOMKy 6e3 COCTOAHUS HD DAD 1= enabled, number of DAD attempts: 1

HD reachable time 15 30000 milliseconds (using J0000)
(CbnarA — 1) N CBAXETCA C CepBePOM MDD adwvertised reachable time 15 0 [(unspecified)
DHCPV6 ,EI,J'IFI I'IOJ'Iy‘-IeHI/IFI ﬂ.perM HD advertised retransmit 1nterval 15 0 (unspecified]

- HD router advertisements are sent every 200 seconds

MHCt)OpMaU.MV' O KOHCbV'ryan.MM (Cbnar O _ 1) MD router advertisements live for 1800 seconds

HD adwvertised default router preference 1s5 Medium

Hosts use stateless autoconfig I addressas.

[MpumeyaHme: Bbl MOXeETE UCMONb30OBATb Hosts use DHCP to obtain other configuration.

R1#

donar no ipv6 nd other-config-flag, 4Tobbl
copocutb nHTEpdenc Ha napametp SLAAC
no ymon4yanuto (dnar O = 0).



DHCPVO
Pabota DHCPV6 6e3 coxpaHeHnsa COCTOAHUSA

Ecnn RA yka3biBaeT metog DHCPV6 ¢ coxpaHeHMeM COCTOAHUS, XOCT obpallaeTca K
cepBepy DHCPvV6 gna nony4yeHuna Bcex cBeaeHun o KoHurypauuu.

* [Mpumevanue: Cepsep DHCPV6 nogaoepxmBaet cOCTOSsHUE U NOOOEPXKUBAET CMUCOK
npmnBA30K |IPvo agpecos.

atatell
DHCPvb
2Brver

Hanpumep, PC1 nony4aet coobwieHne RA ¢
COXpaHeHMUEM COCTOSIHUA, coaep Kallee:

- IInunHa npedounkca n npedoukca IPve GUA ceTtwn.
*  O®nar A yctaHoBreH B 0, MHOPMUPYIOLLIMKA XOCT O TOM, YTOObI @)
cBdA3aTbca ¢ cepBepomMm DHCPVO. 2001:db:acad:1::1/64

fed0::]

 Onar O yctaHoBneH B 0, MHPOPMUPYIOLLIMA XOCT O TOM,
4yTOObI CcBSAA3aTbCA ¢ cepBepom DHCPVG.

RA Message

®nar M ycTtaHoBrneH B 3Ha4yeHue 1. () oo vaiue
 PC1 otnpasnset coobweHne SOLICIT DHCPVG6, Mo

zanpawmBagd gonoSIHUTENbHYIO MHPOPMALUIO OT
cepBepa DHCPv6 ¢ coxpaHeHnemM COCTOAHUA.



DHCPFVO
Bknto4veHne npotokona DHCPV6 ¢ noaaepXkon COCTOAHUA

Ha MHTepgeunce

[ lpoTokon DHCPV6 ¢ noggepXkou COCTOAHUA BKITHOYEH C MOMOLLbIO KOMaHOb!
KOHdoUrypaumm nHtepgenca Ipvée nd managed-config-flag, yctaHasnuatowero gonar M
Ha 1.

BblaeneHHble BbIXOOHbIE OaHHbIE B NpUMepe

Rl (config)# int g0/0/1
nOﬂTBepMal{)Ta 4TO RA COO6LL'|MT XOCTy! JrZ.'_:::'-::-nfi;—if;u# iz‘l.rE nd managed-config-flag
4YTOObI MONy4YnUTb BCHO MHPOPMaLUIO O R1(config-if)# end

Rl#

KOHq)MrypaLIIMM IPV6 C CepBepa DHCPV6 El# show ipv6 interface g0/0/1 ‘ begin ND
(cbﬂar M — 1). ND DAD 15 enabled, number of DAD attempts: 1

ND reachable time 15 30000 milliseconds {(using J0000)
HD advertised reachable time 158 0 [(unspecified)

HD advertised retransmit i1nterval 15 0 (unspecified]
HD router advertisements are sent every 200 seconds

MDD router advertisements liwve for 1B00 seconds

MDD advertised default router preference i1s Medium

Hosts use DHCF to obtain routable addresses.
Kl




8.4 HacTtpounka DHCPVG
cepBepa



HacTtpouka cepBepa DHCPV6
Ponun mapuwipytudartopa DHCPV6

MapLpyTtmnsatopbl Cisco I0OS aBnaoTca MOLHBIMU yCTpoucTBaMn. B HEOONBbLLNX CETAX HET
HeobxoOMMOCTN MMETbL OTAENbHbIE YCTPOUCTBA, YTOOLI MMeTb DHCPV6 cepBep, KMUEHT

MNn areHT petpaHcnaunn. Mapuwpytmnsatop CiSCO MOXHO HAaCTPOUTb ANA NpeaoCcTaBeHns
cnyxo DHCPVG6.

B 4yacTHOCTWN, OH MOXET ObITb HACTPOEH crneayrLwmm obpasom.

-  DHCPv6 CepBep - Mapuipytmnsatop npegoctaBngaeT cnyxobl DHCPv6 6e3
COXPaHEHUs1 COCTOSAHUSA UM C COXPaHEHUEM COCTOAHUS.

-  DHCPvV6 KnueHT - ITHTepdenc mapLupytmusatopa nony4vyaert KoHpurypauuto IPve IP ¢
cepBepa DHCPvO.

-  DHCPvV6 Relay Agent - MapwipyTnsaTtop npegoCcTaBndaeT yCcrnyrn nepeagpecauumn
DHCPVO, Korga KnneHT 1 cepBep HaxXoaAaATCHa B pa3HbIX CETAX.



HacTpouka cepsepa DHCPV6
HacTtpouka cepBepa DHCPv6 6e3 coxpaHeHnsa coCTOSAHUS

[TapameTp DHCPVG6 cepBepa 0e3 yyeTa cCOCTOAHUSA TpebyeT, YTOOblI MapLUpyTM3aTop
00bsABNAN MHdopMaLUunto o ceTeBon agpecaunn IPv6 B coobLieHnsx RA.

[1na HacTpoukn 1 NpoBepkn MmapLupytTnsatopa kak DHCPv6 b6e3 y4yeTta COCTOSIHUA cepBepa
DHCPvV6 Heobxoammo BbINOMHUTL NATb LLAroBs:

1. AktuBupyute IPv6-mapLupytnsaumio Ha R1 ¢ nomoLlbio KoMmaHabl IPpV6 unicast-routing.
2. Onpepenute nma nyna DHCPv6 ¢ nomouwbio komaHabl 1Ipve dhcp pool POOL-NAME.

3. Hactpoute nyn DHCPV6 ¢ napameTtpamun. Obuwimne napameTpbl BKNOYaOT dns-server
XXX XXX XX mdomain-name name.

4. T[lpmnBaxnte nHTepenc K nyny ¢ NOMoLb0 KoMmaHabl KOHdUrypauum nHtepdgenca ipve dhcp
server POOL-NAME.

* Bpy4Hyto nameHute O dnar ¢ 0 Ha 1, ucnonb3ysa komaHay nHtepdenca ipve nd other-config-flag. Coobuwienna RA,
OTMNpaBfieHHbIe Ha 3TOT MHTEPMENC, YKa3bIBaAlOT, YTO AOMNOnHuTensHasa nHgopmauma goctynHa Ha DHCPv6
cepBepe 6e3 oTcnexmBaHusa coctoaHua. dnar A no ymonyaHuto paBeH 1, 4TO yKa3bIiBaeT KIIMEHTaM UCMNOSb30BaTh

SLAAC aonga co3naHunga cooctseHHoro GUA.

5. Ybeautechb, YTO y3nbl nony4mnm nHpopmauuo ob agpecaumm IPv6 ¢ nomollbio KomaHabl ipconfig
/all.



HacTpouka cepsepa DHCPV6
HacTtpouka cepBepa DHCPv6 6e3 coxpaHeHnsa coCTOSAHUS

MapLipyTmnsatop Takke MoXeT obiTb kKnneHtom DHCPV6 1 nony4atb KoHpurypaumio IPv6 ¢ cepBepa
DHCPV6, Hanpumep MmapLipyTnusaTtop, PYyHKLUUOHUPYHOLWMKN B KadecTBe cepBepa DHCPVG.

1. AktuBupyute IPv6-mapLupytnsaumio Ha R1 ¢ nomoLlbio KoMmaHabl IpV6 unicast-routing.

2. HacTtpouTe KnneHTcknn mapLupytmndartop gnga codgaHua LLA. JlokanbHbIM agpec kaHana IPv6

co3faeTcs Ha MHTepdelice mapLupyTnsaTtopa npu HacTponke rnodanbHOro ogHoaapPEeCcHOro agpeca

nnmn 6e3 GUA c nomolLlbio komaHabl KoHdurypauuun ipve enable interface. Cisco IOS ncnonb3yet
EUI-64 aona co3goaHus ngeHtTugukatopa MHTepgenca.

3. HacTpowuTte KnneHTCcKnn mapLipyTtmnsatop Ha ncnonb3osaHne SLAAC ¢ noMmoLlbo KoMaHabl IpV6
address autoconfig.

4. Ybepurtecb, YTO KNMEHTCKOMY MapLUupyTu3aTopy HazHadyeH GUA c nomMmoLlbo KoMaHAabl Show 1pv6
Interface brief.

5. Ybegutecb, YTO KIMUEHTCKUN MapLLUPYyTU3ATOP Nony4dun Apyryro Heobxoanmyro MHpopmaumio
DHCPv6. KomaHga show 1pv6 dhcp interface g0/0/1 noaTBepXgaeT nony4vyeHne KNMeHToMm
cBegeHnn o napametpe DHCP, Takux kak DNS-cepBep 1 4OMEHHOE UMA.



HacTpouka cepsepa DHCPV6 .
HacTpouka cepsepa DHCPv6 ¢ noaaep>XKom COCTOAHUSA

[TapameTp DHCP-cepBep ¢ noaaep>XKou COCTOAHUA TPebyeT, 4ToObl MapLUpyTU3aTop ¢ nogaepxkon IPv6 coobLmnn yany
cBsizaTtbcAa ¢ cepBepom DHCPV6 ana nonydyeHunsa Bcex HeobxoamnmMbiX CBEAEHUN O CETEBOM agpecaunn IPv6.

CyLleCTBYET NATb LWAroB As1s1 HACTPOUKM N NMPOBEPKN MapLUpyTu3aTopa Kak cepsepa DHCPvV6 ¢ coxpaHeHMeM COCTOAHUA:
1. AktuBumpyute IPv6-mapluipyTtmsatopa Ha R1 ¢ nomoLllbo KoMmaHabl IpV6 unicast-routing.
2. Onpepenute nmsa nyna DHCPvV6 ¢ nomollbto KomaHab! rnobansHon koHdurypauum ipve dhcp pool POOL-NAME.

3. Hactpowute nyn DHCPvV6 c napametpamu. Obwimne napamMmeTpbl BKto4atoT KomaHay address prefix, JoMmeHHoe
nvsa, IP-agpec DNS-cepBepa n MHoroe gpyroe.

4. T[lpmnBaxnte NHTEPAENC K NyNy C NOMOLLbIO KOMaHAbl KOHuUrypaumm nutepdenca ipve dhcp server POOL-NAME.
Bpy4Hyto namenute conar M ¢ 0 Ha 1, ncnonb3dya nHtepdenc komaHael ipv6 nd managed-config-flag.

Bpy4Hyto namenute conar A ¢ 1 Ha O ¢ nomoLlbio komaHabl Ipv6 nd prefix default no-autoconfig,
4YTOObI COODLLNTL KNNMEHTY He ucnonb3oBatb SLAAC anga co3gaHna GUA. MapupyTtmnsaTtop otBedaet Ha DHCPv6-3anpochl
Ha 3TOM MHTepdence MHPoOpmMaLmMen, coagepxalimxca B nyne.

5. Ybeaourtecb, 4TO y3nbl nony4ynnm nHpopmaumnen ob agpecauum IPv6 c nomollbio komaHabl ipconfig /all.



HacTpouka cepsepa DHCPV6 .
HacTpouka knneHta DHCPvV6 ¢ nogaep>Xkon COCTOAHUSA

MapLupyTmnsaTtop Takke MOXeET ObiTb KnneHToM DHCPV6. KneHTCcKnmn MmapLipyTmsaTop
OOJMKEH UMETDL BKITKIOYEHHYHO IPpV6 unicast-routing v nokanbHbIN

agpec kaHana IPv6 ana otnpaBku 1 nony4vyeHuna cooblleHunn IPv6.

CyLLEeCTBYIOT MATb LWAroB AN HACTPOUKM N NPOBEPKMN MapLLUpyTU3aTopa Kak KInnMeHTa
DHCPV6 0e3 cocTodaHuS.

1. AktuBupyute IPv6-mapLupytnsauuio Ha R1 ¢ nomoLlbio KoMmaHabl IPpV6 unicast-routing.

2. HacTpouTte KnneHTCcKknm mapLwipytmudatop gnga cosgaHuda LLA. JlokanbHbIM agpec kaHana |IPv6

CO3[aeTcs Ha MHTepdence MmapLupyTmsaTopa Npu HacTpouke rnodbanbHOro oagHoaapecHoOro agpeca
nnmn 6e3 GUA c nomoLlbto KomaHabl KoHdurypauun ipve enable. Cisco IOS
ncnonb3yet EUI-64 ona co3gaHna ngeHtngukartopa nHrepdgenca.

3. HacTpouTte KnMeHTCKMnN MmapLupyTmsaTtop Ha ncnonb3dosaHne DHCPvV6 ¢ noMoLlbo KOMaHAab!
KOHdoUrypauum nHtepdeunca Ipve address dhcp.

4. Ybegutecb, YTO KITMEHTCKOMY MapLUupyTusaTtopy HasHadeH GUA ¢ nomoLlbio komaHabl show Ipv6
Interface brietf.

5. Ybegutechb, YTO KINMMEHTCKUN MapLLUpyTU3ATOP NONy4Yun Apyryto Heobxoanmyro MHopmMaLuto
DHCPV6 ¢ nomowbio komaHabl show 1pv6e dhcp interface g0/0/1.



HacTtpounka cepsepa DHCPV6
KomaHab! npoBepkn pabotbl DHCPVG6

Ha pucyHKe nokasaHo, Kak C MOMOLLbI KoOMaHabl Show Ipv6 dhcp pool MOXXHO NPOBEPUTH

nma DHCPvV6-nyna n ero napameTpbl. KoMaHAabl Takke onpeaendeTr KoJin4yecTBo
aKTUBHbIX KITMEHTOB.

R1# show 1pvé dhcp pool

DHCPv6 pool: IPV6-STATEFUL

Address allocation prefix: 2001:DB8:ACAD:1::/64 wvalid 172800 preferred 86400 (2 in use, 0
conflicts)

DNS server: 2001:4860:4860::8888

Domaln name: example.com

Active clients: 2
R1#




HacTtpounka cepsepa DHCPV6
KomaHab! npoBepkn pabotbl DHCPVG6

BbIXOoOHble JaHHbIe KOMaHObl Show

R1# show ipv6é dhcp binding

Ipv6 dhcp binding ncnonb3ytoTca Oang Client: FE80::192F:6FBC:9DB:B749
0T06pa>|<eH|/|;| nokanbHOro agpeca DUID: 0001000125148183005056B327D6
Username : unassigned
KaHana IPv6 knneHTa n rnobanbHOro VRF : default
OJHOAZAPECHOro aapeca, HasHa4YeHHOro IA NA: IA ID 0x03000C29, T1 43200, T2 69120
’ Address: 2001:DB8:ACAD:1:A43C:FD28:9D79:9E42
cepBepPOM. preferred lifetime 86400, valid lifetime 172800

explres at Sep 27 2019 09:10 AM (171192 seconds)
Client: FE80::2FC:BAFF:FE94:29B1

* JlaHHaga MHOPMaLIUSA

obecneunBaetca DHCPv6-cepBepom DUID: 0003000100FCBA9429B0
C OTCNEXNBaHMEM COCTOSHUA U He Joernane ¢ massionec
nopaepxmsaetca DHCPVG- IA NA: IA ID 0x00060001, T1 43200, T2 69120

Address: 2001:DB8:ACAD:1:B4CB:25FA:3C9:747C

cepBepoM be3 oTcnexnBaHus

preferred lifetime 86400, valid lifetime 172800
COCTOAHUA. expires at Sep 27 2019 09:29 AM (172339 seconds)

 CepBep DHCPvV6 6e3 coxpaHeHus
COCTOAHUA He byaeT noaaepXmBaTb
3TY MHJOpMaLUIO.



HacTpouka cepsepa DHCPV6
HacTpouka areHTa petpaHcnaumm DHCPVG6

B cny4yae ecnn DHCPVG6-cepBep pacnonoXeH ¢ KNMMeHTOM B pa3HbIX CETAX, B Ka4yecTBe
areHta DHCPVv6-peTpaHcnaumm MoXXHO HacTpouTb mapuipytusaTtop |IPvo.

 HacTtpouka areHta DHCPVv6-peTpaHcnaunmn aHanorm4yHa HacTpouke |Pv4-maplipytmusatopa B
kadyectBe areHta DHCPv4-peTpaHcnayuu.

 JTa KOMaHOa HacTpaumBaeTcs Ha HTepdence, obpalieHHoM K knmeHtam DHCPVO, 1 yka3biBaeT
agpec cepBepa DHCPv6 n ncxoosawmm nHtepdenc anga OocTtyna K cepBepy, Kak Noka3aHo B
BbIXOAHbIX AaHHbIX. Icxoaalwmm nHtepdgenc TpebyeTca TonbKo B TOM cry4yae, eCnm agpecom

CJ1 e,EI,yPO LLI, 2001:db8:acad:2::/64 2001:db8:acad:1::/64
: 1 2
fes0::1 fe80::3
| G0/0/0 G0/0/0
DHCPv6 DHCPv6 Stateful DHCPv6
Client Relay Agent Server

Rl (config)# interface gigabitethernet 0/0/1

Rl (config-1f)# ipvé dhcp relay destination 2001:db8:acad:1::2 GO/0/0
R1 (

R1 (

config-1if)# exit

confiqg)#




HacTtpounka cepsepa DHCPV6
| lpoBepka areHTa petpaHcnauun DHCPv6

Ybeautecnb, 4YTo areHT petpaHcnaumm DHCPv6 paboTaeTt ¢ nomMmoLlbio KomaHg show 1pv6
dhcp interface n show Ipve dhcp binding.

R1# show ipvé dhcp interface R3# show ipv6é dhcp binding
GigabitEthernet0/0/1 1s 1n relay mode Client: FE80::5C43:EE7C:2959:DA68
Relay destinations: DUID: 0001000124F5CEA2005056B3636D

2001:DB8:ACAD:1::2 Username : unassigned
2001:DB8:ACAD:1::2 via GigabitEthernet0/0/0 VRF : default

R1# IA NA: IA ID 0x03000C29, T1 43200, T2 69120
Address: 2001:DB8:ACAD:2:9C3C:64DE:AADA:7857
preferred lifetime 86400, valid lifetime 172800
explres at Sep 29 2019 08:26 PM (172710 seconds)

Ybeautecnb, 4to xocTbl Windows nony4unnun nHgopmauuio od agpecauum IPvé ¢ nomoLlbto
komaHabl Ipconfig /all.



3.5 Module Practice and Quiz



Module Practice and Quiz

Lab — Configure DHCPVG6

In this lab, you will complete the following objectives:

- Part 1: Build the Network and Configure Basic Device Settings
- Part 2: Verifty SLAAC address assignment from R1

- Part 3: Configure and verify a Stateless DHCPv6 Server on R1
- Part 4: Configure and verify a Stateful DHCPv6 Server on R1

- Part 5: Configure and verify a DHCPv6 Relay on R2



Module Practice and Quiz

What Did | Learn In This Module?

On a router, an IPv6 global unicast addresses (GUA) is manually configured using the Ipv6 address ipv6-address/prefix-length
Interface configuration command.

When automatic IPv6 addressing Is selected, the host will attempt to automatically obtain and configure IPv6 address
Information on the interface.

The IPv6 link-local address Is automatically created by the host when it boots and the Ethernet interface Is active.

The decision of how a client will obtain an IPv6 GUA depends on the settings within the RA message. An ICMPv6 RA message
Includes three flags to identify the dynamic options available to a host:

« Aflag — This Is the Address Autoconfiguration flag. Use SLAAC to create an IPve GUA.

* O flag — This Is the Other Configuration flag. Get Other information from a stateless DHCPv6 server.

* M flag — This is the Managed Address Configuration flag. Use a stateful DHCPv6 server to obtain an IPve GUA.

The SLAAC method enables hosts to create their own unigue IPv6 global unicast address without the services of a DHCPv6
server. SLAAC, which Is stateless, uses ICMPv6 RA messages to provide addressing and other configuration information that
would normally be provided by a DHCP server. SLAAC can be deployed as SLAAC only, or SLAAC with DHCPv6. The SLAAC
only method Is enabled by default when the Ipv6 unicast-routing command Is configured.

To enable the sending of RA messages, a router must join the IPv6 all-routers group using the ipv6 unicast-routing global
conflg command. Use the show Ipv6 Iinterface command to verify If a router Is enabled.

All enabled Ethernet interfaces with an IPv6 GUA configured will start sending RA messages with the A flag set to 1, and the O
and M flags set to 0. The A =1 flag suggests to the client to create its own IPv6 GUA using the prefix advertised in the RA. The
O =0 and M=0 flags Instructs the client to use the information in the RA message exclusively.

A router sends RA messages every 200 seconds. However, it will also send an RA message If it receives an RS message from
a host.



Module Practice and Quiz

What Did | Learn In This Module?

- Using SLAAC, a host typically acquires its 64-bit IPv6 subnet information from the router RA. However, it must generate the
remainder 64-bit interface identifier (ID) using one of two methods: randomly generated, or EUI-64.

- The DAD process Is used by a host to ensure that the IPv6 GUA Is unique. DAD is implemented using ICMPV6. To perform
DAD, the host sends an ICMPv6 NS message with a specially constructed multicast address, called a solicited-node multicast
address. This address duplicates the last 24 bits of IPv6 address of the host.

- The host begins the DHCPVG6 client/server communications after stateless DHCPv6 or stateful DHCPV6 Is indicated In the RA.

- Server to client DHCPv6 messages use UDP destination port 546, while client to server DHCPv6 messages use UDP
destination port 547.

- The stateless DHCPV6 option informs the client to use the information in the RA message for addressing, but additional
configuration parameters are available from a DHCPV6 server. This Is called stateless DHCPV6 because the server is not
maintaining any client state information.

- Stateless DHCPVG6 Is enabled on a router interface using the ipv6 nd other-config-flag interface configuration command. This
sets the O flag to 1.

- |n stateful DHCPvVG6, the RA message tells the client to obtain all addressing information from a stateful DHCPv6 server, except
the default gateway address which Is the source IPv6 link-local address of the RA. It Is called stateful because the DHCPV6
server maintains IPv6 state information.

- Stateful DHCPVG6 Is enabled on a router interface using the ipvé nd managed-config-flag interface configuration command.
This sets the M flag to 1.



Module Practice and Quiz

What Did | Learn In This Module?

- A Cisco IOS router can be configured to provide DHCPvV6 server services as one of the following three types: DHCPVG6 server,
DHCPVG6 client, or DHCPV6 relay agent.

- Arouter can also be a DHCPvV6 client and get an IPv6 configuration from a DHCPVG6 server.

- The stateful DHCP server option requires that the IPv6-enabled router tells the host to contact a DHCPv6 server to acquire all
required IPv6 network addressing information.

- For a client router to be a DHCPV6 router, it needs to have 1pv6 unicast-routing enabled and an IPv6 link-local address to send
and receive |IPv6 messages.

- Use the show i1pv6 dhcp pool and show ipv6 dhcp binding commands to verify DHCPv6 operation on a router.

- |f the DHCPVG server Is located on a different network than the client, then the IPv6 router can be configured as a DHCPv6
relay agent using the ipv6 dhcp relay destination 1pv6-address [interface-type interface-number] command. This command Is
configured on the interface facing the DHCPVG6 clients and specifies the DHCPV6 server address and egress interface to reach
the server. The egress interface Is only required when the next-hop address Is an LLA.

- Verify the DHCPvV6 relay agent Is operational with the show 1pv6 dhcp interface and show ipv6 dhcp binding commands.
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