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Module Objectives

Module Title: WLAN Configuration

Module Objective: Implement a WLAN using a wireless router and WLC.

Topic Title Topic Objective

Remote Site WLAN Configuration Configure a WLAN to support a remote site.

Configure a Basic WLAN on the Configure a WLC WLAN to use the management interface and WPA2 PSK
WLC authentication.

Ol lplile [V =R RMARAVA S I I SISRWAWANNE Configure a WLC WLAN to use a VLAN interface, a DHCP server, and
on the WLC WPA2 Enterprise authentication.

Troubleshoot WLAN Issues Troubleshoot common wireless configuration ISsues.




13.1 HacTpouka
OecnpoBOAHbIX NOKarbHbIX
ceTen ana yaaneHHbIX
OOBbEKTOB




Remote Site WLAN Configuration
Video — Configure a Wireless Network

This video will cover the following:

* Use the Wireless Router Web Page
» Change the Password

» Change the WAN and LAN settings
e Connect the Wireless Network



HacTpounka 6ecnpoBogHbIX NToKanbHbIX CETEN ANSA yAaneHHbIX 00bEKTOB

KoHurypaumnsa 6ecnpoBogHOro MmapLupytmusartopa

YoaneHHble paboTHUKKN, HebonbLlumne dounuansl 1 goMalluHue C :)
CETWN YacTO NUCNOSb3YIOT HEDOMNbLLLON OPUC N AOMALLIHNY
MapLUpyTU3aTop.

e  OTWN MapLUpyTM3aTopbl MHOrAa Ha3biBatoT MapLipyTHU3aTopom
C UHTErpmMpoBaHHbLIMW cepBncamMmm, NOTOMY YTO OHU OObIYHO
BKNOYalOT B ceba KomMMyTaTop ANna NPOBOAHbLIX KITMEHTOB, —
nopT Anga nogkntoyeHna K NNHTepHeTy (MHoraa nomMeYeHHbIN . B » seeee
kak “WAN") n becnpoBoaHble KOMMNOHEHTbLI AN
OecnpoBOoAHOro AOCTyna KIMMEHTOB.

«  OTK BecnpoBogHble MapLUPyTU3aTOPbl OOLIYHO
obecneyvmBatoT 6e3onacHocTb WLAN, cnyxobl DHCP,
BCTPOEHHYI0 TpaHcnsauuto umeH (NAT), kadecTBo obcnyXmBaHus
(Q0S), a TakkKe paa apyrnx OYyHKLUUWN.

 Habop dyHKUUN 3aBUCUT OT MOAENN MapLUpyTU3aTopa.

Wireless router Broadband Modem

[MpumeyvaHune: KoHUrypmposaHue kabenbsHoro nnm DSL
MoadeMa 0ObIYHO BbIMNOMHAETCS NpeacTaBUTeENEM NOCTaBLLMKA
ycnyr nnbo Ha mecTe, NMbO yaaneHHo Yepes nowlaroBoe
PYKOBOACTBO C BaMW MO Teneg@oHy.



HacTpounka 6ecnpoBogHbIX NToKanbHbIX CETEN ANSA yAaneHHbIX 00bEKTOB

Bxon B becnpoBoaHOM MapLUpyTU3aTop

BonbLWMHCTBO U3 HUX NpeaBapuUTenibHO HAaCTPOEHbI AN NOAKTIOYEHUS K CETU U
npeocTaBneHns YCnyr.

« BwmecTte c Tem B IHTepHeTe nerko HaxoasaTcsa |IP-aapeca no ymonyaHuio anga 6ecnpoBogHbIX
MapLUpyTU3aTOPOB, MMEHAa NoNb30BaTENEN 1 NapPOnM.

« Takum obpasom, nepBooyepegHON 3agaven ABMAETCS UBMEHEHNE 3TUX MAapPaMETPOB MO YMOSTYaHUIO
C uenbk obecneyeHmna 6e3onacHOCTM.

[1na pocTtyna K rpadonyeckomMy Nosfib3oBaTENbCKOMY MHTEPXENUCY HACTPOUKN
OecnpoBOAHOro MapLupyTusaTopa:

 OTtKpounte Beb-6paysep n B none Address (Agpec) BBeamTe YacTHbIN IP-agpec no ymonyaHuio ans
becnpoBOAHOro MapLupyTmusartopa.

« |P-agpec No yMon4yaHuo MOXHO HanTn NMbo B 4OKYMEHTaLUMKN, KOTopasi NOCTaBNSAETCA C
6ecnpoBOoaHbIM MapLLpyTM3aTopom, NmMbo B NHTepHeTE.

 (CnoeBo admin oObIYHO NCIMOJ1b3yETCHA B Ka4eCT1BEe MMEHU MOoJib30Baresid 1 rnaposjid no ymori4aHuio.



HacTpouka 6eCI'IpOBO,£I,HbLX foKarnbHbIX CETEN ANS yOaneHHbIX 00bEKTOB
ba3oBas HACTPOMKa CEeTU

ba3oBasa HacTpouKa ceTu BKMOYaeT B cebsa crnegyolme waru:
 Bowaute Ha mapuwipyTtusaTtop 4Yepes Beb-o6payaep.

 /I3MeHunTe naponb aaMMHUCTpaTopa, 3agaHHbIX N0 YMOYaHUIO.
 Bowngute ¢ HoBbIM agMUHUCTPATUBHbLIM MaporieM.

W3meHuTte gnanasoH agpecos DHCP IPv4 no ymon4yaHuio.
 (O6bHoBuUTE IP-agpec.

« Bownaute B mapLipyTtnusaTtop ¢ HoBbIM IP-agpecom.



HacTpouka 6eCI'IpOBO,£I,HbLX foKarnbHbIX CETEN ANS yOaneHHbIX 00bEKTOB
ba3oBas HACTPOMKa CEeTU

ba3oBasa HacTpouKa ceTu BKMOYaeT B cebsa crnegyolme waru:

 [lpocmoTtp HacTpoek WLAN no ymonyaHuio.

*  /I3meHuTe ceTeBOn pexunm, onpenenms, kakom ctaHgapT 802.11 gormkeH ObITb peann3oBaH.
 Hactpowute SSID.

 HacTtpouTe KaHan, yoeanBLUUCh, YTO UCMONb3yeEMblE KaHamnbl HE NEPEKPbLIBAIOTCS.
 HacTpounte pexum besonacHocTu, BbibpaB Open, WPA, WPA?2 Personal, WPA2 Enterprise un 1.A.
 HacTpouTe KogoByo ppasy, Kak 3To TpebyeTca Anga BbIbpaHHOIo pexxmnma 6e30nacHOCTH.



HacTpouka §ecr|p0|30nglx ﬂOKaﬂbeIXvCeTeVI ANnst yaaneHHbIX O0OBLEKTOB
HacTtpounka becnpoBogHON A4YENCTON CETU

B HebonbLiom odouce nnm gomMalliHEN CETM OOHOro 6ecnpoBOAHONo0 MapLUpyTM3aTopa MOXET
ObITb JOCTATOYHO AnA obecneYvyeHmnss becnpoBOAHOro AOCTyna KO BCEM KITMEHTaAM.

 (OpagHako, ecrnu Bbl XOTUTE pacLLUNPUTb -
paanyc AenNcTBUA NPUMEPHO Ha 45 MeTpoB R
B nomMmeLlleHnn n Ha 90 meTpoB Ha ynuue, Bbl e sbmn =
MOXKeTe J00aBUTb TOYKM BecnpoBOgHOIO Oumis  Gwmisk racmanne
gocrtyna. Sy _.

« (Co3ganTe ceTky, 4obaBMB TOYKN AOCTYNaA C ( nternet )
OJMHaKOBbIMWN HacTpolrKkamMu, 3a = -
MCKIMIOYEHUEM UCMONb30BaHUSA Pa3HbIX M
KaHanoBs AN NpeaoTBpaLleHns nomex. R o

 PacwwupeHune cetmn WLAN B HEOOMNbLLOM s
odunce Ui goma CTaHOBUTCHA BCe MNpoLLe.

 [lpounsBogutenun coenanun cosgaHue
becnposoaHoun ayencton cetn (WMN)
NPOCTbIM C MOMOLLIbIO MPUNOXEHUN AN
CMapT{OHOB.




HacTpounka 6ecnpoBogHbIX NToKanbHbIX CETEN ANSA yAaneHHbIX 00bEKTOB

NAT ona IPv4

Kak npaBuno, becnpoBogHOU MapLUpyTU3aTOP
Ha3Ha4aeT o0LeaoCTYNMHbIN MapLLPYTU3NPYEMBIN
aJpec MHTEPHET-NPOBaANAEPOM U NCNONBb3YET afpec
YaCTHOW CeTu Angd agpecaunn B NNOKaribHOW CETM.

* YTOObLI Y3Nnbl NOKaNbHOU MOrnMM obMeHNBaTLCS
OAHHLIMU C BHELUHUM MUPOM, MapLupyTusatop obyaer
MCMosib30BaTb NPOLIECC, Ha3biBaeMbIW Npeodbpa3oBaHNEM
ceTeBbIX agpecoB (NAT).

* NAT nepeBoauT YacTHbIN (lokanbHbIW) IPv4-aapec
MCTOYHMKA B NyONUYHbIN (rnobanbHbIN) aapec (ans
BXOOSLLMX NAKETOB NPOLECC BbINOMHAETCA B 0OpaTHOM
nopsaake).

 NAT genaet 310 BO3MOXHbIM, OTClieXXnBasd HomMepa nopToB
MCTOYHMKA ONA KaXXOoro ceaHca, yCTaHOBNEHHOIO
YCTPOWUCTBOM.

 EcCnun y Bawlero MHTepHeT-npoBangepa Bknw4eH |IPv6, Bbl
VBUOUTE YHUKanNbHbIN IPV6-agpec ana KaXxaoro
VCTPOUCTBA.

Web Browser

> | URL |http://10.10.10. 1/Status_Router.asp Go Stop

Wireless-N Broadband Router

Setup Wireless Security App!u nnnnnnn

[nternet [P Agdress:

IP Address Release IP Address Renew




HacTpouka @eonposonglx foKarnbHbIX CETEN ANS yOaneHHbIX 00bEKTOB
HacTpounka KkadectBa obcnyxmBaHus (QoS)

MHormne d6ecnpoBoHble MapLLUPYyTU3aTOPbl MMEKT BO3MOXHOCTb HACTPOWKU KavyecTBa
obcnyxunBaHua Quality of Service (Qo0S).

 MoxHo nobaBuTb B CeETb MHCTPYMEHTLI 0becrneveHnsa kadyectsa obcnyxmsaHua (QoS) u

NpeaoCcTaBUTb HEKOTOPbLIM TUNAM Tpaduka, Hanpumep ronocy U Buaeo, NPMOPUTET HaQ TPpaPUKOM,
MEHee YyBCTBUTESNbHbI K 3a4epXXKaM, TakKUM KaK 3NEKTPOHHAas noyta n NpocMoTp BeO-CTpaHUL,.

e Ha HeKoTopbIX DecrnpoBOAHbIX MapLUpyTM3aTopax TpadUK TakKe MOXET ObiTb MPUOPUTETHLIM AN
onpeneneHHbIX NOpPTOB.

_ Cancel M Apply

QoS Setup

E—lmj
Setup IP Phone |IF Phone applications

Counter Strike —|g"| Online Gaming Counter Strike

Internet Setup M etflix High Online Video Streaming Netflix

= &N N s W M=

Wireless Setup FTF Medium FTF Applications
WAAW Medium WWW Applications
LAN Setup Gnutella Low Gnutella Applications
SMTP Medium SMTP Applications
Storage
Securnty
Administration  Edt

Advanced Setup Add Priority Role



HacTpounka 6ecnpoBogHbIX NToKanbHbIX CETEN ANSA yAaneHHbIX 00bEKTOB

[lepeagpecauunsa noptoB (Port Forwarding)

becnpoBoaHble MmapLupyTusaTtopbl 00blYHO bnokupytoT nopTtel TCP 1 UDP, 4TOOb!
npeaoTBpaTtuTb HECAHKLIMOHUPOBAHHBLIX OOCTYN B JTOKarnbHYK CETb U U3 Hee.

e (OpOHaKo B HEKOTOPbIX Cry4asix He0O6XO0AMMO OTKPbITb HEKOTOPbLIE NOPTbI, YTOOLI ONpeaereHHbIE
nporpamMmbl 1 MPUNOXEHUS MO CBA3bIBATbLCA C YCTPONCTBAMU B APYrnX CeTSX.

» [lepeagpecauus (Takke nepeHanpasneHmne nnu npodpoc) noptos (Port forwarding) — 310 crnocob
HanpaBneHna Tpadunka mexay ycTpounctsamMmum B pasriMiHbiX CETAX Ha OCHOBE NpaBuI.

* Bknro4yeHune noptos (Port triggering) no3BonsaeT MapLUpyTu3aTopbl BPEMEHHO NepeanpecoBbIBaTh
OAaHHbIe Yepe3 Bxoasiine nopThbl onpegeneHHoOMy YCTPOUCTBY.

 Bknwo4eHue NMNOpPTOB MO>XHO UCIOJIb30BATb AJ14 rnepeagpecaunn daHHblIX Ha KOMIbOTEP, TOJIbKO €CJ1N
Ha3Ha4YeHHbIN Anana3oH NOPTOB UCMOJIb3YETCA AJ1d CO34aHNA NCXOOALLETO 3alpocCa.



Remote Site WLAN Configuration |
Packet Tracer — Configure a Wireless Network

In this Packet Tracer activity, you will complete the following objectives:
 Connect to a wireless router

» Configure the wireless router

 Connect a wired device to the wireless router

 Connect a wireless device to the wireless router

 Add an AP to the network to extend wireless coverage

» Update default router settings



Remote Site WLAN Configuration
Lab — Configure a Wireless Network

In this lab, you will configure basic settings on a wireless router and connect a PC to router
wirelessly.



13.2 KOHM@Urypauma basoBou
WLAN C KOHTpON1em

OecrnpoBOAHOU CETU




Configure a Basic WLAN on the WLC
Video — Configure a Basic WLAN on the WLC

This video will cover the following:

* Review the topology

* Access the GUI for the WLAN controller

* |nformation about the wireless network on the Network summary screen
* Configure a new WLAN

» Secure the new WLAN



KoHdurypaumsa bazoson WLAN c koHTponem 6ecnpoBogHOW CETU
WLC Tononorus

Tononorma n cxema agpecauuu,
Mcnonb3yemMble Ang 3TOU TeMbl, NoKa3aHbl

Ha pUCyHKe 1 B Tabnute.

 Touka pgoctyna (AP) aBnaetca AP Ha ocHoBe
KOHTponnepa, B oTnnyme ot aBTOHOMHOU AP,
NO3TOMY OHa He TPebyeT HavanbHOW HAaCTPOUKN U
4yacTo Ha3biBaeTca obnerdyeHHbiMun AP (LAPS).

noctyna (LWAPP) ona cBs3u ¢ KOHTPONeEpPOM FO/0 172.16.1.1 255.255.255.0
WLAN (WLC), kak nokasaHo Ha creaytolliem R1 FO/1.1 192.168.200.1  255.255.255.0
PUCYHKE.

 To4km goctyna, ynpaBnaemMble KOHTPOMNepomMm, =>4 VEAN DHCR
pekoMeHOyeTca NCNOoNb30BaTh B Criydasx, Koraa B WLC YnpaBnenne 192.168.200.254 255.255.255.0
CeTn TpebyeTca MHOro ToOYeK gocTtyna. CeTeRO

* [lockonbky bonblie AP nobasneHo, kaxabin AP AP aganTep 192.168.200.3 £99:299.295.0
aBTOMaTU4eCKN HacTpamnBaeTcsa U ynpaBraeTco KA NIC 179 16.1 254 255 DGE 255 ()
WLC.

MK-B NIC DHCP

HoyTOyK NIC DHCP



Configure a Basic WLAN on the WLC
Log In to the WLC

Configuring a wireless LAN controller (WLC) Is not that much different from configuring a

wireless router. The WLC controls APs and provides more services and management
capabllities.

 The user logs into the WLC using credentials that were configured during Initial setup.

 The Network Summary page Is a ow
dashboard that provides a quick
overview of configured wireless
networks, assoclated access points
(APs), and active clients.

* You can also see the number of
rogue access points and clients.

e INT
CISCO

NETWORK SUMMARY

ACCESS POINTS . OPERATING SYSTEMS

¥ Best Practices




Configure a Basic WLAN on the WLC
View AP Information

Click Access Points from the left menu to view an overall picture of the AP’s system

iInformation and performance.

 The AP Is using IP address
192.168.200.3.

 Because Cisco Discovery Protocol
(CDP) Is active on this network,
the WLC knows that the AP Is
connected to the FastEthernet 0/1
port on the switch.

 This AP In the topology Is a Cisco
Alronet 18151 which means you
can use the command-line and a
limited set of familiar 10S
commands.

&R Monitoring
a8 Network Summary

Clients

< Rogues

Access Points

Clients

2 Interferers

® Wireless Dashboard

AP Performance

Client Performance

¥ Best Practices

GENERAL

ACCESS POINT VIEW

AFP Name
AP1 &
default location

2¢:41:52:60:37:e8
192.168.200.3

Switch, FastEthernet0/1
100 Mbps

AIR-AP18151-B-K9 / 802.11bg:-A
802.11a:-B

POE‘FU“ PO‘.‘/ef
FCW2320NGDH

AP Group: default-group, Flex
Group: default-flex-group

Local / Not Configured
802.11n 2.4GHz,802.11ac 5GHz

Spatial Streams . 2 (2.4GH2), 2
(5.0GHz)

Max. Data Rate : 144 Mbps(2.4GH2)

867 Mbps(5.0GHz)

Disabled

PERFORMANCE SUMMARY

2.4GHz

Miimbaoar nf rliante 4
] De f

11

Min: 1 Mbps, Ma>

Mbps

709.4 MB

2.1 KB

20 dBm

Enabled

ean Air Status Not applicable

100, 104, 108

144 Min: 6 Mbps. Ma>

Mbps

231.1 KB

0

20 dBm

Enabled

Not applicable

11:)‘

867



Configure a Basic WLAN on the WLC
Advanced Settings

Most WLC will come with some basic settings and menus that users can quickly access to
Implement a variety of common configurations.

 However, as a network administrator, you will typically access the advanced settings.

e Forthe Cisco 3504 Wireless Controller,

click Advanced In the upper right-hand R S i

corner to access the advanced Summary

page. e [ B
- From here, you can access all the features =

of the WLC. s

AdhoC RoQues

Emergency
8.5.103.0




Configure a Basic WLAN on the WLC
Configure a WLAN

Wireless LAN Controllers have Layer 2 switch ports and virtual interfaces that are created
In software and are very similar to VLAN Interfaces.

» Each physical port can support many APs and WLANS.

 The ports on the WLC are essentially trunk ports that can carry traffic from multiple VLANS to a
switch for distribution to multiple APs.

 Each AP can support multiple WLANS.

T A el e e
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N
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Configure a Basic WLAN on the WLC
Configure a WLAN (Cont.)

Basic WLAN configuration on the WLC includes the following steps:
Create the WLAN

Apply and Enable the WLAN

Select the Interface

Secure the WLAN

Verify the WLAN Is Operational

Monitor the WLAN

View Wireless Client Information

N o O s R



Configure a Basic WLAN on the WLC
Configure a WLAN (Cont.)

1. Create the WLAN: In the figure, a
new WLAN With an SSID ‘ . ; MONITOR WIANS“ CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home

Saye Configuration Ping  Logout Refresh

WLANs WLANSs > New < Back | Apply |
name Wireless LAN IS created. - wans
» Advanced Profile Neme Wireless_LAN
| _LAN
@ CCHAT ¥ 4 = - .
- O A Notsecure | 192.168.200.254 /screens/frameseLhi & &

HMONITOR WilANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELF FEEDBACK

2. Apply and Enable the WLAN: m——

General | Security QoS5 | Policy-Mapping |~ Advanced

Next the WLAN is enabled the Mo e
WLAN settings are configured. - B

Iy
CISCO



Configure a Basic WLAN on the WLC
Configure a WLAN (Cont.)

3 . Se I eCt t h e I n te rfaC e : T h e WLANSs WLANSs > Edit 'ireless_LAN' < Back | Apply |

v WLANs General | Security | QoS | Policy-Mapping | Advanced |

Interface that will carry the WLAN Bl
traffic must be selected. e i

Status m Enabled

Profile Name [ereless_LAN

Security Policies [WPA2][Auth(802.1X)]
(Modifications done under security tab will appear after applying the changes.)

Radio Policy [ All v
Interface/Interface |
GrOUp(G) user_wian v

Multicast Vlan Feature [ | Enabled
Broadcast SSID & Enabled
NAS-ID [none

4. Secure the WLAN: The Security b

CISCO MONITOR !_VIANS_ CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
tab Is used to access all the st 1)
. _ _ il ~ Gemeral  Security QoS | Policy-Mapping | Advanced
WPA+WPAZ Paramelers -
avallable options for securing the
WPAZ Policy v

WPAZ Encryption v AES TP CONP256 GOMP 128 GCMP2SS
] OSEN Polcy

Authentication Key Management 12

802.1X Enrable

COxXM Enable

FT 802.1X Enable

FT PSx Enable

PSK Format ASCHL ¥
SUITEB-1X Enable
SUITEB192-1X Enable

2;9-% gtk-randomize State Disable ¥

Ir
CISCO



Configure a Basic WLAN on the WLC
Configure a WLAN (Cont.)

5. Verity the WLAN Is Operational:
The WLANS menu on the leftisused =2 ™
to view the newly configured WLAN

and Its settings.

y
—
.

’

§
™n
»
F—

Create New v Go |

WLANID Type Profile Name WLAN SS1D Admin Status Security Policlies

WLAN Wireless _LAN Wireless _LAN Enabled [WPA2 [ Auth(PSK) ] v

6. Monitor the WLAN: The Monitor tab g
IS used to access the advanced R
Summary page and confirm that the

Wireless LAN now has one client

9 /9 79 g9 220 3000 Series Wieises Qonirells
DALl LA L B L L L
POT R B B 0 v avar
D s avarae

Qi avaraar

P L L L

Sararer

»

Cisco CleanAir INT

» Statistics CISCO

-~

Iy
CISCO

using Its services.

Multicast Management 2 168.200.254  ::/12
lp Add'ess 19‘-‘68-‘V0-‘S g o 1‘8 ;:" ‘e Rogdc &ps o ;—'L.)—‘
» Applications vice Port .
ad Service Port o 6 00, ::/128 Active Rogue Clients 0 Deta
IP Address
» Lync ‘S’o-‘tware 8.5.140.0 Adhoc Rogues 0 Det.
| Profilin =SS Rogues on Wired Network 0
Loca 9 Emergency ogues on Wired Netwod
image 8.5.103.0
Version : -
System s Session Timeout
CCNA7Y
Name
Up Time 0 days, 0 hours, 6 minutes
3"“‘"‘ Wed Aug 21 13:56:27 2019 Top WLANS
ime
Redundancy o v
Mode D:sabled Profile Name -
Inmterna! +54 C Wireless_LAN i
Temperature

Clients

Sleeping Clients

\_Model 3504

Controller Summary

Rogue Summary




Configure a Basic WLAN on the WLC
Configure a WLAN (Cont.)

/. View Wireless Client Detalls:
Click Clients in the left menu to view e
more information about the clients e - —
connected to the WLAN.

CISCO MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP F

Iy
CISCO



Configure a Basic WLAN on the WLC |
Packet Tracer — Configure a Basic WLAN on the WLC

In this lab, you will explore some of the features of a wireless LAN controller.
* You will create a new WLAN on the controller and implement security on that LAN.

* Then you will configure a wireless host to connect to the new WLAN through an AP that Is under the
control of the WLC.

* Finally, you will verify connectivity.



13.3 KoHpurypauma WPA2Z
Enterprise WLAN c
KOHTPONNeEPOM
OecrnpoBOAHOU CETU




Configure a WPA2 Enterprise WLAN on the WLC
Video — Define an SNMP and RADIUS Server on the WLC

This video will cover the following:

 Configure the WLAN controller to send SNMP traps to an external server

Configure the WLAN controller to use an external RADIUS server to authenticate WLAN users
* Verify connectivity with the RADIUS server



Configure a WPA2 Enterprise WLAN on the WLC
SNMP and RADIUS

PC-A s running Simple Network Management Protocol
(SNMP) and Remote Authentication Dial-In User Service
(RADIUS) server software.

« The network administrator wants the WLC to forward all
SNMP log messages (l.e., traps) to the SNMP server.

* The network administrator wants to use a RADIUS
server for authentication, authorization, and accounting
(AAA) services.

 Users will enter their username and password
credentials which will be verified by the RADIUS server.

 The RADIUS server is required for WLANSs that are using
WPA2 Enterprise authentication.

Note: SNMP server and RADIUS server configuration IS
beyond the scope of this module.



Configure a WPAZ2 Enterprise WLAN on the WLC
Configure SNMP Server Information

To enable SNMP and configure settings: O e e

1. Click the MANAGEMENT tab to access a B
variety of management features. L

2. Click SNMP to expand the sub-menus.

3. Click Trap Receivers. e s

4. Click New... to configure a new SNMP trap
receiver.

* Enter the SNMP Community name and the IP R —
address (IPv4 or IPv6) for the SNMP server [ weerp— ‘ conci | [ moon ]
and then click Apply.

* The WLC will now forward SNMP log
messages to the SNMP server. .



Configure a WPA?2 Enterprise WLAN on the WLC
Conflgure RADIUS Server Information

. . - C A Notsecure | 192.168.200.254 ' i & &
[0 configure the WLC with the e 1
CIsCO MONITOR WIANs CONTROLLER WIRFLESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

RADIUS server information: |

v AAA c
: Auth Called Station ID Type AP MAC Address:SSID v
| oA
. [ | I ! ; S ’ » ..' < : » L e
1 C | I C k S E C U I a I I Y e i e (Designed for FIPS customers and reguires 3 key wrap comphant RADIUS server)
| [ A it 3
Fallback MAC Delimiter Myphen v

Framed MTU 1300

2. Click RADIUS kmiome =
n LDAF Network Tunnel Server Server Admin
Local Net Users User Management Proxy Index Address{ipvd /lpve) Port 1IPSec Status
3. Click Authentication
- ol'loll.a
4 Click New... 10 a PC-A as the CISCO HOMTOR WiANs CONTROUER WIRELESS SECURITY MANAGEMENT COMMANDS WELP FEEDBACK

RAD I U S Security RADIUS Authentication Servers > New _<Back || _ Apply |
sServer
. v ‘AA' Server Index (Pnonty )
vl .;r.:: Server IP Address(lpvd/lpve 172.16.1.254
=i Shared Secret Format ASCIT ¥
“ DecH Shared Secret sesssssss
ir ‘,-,' atded AVP Confirmn Shared Secret sssesssene
» Enter the IPv4 address for PC-A i
’ 'f = " Key Wrap (Designed for FIPS customers and requires & key wrap comphant RADIUS server
d th h d 't th t 'II b w [ .»',-ll Port Number 1812
an e S are Secre a WI e (', : = Server Status Enadled ¥
PRSSWOrd PosCes Support for CoA Dsabled ¥
used between the WLC and the ] e
Advanced EAP Network User Y Enabe
RADIUS server and then e
¢ Certificate Management Retransmat Timeout S seconds

click Apply.

Ir
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Configure RADIUS Server Information (Cont.)

|| || |
After clicking A ly. the list of
’ -
ecuri , srve
|| ] |
nfigur RADI Authenti lon |
MY Auth Called Station 1D Type AP MAC Address:SSID v
m Authenticatior e ALS Key Vs (Designed for FIPS customers and requires 8 key wrap comphant RADIUS server
Servers refreshes with the new server o b
x” ‘-- sded AVP Framed MTU 1300
n »TA : ‘ '
ISt( ! LDAS Network = Tunnel Server
[ | Local Net Users User Management Proxy Index Server Address{ipvd/lpvt) Port IPSec
- r;r.;' .-; t v ¢ } 172.16.1.254 1812 Disabled
cer gn P ex

Ir
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Configure a WPA2 Enterprise WLAN on the WLC
Video — Configure a VLAN for a New WLAN

This video will cover the following:
Review the topology
Deploy a new VLAN Interface
Assoclate the new VLAN interface with a WLAN



KoHpurypauna WPAZ2 Enterprise WL@N C KOHTponnepom 6ecnpoBogHON CETU
Tononoruna c agpecaunen VLAN 5

Kaxkxgpon WLAN, HacTpoeHHou Ha WLC, Hy>XeH COOCTBEHHbIN BUPTYanbHbIN UHTEPAENC.

« WLC nmeeT natb PU3NYECKMX MOPTOB AAHHbIX, KOTOPblIe MOXXHO HACTPOUTL AONA NoaaepKKn
Heckonbknx WLAN 1 BUpTYyanbHOIro nHTep@eunca.

 HoBasa WLAN o6yaet ncnons3oBatb nHTepdenc VLAN 5 n cetb 192.168.5.0/24, n noatomy R1 ObIs
HacTpoeH ana VLAN 5, kak noka3aHO B TONOJSIOrMM 1 nokasbiBaeT show Ip interface brief.

RADIUS/SNMP
Server
D‘F .= R1# show ip interface brief
Interface IP-Address 0K? Method 5tatus Protocol
Management: 102.168.200.254 FastEthernetd/e 172.16.1.1 YES manual up up
Interface VLANS: 192.168.5.254 FastEtherneta/1 unassigned YES unset up up
FO/0
Foie l FastEthernete/1.1 192.168.200.1 YES manual up up
FastEthernet@/1.5 192.168.5.254 YES manual up up

. S ——
- w0 FO/5 e B FOM8
1 802.1qg trunk 31 B02.1q trunk G

(output omitted)
T FO WLC Sk

VLANS: 192.168.5.1 O 1q runk




KoHopurypauna WPA2 Enterprise WLAN c KOHTPOJ1/1€POM OecnpoBOOHOWU CETHU
KoOHQUrypaumnsa HoBOro MHTepageunca

KoHpurypauma nHtepgenca VLAN Ha WLC Bkno4yaeT cneayrowine Lwarwu:
Co3naTb HOBbIM UHTEPXdENC.

Hactpoute nma n ngeHtngunkatop VLAN.

HacTtpouTte nopT n agpec nHTepdenca.

Hactpoute agpec DHCP-cepBepa.

[ loumeHnTb U oaTBEPOUTD.

[lpoBepKa COCTOAHUSA NHTEpPAENCA.

O 0~ Wb E



Configure a WPA?2 Enterprise WLAN on the WLC
Conflgure a New Interface (Cont.)

= _ & C A Notsecure | 192.168.200.254 1 1s/frameset.htm * g N
1. Create a new Interface: il ——
_ CISCO MONITOR WLANs CONTROLLER | WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK 3 A Home
C I I C k C O N T R O L L E R > Controller Interfaces Entries 1 - 5of 5 New...
-
General
I Icons VLAN Interface Dynamic AP
n t e r f aC e S > N eW e Interface Name Identifier IP Address Type Management IPv6 Address
il SRS management untagged 192.168.200.254 Static Enabled ::/128
| Interfaces I redundancy-management untagged 0.0.0.0 Static Not Supported
Interface Groups redundancy-port untagged 0.0.0.0 Static Not Supported
Multicast service-port N/A 0.0.0.0 DHCP Disabled ::/128
» Network Routes virtual N/A 192.0.2.1 Static Not Supported
» Fabric Configuration

2. Configure the VLAN name L e ———

CIsSsCO MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK M Home
and ID: In the example, the sonene S <ouct | [ _towr ||
" )
General

Interface Name vians
Icons

new Interface I1s named vilanb, = s
the VLAN ID Is 5, and applied.

Iy
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Configure a WPA2 Enterprise WLAN on the WLC
Configure a New Interface (Cont.)

3. Configure the port and interface -
address: On the Interface Edit page, RN .
configure the physical port number o
(.e., the WLC G1 interface is Port o T
Number 1 on the WLC), the VLAN 5 e S
Interface addressing (l.e., =
192.168.5.254/24), and the default e °

» Tumnelingg @ Enable Dynamic AP Management

gateway (i.e., 192.168.5.1) e

VLAN Ident:fier

aaaaaaaaa




Configure a WPA?2 Enterprise WLAN on the WLC
Conflgure a New Interface (Cont.)

Saye Configuration Ping Logout Refresh

4. Configure the DHCP server e e e it 0 ome

Controller Active Port 0

address: The example configures a rennmands

primary DHCP server at IPv4 address =~ o~

Netmask 255.255.255.0

192.168.5.1 which is the default — 2 %J

» Fabric Configuration

Prefix Length 128
» Redundancy

gateway router address which Is J

Link Local IPv6 Address fe80::7218:a7ff:fecB8:ccf0/64

» Mobility Management

enabled as a DHCP server. o e e—

Primar y DHCP Server
» COP Secondary DHCP Server
» PMIPV6 DHCP Proxy Mode | Global
» Tunneling Enable DHCP Option 82 (]
» IPVG Enable DHCP Option 6 OpenDNS ]

& CCNA7 X 4 — X

5. Apply and Confirm: Scroll to the top ¢ 5 0 CEEEEE——
and click Apply and then click OK for Cisco’wowron s _comnouc [

- rrace parameters causes the WLANS to be temporarily
Controller Interfaces > Edit disabled and thus may result in loss of connectivity for some clients < Back | Apply

the warning message. , Tm -

Inventory

Interface Name vianS
Interfaces

Interface Groups MAC Address 70:18:a7:c8:cc:f0



Configure a WPA?2 Enterprise WLAN on the WLC
Conflgure a New Interface (Cont.)

Save Configuration

6. Verify Interfaces: Click Interfaces to S ——

Controller Interfaces Entries 1 - 7 of 7
u | ]
verify that the new vianb interface Is
Icons VLAN Interface Dynamic AP
Interface Name Identifier IP Address Type Management IPv6 Address
- . - - - Inventory zoeT ,
W I t I t I t r WI t I t management untagged 192.168.200.254 Static Enabled 11/128
S O I I I l e S O I l e ace S S Interfaces redundancy-management untagged  0.0.0.0 Static Not Supported
Interface Groups redundancy-port untagged  0.0.0.0 Static Not Supported
I V ad d re S S Muiticast service-port N/A 0.0.0.0 DHCP Disabled 11/128
I I n » Network Routes user wlan 10 192.168.10.254 Dynamic Disabled 1:/128 v |
» Fabric Configuration virtual N/A 1.1.1.1 Static Not Supported
» Redundancy viana 5 192.168.5.254 Dynamic Disabled 11/128 (v

Ir
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Configure a WPA2 Enterprise WLAN on the WLC
Video — Configure a DHCP Scope

This video will cover the following:
* Review the topology

» Explain the role of the WLC DHCP server
 Create a new DHCP scope



KoHdourypaunsa WPA2 Enterprise WLAN ¢ koHTponnepom 6ecnpoBOaHOWU CETU

KoHoourypauua oobnactm DHCP

HacTtpouka obnactn DHCP Bknto4yaeT cneayowime waru:
1. CospaunTe HoBYyto obnacte DHCP.

HazoBute obnactb DHCP.

[TpoBepbTE HOBYO obnacts DHCP.

HacTtpouTte u Bknto4nTe HOBYIO obnacte DHCP.

[IpoBepbTe BkNtoveHmne oobnactn DHCP.

g &> W



Configure a WPA2 Enterprise WLAN on the WLC
Configure a DHCP Scope (Cont.)

e NA X - - 0 b

1. Create a new DHCP scope: To
configure a new DHCP scope,
click Internal DHCP Server > DHCP

Scope > New....

2. Name the DHCP scope: The scope IS disco T e e 1
named Wireless_Management and C peimgmiS vl o
then applied. ——

DHCP Scope

Iy
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Configure a WPA?2 Enterprise WLAN on the WLC

Configure a DHCP Scope (Cont.)

3. Verity the new DHCP scope: In UV —————
the DHCP Scopes page click the new — _—
Scope Name to configure the DHCP e s i
scope.

4. Configure and enable the new e ——————————————————
DHCP scope: On the Edit screen for o - —
the Wireless Management scope, | |
configure a pool of addresses (i.e., it L
192.168.200.240/24 to .249), the . - =
default router IPv4 address (l.e., B
192.168.200.1), then Enabled and

Apply.



Configure a WPA2 Enterprise WLAN on the WLC
Configure a DHCP Scope (Cont.)

5. Verity the enable DHCP scope: The _ —
network administrator Is returned to
the DHCP Scopes page and can verify
the scope is ready to be allocated to a wese
new WLAN. s

DHCP Scope




Configure a WPA2 Enterprise WLAN on the WLC
Video — Configure a WPA2 Enterprise WLAN

This video will cover the following:
* Review the topology
 Create a WLAN

» Configure the WLC to use the RADIUS server
» Secure the new WLAN with WPA2-Enterprise
* Verify WPA2-Enterprise Security



Configure a WPA2 Enterprise WLAN on the WLC
Configure a WPA2 Enterprise WLAN

By default, all newly created WLANSs on the WLC will use WPA2 with Advanced Encryption
System (AES).

« 802.1X Is the default key management protocol used to communicate with the RADIUS server.

* Next, create a new WLAN to use Interface vianb.

Configuring a new WLAN on the WLC includes the following steps:
Create a new WLAN.

Configure the WLAN name and SSID.

Enable the WLAN for VLAN 5.

Verify AES and 802.1X defaults.

Configure WLAN security to use the RADIUS server.

o 0~ Wb

Verify the new WLAN Is available.



Configure a WPAZ2 Enterprise WLAN on the WLC
Configure a WPA2 Enterprise WLAN (Cont.)

S + - 8 X

1. Create a new WLAN: Click
the WLANS tab and then Go to create a
new WLAN. e

2. Configure the WLAN name and SSib: °*_, ' vy
Enter the profile name and SSID, e
choose an ID of 5, and then s o
click Apply to create the new WLAN.

Prathile BEee

Iy
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Configure a WPAZ2 Enterprise WLAN on the WLC
Configure a WPA2 Enterprise WLAN (Cont.)

3. Enable the WLAN for VLAN 5: Once S p— —
Enabled, choose vlian5 from the ———
Interface/Interface Group(G) dropdown =7
list, and then click Apply and click OK to .
accept the popup message. | o ;

4. Verify AES and 802.1X defaults: Click .
the Security tab to view the default

VVVVVV G 'l] Security I“l i | |

security configuration for the new WLAN. - e s Ak s

aaaaaaaaaaaaaaaa

.................................

GOMP128




Configure a WPAZ2 Enterprise WLAN on the WLC
Configure a WPA2 Enterprise WLAN (Cont.)

5. Configure the RADIUS server: To
select the RADIUS server that will be = e
used to authenticate WLAN users, click ot
the AAA Servers tab and in the g s
dropdown box, select the RADIUS B
server that was configured on the WLC e s
previously, and then Apply your
changes. |

WLANS WLANs > Edit 'CompanyName'

lllllllllllllll

Saye Conbguraton Pig  Logout  Refresh

6 n Ver i fy t h at t h e n eW WL A N i S . . CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANS WLANS

avallable: To verify that the new WLAN w
IS listed and enabled click on the | |

ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ

Yyp :
WLA NS SU bl I lel IU = cnas: Wirsless_LAN Wireless_LAN Enabled  [WPA2][Auth(PSK))
. ] WLAN CompanyName CompanyName Enabled  [WPA2][Auth( )

A Home




Configure a WPA2 Enterprise WLAN on the WLC

Packet Tracer — Configure a WPA2 Enterprise WLAN on the
WLC

In this Packet Tracer activity, you will configure a new WLAN on a wireless LAN controller
(WLC), including the VLAN Interface that it will use. You will configure the WLAN to use a

RADIUS server and WPA2-Enterprise to authenticate users. You will also configure the
WLC to use an SNMP server.

 Configure a new VLAN Interface on a WLC.

 Configure a new WLAN on a WLC.

 Configure a new scope on the WLC internal DHCP server.

* Configure the WLC with SNMP settings.

» Configure the WLC to use a RADIUS server to authenticate WLAN users.
« Secure a WLAN with WPA2-Enterprise.

 Connect hosts to the new WLC.



13.4 I'lonck n yctpaHeHue

npobnem c becnpoBOAHbLIMIA
NTOKarbHbIMU CETAMMW




Troubleshoot WLAN Issues
Troubleshooting Approaches

Network problems can be simple or complex, and can result from a combination of

hardware, software, and connectivity Issues.

* Technicians must be able to analyze the problem and determine the cause of the error before they
can resolve the network Issue.

* This process Is called troubleshooting.

Troubleshooting any sort of network problem should follow a systematic approach.

A common and efficient troubleshooting methodology Is based on the scientific method and
can be broken into the six main steps shown In the table on the next slide.



[Touck n yctpaHeHue npobnem ¢ 6ecnpoBogHbIMU JIOKarNbHbIMU CETSAMMU

[loaxoabl K ycTpaHeHuto Henonagok (I'lpoagomxeHne)

Ha3zBaHue

1 OnpepnenexHne npobnembl

dopmmpoBaHue nNpeasioxXeHnn o

2
BO3MOXXHbIX NPpUYMHaAX HenonagKku

3 [IpoBepka npegnonoXXeHnn o NPUYnNHe
Henonaaku
Pa3paboTka nnaHa 4encTBuUn rno

4 YCTPaHEHMIO HENONAAKN N ero

peann3ayus

[TonHaa npoBepka PyHKLUMOHANBLHOTIO
5 COCTOAHUSA CUCTEMbI N NMPUHATUSA
NPOodOUNAKTUYECKUX MEP

[lokyMeHTupoBaHWEe Nony4YeHHbIX

OAHHbIX, NPUHATBLIX MEP N Pe3ynbTaToB

nepBbIM IST1AdllOM Tripoueanypbl MNONCKa N YCTPaAHEHNA HETNOJIaAOK ABJTAETCA ornpenerieHne
I'IpO6J'IeMbI. Ha 3ToM 3Tane MOoXXHO UCNof1b30BaTb pa3JitdHbl€e MEeTOAdbl, B TOM HUCITIE,
MO>XHO PaACCIPOCUTb NOJ1Ib30BaTeEllAd, HTO MOXET OKAa3adTbCA O4HEHb MNOJIE3HbLIM.

[locne pa3roBopa c nonb3oBaTenemM 1 onpegeneHns npodnemMbl MOXXHO MOMNbITaTbCA
cdhopMmpoBaTb NPEANONoXeHNs 0 ee BO3MOXHbIX nMpuynHax. OObIYHO Ha 3TOM 3Tane
BbIABNSAETCSH HECKONbKO BO3MOXHbIX NPUYNH HEMOMNaakKu.

[IpoBepbLTE CBOM NPeanonoXXeHUa 0 BEPOATHLIX NPpUYMHAX Henonagku, YToobl
onpenennTb UCTUHHYIO NPUYNHY. TEXHUYECKUX CNEeLMannCcT MOXET NOMbITaTbCA
YCTPaHUTb HeNnonaaky, npumMeHuB ObICTPYIO Npoueaypy. Ecnv ¢ nomMmoLbo ObICTpOoK
npoueanypbl HE yaaeTca YCTPaHUTb Henomnagky, crnegyet npoaoimkKnTb NOUCK TOYHOW
MPUYNHbI.

YCTaHOBMB TOYHYIO NPUYMNHY HEMONAOKWN, pa3spaboTanTte nnaH AeENCTBUN OANA ee
YCTPaHEHUsA U peann3yute ero.

[locne ycTpaHeHusa Henonaaku BbINMOMHUTE MOJTHY MPOBEPKY YHKLMOHANbHOIO
COCTOSIHUSI CUCTEMbI U NPU HEODXOANUMOCTU NMPUMUTE NPOPUNAKTUHECKNE MEPDI.

Ha nocnegHem atane npoueaypbl Noucka n yCTpaHeHUs HENONaaoK BbIMONHAETCH
OOKYMEHTUPOBAHUE MOSYyYEHHbIX JaHHbIX, BbIMOSIHEHHbIX AENCTBUA 1 pe3ynbTaTtoB. JTa
MHdOpPMaLNS OYeHb BaXkHa A9 MCMNONb30BaHMA B byayLlem.



Troubleshoot WLAN Issues |
Wireless Client Not Connecting

If there IS no connectivity, check the following:

»  Confirm the network configuration on the PC using the ipconfig command.

»  Confirm that the device can connect to the wired network. Ping a known IP address.

* |f needed, reload drivers as appropriate for the client or try a different wireless NIC.

- |fthe wireless NIC of the client iIs working, check the security mode and encryption settings on the
client.

If the PC Is operational but the wireless connection Is performing poorly, check the
following:

» |sthe PC out of the planned coverage area (BSA)?
*  Check the channel settings on the wireless client.
*  Check for interference with the 2.4 GHz band.



Troubleshoot WLAN Issues |
Wireless Client Not Connecting (Cont.)

Next, ensure that all the devices are actually in place.

 Consider a possible physical security issue.
* |sthere power to all devices and are they powered on?

Finally, inspect links between cabled devices looking for bad connectors or damaged or
missing cables.

» |f the physical plant is in place, verify the wired LAN by pinging devices, including the AP.

* |f connectivity still fails at this point, perhaps something is wrong with the AP or Its configuration.

 When the user PC Is eliminated as the source of the problem, and the physical status of devices Is
confirmed, begin investigating the performance of the AP.

* Check the power status of the AP.



Troubleshoot WLAN Issues
Troubleshooting When the Network Is Slow

To optimize and increase the bandwidth of 802.11 dual-band routers and APs, either:

 Upgrade your wireless clients - Older 802.11b, 802.11g, and even 802.11n devices can slow the
entire WLAN. For the best performance, all wireless devices should support the same highest

acceptable standard.

« Split the traffic - The easiest way to Improve wireless performance is to split the wireless traffic
between the 802.11n 2.4 GHz band and the 5 GHz band. Therefore, 802.11n (or better) can use the
two bands as two separate wireless networks to help manage the traffic.

There are several reasons for using a split-the-traffic approach:
- The 2.4 GHz band may be suitable for basic Internet traffic that Is not time-sensitive.

*  The bandwidth may still be shared with other nearby WLANS.
 The 5 GHz band i1s much less crowded than the 2.4 GHz band; ideal for streaming multimedia.
- The 5 GHz band has more channels; therefore, the channel chosen is likely interference-free.



Troubleshoot WLAN Issues
Troubleshooting When the Network Is Slow (Cont.)

By default, dual-band routers and APs use the same network name on both the 2.4 GHz
band and the 5 GHz band.

* |t may be useful to segment the traffic.
 The simplest way to segment traffic Is to rename one of the wireless networks.

To Improve the range of a wireless network, ensure the wireless router or AP location Is
free of obstructions, such as furniture, fixtures, and tall appliances.

 These block the signal, which shortens the range of the WLAN.

» |f this still does not solve the problem, then a WIi-FI Range Extender or deploying the Powerline
wireless technology may be used.



Troubleshoot WLAN Issues
Updating Firmware

Most wireless routers and APs offer upgradable firmware that should be periodically verified.

On a WLC, there will most likely be the abllity to upgrade the firmware on all APs that the
WLC controls.

* |n the figure, the firmware image that will
be used to upgrade all the APs Is
downloaded.

e On a Cisco 3504 Wireless Controller,
click WIRELESS > Access Points >

w :
DBACK A Home
it 1

; configuration Mizable Locs
- - » Advanced Sasans Apchizabie oniy for OEAP)
A¥Y Virtua' IP acoress 0.0.0.1
Mesh NOTE:
Enabling this feature could violate security policies
» ATH AP Image Pre-download withn yowr organzation. Please make sure you are i
complance with all regulations before enebing.
RF Profiles ' £y ad
the bottom of the page for the AP Image Oowniosd Primary _Dowslesd Backup !
FlexConnect
LFOupSs Interchange Image Abort Predovwnload

Pre-download section.



Troubleshoot WLAN Issues
Packet Tracer — Troubleshoot WLAN Issues

In this Packet Tracer, you will complete the following objectives:
* Troubleshoot wireless LAN connectivity iIssues In a home network.
* Troubleshoot wireless LAN connectivity Issues In an enterprise network.



13.5 Module Practice and
Summary




Module Practice and Quiz

Packet Tracer — WLAN Configuration

In this Packet Tracer activity, you will configure both a wireless home router and a WLC-
based network. You will implement both WPA2-PSK and WPA2-Enterprise security.

« Configure a home router to provide Wi-FI connectivity to a variety of devices.
» Configure WPA2-PSK security on a home router.

» Configure interfaces on a WLC.

* Configure WPA2-PSK security on a WLAN and connect hosts to the WLAN.
« Configure WPA2-Enterprise on a WLAN and connect hosts to the WLAN.

* Verify connectivity.



Module Practice and Quiz
What Did | Learn In This Module?

- Remote workers, small branch offices, and home networks often use a wireless router, which typically include
a switch for wired clients, a port for an internet connection (sometimes labeled "WAN"), and wireless
components for wireless client access.

- Most wireless routers are preconfigured to be connected to the network and provide services. The wireless
router uses DHCP to automatically provide addressing information to connected devices.

- Your first priority should be to change the username and password of your wireless router.

- |f you want to extend the range beyond approximately 45 meters indoors and 90 meters outdoors, you can
add wireless access points.

- The router will use a process called Network Address Translation (NAT) to convert private IPv4 addresses to
Internet-routable IPv4 addresses.

- By configuring Qo0S, you can guarantee that certain traffic types, such as voice and video, are prioritized over
traffic that is not as time-sensitive, such as email and web browsing.

- Lightweight APs (LAPs) use the Lightweight Access Point Protocol (LWAPP) to communicate with a WLAN
controller (WLC).



Module Practice and Quiz

What Did | Learn In This Module? (Cont.)

Configuring a wireless LAN controller (WLC) Is similar to configuring a wireless router except that a WLC
controls APs and provides more services and management capabillities. Use the WLC interface to view an
overall picture of the AP’s system information and performance, to access advanced settings and to configure
a WLAN.

SNMP Is used monitor the network. The WLC Is set to forward all SNMP log messages, called traps, to the
SNMP server.

For WLAN user authentication, a RADIUS server Is used for authentication, accounting, and auditing (AAA)
services. Individual user access can be tracked and audited.

Use the WLC Interface to configure SNMP server and RADIUS server information, VLAN Iinterfaces, DHCP
scope, and a WPA2 Enterprise WLAN.

There are six steps to the troubleshooting process.

When troubleshooting a WLAN, a process of elimination is recommended. Common problems are: no
connectivity and poorly performing wireless connection when the PC Is operational.

To optimize and Increase the bandwidth of 802.11 dual-band routers and APs, either: upgrade your wireless
clients or split the traffic.

Most wireless routers and APs offer upgradable firmware. Firmware releases may contain fixes for common
problems reported by customers as well as security vulnerabillities. You should periodically check the router or
AP for updated firmware.
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