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Module Objectives

Module Title: STP Concepts

Module Objective: Explain how STP enables redundancy in a Layer 2 network.

Topic Title Topic Objective

Purpose of STP Explain common problems in a redundant, L2 switched
network.

STP Operations Explain how STP operates in a simple switched network.
Evolution of STP Explain how Rapid PVST+ operates.




5.1 Ha3Ha4vyeHune NpoToKoNna
STP




Ha3HadyeHune npotokona STP
N30bITOYHOCTb B KOMMYTUPYEMbBIX CETAX YPOBHSA 2

B aTOM pasgene paccmartpuBaroTca NPpUYnHbI BOSHUKHOBEHUSA MeTerlb B KOMMYTUPYEMbBIX CETAX U
KpaTKO OMUCbIBAETCH, KaKk paboTaeT NpoTOKON CBA3YIOLWEro AepeBa. PesepBunpoBaHue ABNAETCH
Ba>XHOW YaCTblOo Mepapxmnyeckon Mmoaenu, npegoTspaLlatroLllen nepedbon B okazaHUM CETEBbIX
CEPBUCOB Mnornb3oBaTensam. [Ansa ceten ¢ pesepBupoBaHUeM TpebyeTca gobaBneHne ousnyecKkmnx
nyTen, HoO HeobxoaMMOo TaKkKe NPeaYCMOTPETb U NOrMYeckoe pesepBupoBaHne. Hann4ymne
anbTePHATUBHbLIX PU3NYECKUX KaHAMNOB A4 nepefadn AaHHbIX MO CETU NO3BONMAET NONb30BaATENAM
Nony4vnTb OOCTYN K CETEBbLIM pecypcam Jaxe B cny4vae cbosa ogHoro n3 kaHanoB. TeM HE MeHee
N30bITOYHbIE MAPLLUPYTbl B KOMMYTUpPYyemMoun cetn Ethernet moryT npmBectn K BO3HMKHOBEHWUIO

doU3NYECKNX U NOrM4YecKkmnx neTernb 2-ro YpoBHA.

[1na nokanbHbIX ceTen Ethernet Tpedbyetca Tononorna 6e3 netenb ¢ OAHUM NyTEM MeXAay NMoObIMK
OBYMSA ycTpoucTtBamu. [letna B nokanbHou cetn Ethernet MoXeT Bbi3biBaTb MOCTOSAHHOE

pacnpocTpaHeHus kagpoB Ethernet oo Tex nop, noka coegmMHeHne He byaeT pa3opBaHO U 3TO HE
NMKBUOMPYET NETIO.



Ha3HadyeHune npotokona STP

Spanning Tree Protocol

[ lpoTOKON CBA3YIOLLEro gepena
(STP) — 31O ceTeBOU NPOTOKOIT
npenoTBpaLLEHUA METEND,
KOTOpbIN obecneymBaeT
M30bITOYHOCTb MPU CO30aHUNM
TOMONOrnMn ypoBHSA 2 6e3 neTternb.

STP norunyeckn bnoknpyer
don3nyeckne NeTnn B CETH

VYPOBHSA 2, npeaoTBpallad
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Ha3HadyeHune npotokona STP

[ lepecyeTr STP

Trunk 3

-_—
'_
#
-

FO/2 el
FO/1

STP KomMmneHcupyeT cOoun B CETU -
un

nyTEM nNepepacyeTa n OTKPbITUS

paHee 3abnoKNPOBaHHbLIX MOPTOB.

Trunk1

PCY

..-I
172.17.10.21 172.17.10.22 172.17.10.23

Iy
CISCO

PC4

E
172.17.10.27




Ha3HadyeHune npotokona STP
[Tpobnembl ¢ N30bITOYHBIMU KaHanamMmm KOMMyTaTopa

* PesepBupoBaHue nyten obecneymBaetT HeobxoaMMyo AOCTYMHOCTb MHOXECTBA CETEBbLIX CEPBUCOB,
YCTPaHAA BEPOATHOCTb NepeboeB B paboTe BCeX CETEBbLIX CYXX0 B criydae oTkasa B OTAENbHOU
ToYKe. ['lpn HanNn4YnMmMm HeckonNbKMX NyTEN Mexay AByMSA YCTPOUCTBAMM U OTCYTCTBUU peanmn3aumnn
NPOTOKOMNa spanning-tree BO3HUKAET NeTna 2-ro ypoBHS. [leTnn ypoBHSA 2 MOryT NPUBECTU K
HecTabunbHocTn Tabnuubl MAC-agpecoB, neperpys3ke kKaHanoB U Bbicokou 3arpy3ke LI Ha

KOMMYyTaTopax U KOHEYHbIX YCTPOMUCTBAX, B pe3ynbrarte Yero CeTb CTAHOBUTCS HEMNPUIOOHOWN AN
MCMNONb30BaHUS.

* YpoBeHb 2 Ethernet He BKnto4YaeT B cebs MexaHU3M pacno3HaBaHUS U yCTpaHeEHUA OECKOHEYHO
3aUMKNnBaloLLMXCA KaapoB. HekoTopble NPOTOKONMbI 3-ro0 YPOBHSA UCNOMb3YIOT MEXaHU3Mbl BPEMEHMN
XN3HU (TTL), KOTOPblE OrpaHNYMBaOT KOJTIMYECTBO MOMNbITOK MOBTOPHOWU nepenadn NnakeToB
ceTeBbIMUM yCTpoucTBamMm 3-ro ypoBHA. MapuipyTtunsatop ymeHbwnT TTL (Time to Live) B Kaxkaom
nakete IPv4 n none Hop Limit B kakaom nakete |IPv6. Korga atn nona ymeHsLwarca go 0,
MapLUupyTusatop otbpacbkiBaeT naket. Kommyrtatopbl Ethernet u Ethernet He metoT conocTaBUMOro
MexaHu3Ma orpaHu4yeHuna Yyncna pas, korga KommyTtaTop nepenaet Kaap ypoBHS 2. STP Obin
pa3paboTaH cneunanbHO B Ka4ecTBe MeXaHM3Ma npeaoTBpalleHna netnu gna Ethernet ypoBHaA 2.



Ha3HadyeHune npotokona STP
[ leTnn ypoBHA 2

be3 BkntoveHnss STP netnu ypoBHS 2 MoryT doopMmMpoBaTbCs, YTO NPMBOAUT K OECKOHEYHOMY
LIMKNY LWMPOKOBELLATENbHbIX, MHOroapeCcHbIX N HEU3BECTHbIX OQHOAAPECHbIX KagpoB. OTO MOXET
ObICTPO pa3pPyLUNTb CETb.

[1pn nosiBNeHUn NeTNM BO3HUKAET BO3MOXHOCTb NMOCTOAHHOIO nameHeHuss Tabnuubl MAC-agpecos
Ha KOMMyTaTope OOHOBNEHUAMU U3 KaOpOB LLUMPOKOBELLLATENBbHOW PaCChIfIKU, YTO NPUBOAOUT K
HecTabunbHOCTU B6a3bl AaHHbIX MAC-aapecoB. ITO MOXET NPUBECTU K Bbicokoun 3arpy3ke LI, yto
NPUBOANT KOMMYTaTOpP BHE paboyee coOCTOSAHUE.

Hen3BeCcTHbIM OgHOAAPECHLIN Kaap C KoMMyTaTopa oopMUpyeTcad, Korga y KommyTaTtopa HeT
MAC-agpeca Ha3dHa4yeHust B Tabnmue MAC-agpecoB, 1 OH OOSMKEH NepecnaTb 3TOT Kaap CO BCEX
CBOUX MOPTOB, 3a UCKIKYEeHNeM BXOAHOIo rnopTa.



Ha3HadyeHune npotokona STP .
LLInpokoBellaTenbHbIN LUTOPM

LLinpokoBeLllaTenbHbIX LUTOPM — 3TO HEHOPMaribHO O0MNbLLOE KOMMYECTBO
LLIMPOKOBELLaTENbHbIX Nepeaay, NoaaBnsloLWnX CETb B TEYEHME OnpeaeneHHoro nepmnoaa
BpemeHu. LLinpokoBellaTenbHble WITOPMbI MOTYT OTKNOYNTL CETb 3a CHUTAHHbIE CEKYHHbI,
neperpykasgd KommyTtaTtopbl U KOHEYHbIE yCcTpoucTBa. LLnpokoBeLlaTenbHble LUTOPMbl MOTYT
ObITb BbI3BaHbl annapaTtHbIMM NpobnemMamMmn, TaKMMMN Kak HEUCNpPaBHbIM CETEBOMN aganTep Unu
neTnsa 2-ro ypoBHA B CETH.

LLInpokoBellaTenbHbIe pacchifiki YPOBHA 2 B CeTU, Takne kak ARP-3anpochl, 0O4eHb
pacnpocTpaHeHbl. MHOroagpecHble pacchblfikn BTOPOro YpOBHS O0ObIYHO NEPECHINAlOTCS TakK XKe,
Kak U LWMpokoBellaTenbHble pacchifikn kommyTtaTtopoM. [lakeTbl IPv6 HUKoOrga He
nepecbInarTCcs Kak LnpokoBellaTenbHasa nepeaayva yposHs 2, ICMPv6 Neighbor Discovery
MCNONb3yET MHOroagpPEeCHY PaccChINKy YpOBHA 2.

Y3en, y4acTBYIOLUN B CETEBOU NeTNe, HeAOCTyNneH Anga Apyrnux y3noB B ceTu. Kpome Toro,
BCNeACTBME NOCTOAHHbLIX U3MeHeHun B Tabnunue MAC-agpecoB KOMMYTaToOp HE 3HAET, U3
Kakoro noprta cneayet nepecobinartb Kagapbl 0OAHOA4PECHOWU PaCChISKW,

Bo nsbexxanHme nogobHbIX npobrnem B ceTn ¢ N30bLITOYHOCTLIO, HA KOMMYTaTOpPaXx AOMMKHbI ObITb
BKITHOMEHbI onpeaeneHHble TUMbl NPoToKona spanning-tree. lNpoTtokon spanning-tree no
YMOJSTYaHMIO BKIMIOYEHO Ha KoMMyTaTopax Cisco, npeaoTBpallas, Takum obpasom,
BO3HUKHOBEHWE NEeTeNb 2-f0 YPOBHS.



Ha3HadyeHune npotokona STP

Anroput™Mm STP

[TpoTokon STP ocHoBaH Ha anroputmMme, nobpeteHHom Paauen lNepnmaH (Radia Perlman) Bo
BpeM4a ee pabotbl B Digital Equipment Corporation 1 onyonmkoBaHHOM B ctaTtbe 1985 T.

"AnropuTtm pacnpeneneHHoro BblMMcneHna NpoTokona CBA3YyLero gepesa B paclLMPEHHON CETH
LAN" (An Algorithm for Distributed Computation of a Spanning Tree in an Extended LAN). Ee
anropuTMm ceasyollero aepesa (STA) cosgacT Tononoruto 6e3 netnu, BbiIopas ognH KOPHEBOW MOCT,
rJe BCe ocTalrlbHble KOMMYTATOPbI ONpeaenatT oAnH NyTb C HAUMEHbLLIEN CTOUMMOCTLIO.

[lpoTokon STP npenoTBpallaeT BO3HUKHOBEHME MEeTENb 3a CHYET HACTPOUKKM BecneTneBoro nyTmn B
CETU C NCNOSIb30BAHUEM MOPTOB, CTPATENMYECKN HACTPOEHHbIX HA 3abNOKNPOBaHHOE COCTOAHME.
KoMmmyTaTopsbl, ncrnonb3ytowme npotokon STP, Moryt KoMmneHcupoBaTb cOOM 3a CHET ANHAMUNYECKON
Pa30NOKNPOBKN paHee BNOKNPOBaHHbLIX MOPTOB N pa3peLleHna nepeaadum Tpaduka no
arnbTePHaATUBHBLIM MYTAM.



Ha3HadyeHune npotokona STP

Anropuntm STP ([poaomxeHue)

Kak STA co3gaeT Tononoruto 6e3 netnn?

Bbibop KOpHEBOro MocTa: 3TOT MOCT (KOMMYTaTOpP) ABMAETCA ONOPHOU TOYKOW OJ151 BCEN CETU AN
nocTtpoeHna STP.

brnoknpoBaHue pesepBHbIX nyTen: [Npotokon STP obecnevynBaeT Hann4yne TonbKO OO4HOro
JTIOrMYeCcKoro NyTn Mexay Bcemm ysnamm HasHa4vyeHUsa B CETU NYyTEM HAMEPEHHOIo BIIOKMPOBaAHUA
pe3epBHbIX NYTEN, KOTOPble MOrMKM Obl Bbl3BaTb NETNO. [1opT cunTaeTcsa 3abrnokMpoBaHHbIM, KOorga
3a0nokmpoBaHa oTnpaBka U Npuem OaHHbIX Ha 3TOT MOpPT.

Co3gatb Tononoruto 6e3 netnu: 3abnokMpoBaHHbIA MOPT NPUBOAUT K TOMY, YTO 3Ta CCbIfiIKa He
nepecbifiaeT Mexay AByMsi KOMMyTaTopamMu. OTO CO3aET TOMOSIONMIO, B KOTOPOWU KaXKably
KOMMYTaTOpP MMEET TOSNbKO OAMH NYTb K KOPHEBOMY MOCTY, aHaNorm4HoO BETBAM JepPEBA, KOTOPbIE
NOAKNOYaTCS K KOPHIO AepeBa.

[lepepacyeT B cny4yae cboa coegnHeHna: Prnsndeckne Nyt no-npexHemy UCnonb3yTca Ons
obecneyeHunst N30bITOYHOCTWU, OOHAKO 3TU MYTU OTKMNOYEHbI B LIendaxX npeaoTBpalleHnsa netenbs. Ecnun
NyTb NOTPebyeTca Ans KoMneHcaunm HeUCNPaBHOCTU CETEBOIO Kabena nnn kKommyrtartopa, NPOTOKO/
STP NnoBTOPHO paccYUTbIBAET NYTU N CHUMAET DMOKMPOBKY C TpebyeMbIX MOPTOB, YTOObLI pa3peLlnTb
aKTuBaLuto n3bbiTovHOro nyTun. lNepepacyetr STP Takke MOryT nponcxoanTb B Nt0OOM MOMEHT, Korga
HOBbI KOMMYTATOP UM HOBbIA MEXKOMMYTALMOHHbLIN KaHan gobaBnseTcsa B CETh.



Purpose of STP |
Video — Observe STP Operation

This video demonstrates the use of STP I1n a network environment.



Purpose of STP | |
Packet Tracer — Investigate STP Loop Prevention

In this Packet Tracer activity, you will complete the following objectives:
* Create and configure a simple three switch network with STP.

* View STP operation.

« Disable STP and view operation again.



5.2 INpuHumnbl padotbl STP



[TpuHumnbl pabotbl STP
lllarn K Tononormm 6e3 neTtensb

Mcnonb3ya STA, STP cTtpout Tononoruto 6e3 neternb B YETbIPEXITANHOM MpoLecce:

=~ W N

Bbibop KOpHEBOro MOCTA.
BbiOOp KOPHEBBLIX MOPTOB.
N30paHHbIe NOPThI.

Bbibop anbTepHaTMBHbIX (3ab6r10KMpoBaHHbIX) NOPTOB.

[Tpn pabote STA n STP KomMmyTaTOpbl UCMONL3YIOT OMOKKM AaHHbIX NpoTokona mocta (BPDU) ans
obmeHa nHgopmaumnen o cebe n ceonx kKaHanax. BPDU ncnonb3ytotca Anga Bbibopa KOPHEBOIO
MOCTa, KOPHEBbLIX MOPTOB, HA3HAYE€HHbIX MOPTOB U anbTepPHATUBHbLIX NMOPTOB.

Kaxxgaga BPDU cogepxut ngeHtngpukauuio BID, KoTopbiv onpeaendaeTt KommyTaTop, OTnpaBuUBLLNNA
BPDU. BID y4yacTtByeT B NPUHATUMN MHOTUX pelleHnn STA, BKNoYada ponn KOpHEBOro MocTta U
NOPTOB.

NoeHTnukatop BID copgepxut 3HadeHmne npunoputeta, MAC-agpec otnpaBndaroLlero kommyrartopa
N OOMONMHUTENBbHbLIN pacLlUNPEHHbIN M OEHTUUKATOP cnuctembl. Camoe HU3Koe 3HavyeHue BID
onpenensaeTrcad KoMmonHaunen aHa4eHNN B ITUX TPEX MONsaX.



[TpuHumnbl pabotbl STP
lllarn K Tononormm 6e3 neTtensb

 [lpuopurtert MmocTta: 3Ha4YeHNE NPMOPUTETA NO YMONYaHUIO Ansg Bcex KommyTtaTtopoB CISCO paBHO
OECATUYHOMY 3Ha4YeHuto 32768. 3HavyeHuna Bapbupytotcs B ananasoHe ot 0 o 61440 c warom B
4096. [NpeonoytutenbHee bonee HU3KUU NpuoputeT MmocTta. [lpnoputeT mocta 0 nmeeT
NnpenmMmyLLecTBO NO CpaBHEHUIO CO BCEMU OCTalbHbIMW 3HAYEHNAMU NMPUopUTETA MOCTA.

« 3HauvyeHwue pacliupeHHoro ugeHTudmnkKkaTopa cucTeMbl: OTO AECATUYHOE 3HAYEHME,

nobaBnsiemoe K 3Ha4eHuto npmoputeta mocta B BID ana onpeneneHnsa npmoputeta n cetn VLAN
kagpa BPDU.

« MAC-apgpec. Ecnun gBa KoMmMyTaTopa HAaCTPOEHbI C OANMHAKOBLIM NMPUOPUTETOM, U Y HUX
OANHAKOBLIV paCLUMPEHHbIN NOEHTUMPUKATOP CUCTEMbI, TO KOMMYTAaTOp C HAMMEHbLUUM 3Ha4YEeHUEM

MAC-agpeca, BbipaeHHbIM B LUeCcTHaauaTepuyHomMm goopmare, NonyynT MeHbLUMN NOEHTUPUKATOP
BID.



[TpnHumn pabotbl STP
1. Bbibop KopHEBOro MocTa

. STA HasHa4yaeT oguH U3 KOMMYTaTOPOB B
KadecTBe KOPHEBOIro MOCTa U UCNOJb3YET ero Kak

TOYKY NPUBA3KU ONd pacyeTa Bcex nyTeu. Bridge ID: Bridge ID:
KommyTaTopbl obmMeHuBatrotca BPDU ang Priority = 32769 Priority = 24577 .

o MAC Address = 000ADD222222 MAC Address = 000A00333333
co3gaHua be3neTenbHOM TONONormMu, HaumMHasa ¢ —

— Trunk3

BbiOOpa KOPHEBOro MOCTA. s3

. Bce koMmMyTaToOpbl B JOMEHE
LLIMPpOKOBeLLaTeNnbHOW paccCbifiikKM y4acTBYIOT B
npouecce Bbibopa. locne 3arpy3ku
KOMMYyTaTopa OHW HAa4YMHAIOT pacchinaTtb Kagpbl
BPDU c nHTepBanom B ABE CEKYHAObI. OTU Kaapbl
BPDU copepxat BID nepepatowiero
KommyTatopa n BID KopHEBOIro MocTa,
N3BeCTHbIN Kak Root ID.

. KomMmmyTaTop ¢ caMblM HU3KUM 3HAYEHUNEM
ngeHTndgunkatopa mocta (BID) ctaHoBUTCA |
KopHeBbIM MocToM. CHayana Bce KoMMyTaTopbl s » »
O6'|:>F|BJ'|F|I-OT Ce6ﬂ KOpHeBbIM MOCTOM C 172.17.10.21 172.17.10.22 172.17.10.23
cobcTtBeHHbIM BID, ycTaHOBNEHHLIM B Ka4eCTBE
KOpHEeBOro naeHTudukatTopa. B KoHUe KOHLIOB
KOMMYyTaTopbl y3HatOT Yepe3 oobmeH BPDU, y
KOTOPbIX KOMMYTaTop MMeeT caMbi HU3Knn BID
n OyaeT cornacoBbiBaTb Yepes3 KOPHEBOWU MOCT

I -.
Root Bridge -

FO/2 FO/1
/ 172.17.10.27

Trunk2 Trunk1

FO/2 \ FO/1 Bridge 1D:
Priority = 32769
FO/6 MAC Address = 000A0017717111




[TpuHumnbl paboTtbl STP
BnnaHue BID no ymonyaHuto

. [TockonbKy 3Ha4yeHue BID no ymonyaHutio paBHO 32768,
OBa nnm boriee KOMMyTaTopoB MOMYT MMETb
OAWVNHAKOBbLIN NMPUOPUTET. B 3TOM cLueHapuu, rae

Bridge ID: Bridge ID:

NPUOPUTETLI OONHAKOBbLI, KOMMYTATOpP C CaMbIM HU3KUM  piority = 32769 Priority = 24577
I\/IAC-a,EI,peCOM CTAHeT KOpHeBbIM MOCTOM. MAC Address = 000A00222222 MAC Address = 000A00333333
AOMUHUCTPATOP AOMKEH HACTPOUTb TPeEDyeMBbIN e Trunk3
KOMMYTaToOp KOPHEBOro MocTa ¢ bonee HU3KUM == FO/2 FO/3 -

FO/2 FO/1 Root Bridge -
NMPUOPUTETOM. 172.17.10.27

. Ha pucyHKke Bce KOMMYyTaTOpPbl HACTPOEHLI C

oaMHakoBbIM npuoputeTom 32769. 3oeck MAC-aapec frunics frunk

CTaHOBUTCA pelualowmmMm doakTopomM B OTHOLLEHUN TOTO,

Kakon KOMMYTaTop CTaHOBUTCHA KOPHEBLIM MOCTOM.

MAC-agpec ¢ caMblM HU3KUM LLUeCTHaaUaTepuiHbIM

3Ha4YeHneM cuynTaeTca npeanovYTuTeNbHbIM KOPHEBBLIM

MOCTOM. B aTOM npumepe S2 nmeet HauMeHbllee

3HadyeHne MAC-agpeca u, cnegoesartenbHO, Ha3Ha4YaeTco

KOPHEBbLIM MOCTOM AJ14 3TOro 3K3emnndpa npoTtokona

spanning-tree. | .
a0 = =

. [TpumevaHue: [1na Bcex KOMMYyTaTOPOB UCMNOSNb3YETCA 172.17.10.21 172.17.10.22 172.17.10.23
3Ha4yeHune 32769. 9To 3Ha4YeHNe OCHOBAHO Ha 3Ha4YeHUN
npuopuTeTa no ymonyaHuio 32768 1 Ha3Ha4YeHNEM CETU

VLAN 1, cBA3aHHOM C KaXXablM 13 KOMMYTaTOPOB
(32768+1).

FO/2 \ FO/1 Bridge 1D:
Priority = 32769
FO/6 MAC Address = 000A0017717111




[TpnHumn padbotbl STP
OnpepeneHne CTOMMOCTMN KOPHEBOTO My TH

« Ecnun kopHeBon MOCT BblIOpaH Ans aKk3emmnndapa npotokona spanning-tree, STA Ha4MHAET npoLecc onpeaerieHns
ONTUMarnbHbIX MYTEN K KOPHEBOMY MOCTY OT BCEX HEKOPHEBbBIX KOMMYTAaTOPOB B JOMEHE LLUMPOKOBELLATENIbHOW PAaCChINKMU.
MHdopmaumsa o nyTn, n3BecTHasd Kak CTOMMOCTb BHYTPEHHENO KOPHEBOIro NyTU, paBHA CYMMeE CTOMMOCTU OTAENbHbIX
MOPTOB Ha NMyTU OT KOMMYyTaTopa K KOPHEBOMY MOCTY.

« Korga kommyTartop nony4aet 6rnok BPDU, oH gobaBnsieT CTOMMOCTb BXOAHOIO nopTa cerMmeHTa Ans onpenerneHns CBoen
CTOMMOCTU AN BHYTPEHHEro KOPHEBOro NMyTH.

 CTOMMOCTbL NOPTOB MO YMOMYaHUIO onpeaenseTca CKOpoCTbio paboThl nopTta. B Tabnuue nokasaHbl pacxodbl Ha NOPThLI MO
ymon4daHuto, npegnoxeHHoble IEEE. KommyTaTtopbl Cisco no ymMmony4aHuio MCNonb3yoT 3Ha4YeHUsA, onpeaeneHHble
ctaHaaptTom IEEE 802.1D, Takke n3BecTHble Kak CTOMMOCTb KOPOTKOro nytu, kak ana STP, Tak u ana RSTP.

« XOTH C nopTamMm KOMMyTaTopa CBA3aHO 3HAa4YEeHMe CTOMMOCTU NYTU NO YMOSTYaHUIO, 3Ha4YEeHME CTOMMOCTU NOPTa MOXHO
HacTpouTb. BO3MOXXHOCTb HACTPOWMKM OTAENbHbLIX MOPTOB NMPeaoCcTaBnAeT aaAMUHUCTPATOPY HEODXOAUMYIO TMOKOCTb Npw
KOHTpOMe NyTen nNpoTokona spanning-tree K KOPHEBOMY MOCTY..

CtoumocTtb STP: | CtoumocCTb

CkopocTb

caHANa IEEE 802.1D- RSTP: IEEE
1988 802.1w-2004

10 'éut/c 2 2,000

1 I'out/c 4 20,000

100 MbwuT/c 19 200,000

10 MowuTt/c 100 2,000,000



[TpuHumnbl paboTtbl STP
2. BblOOp KOpHEBbLIX NOPTOB

. [locne onpeneneHns KOpHEBOro MocTa Ans
BbIOOpa KOPHEBOIO NopTa UCNOSb3YETCHA anropuTm
STA. Kaxgblh HEKOPHEBON KOMMYTATOP BbIOUpaET Root port

OAWH KOpHEBOW NopT. KopHeBLIE NOPThI — NOPTHI
Trunk3
FOf | — 2 -3
=yl Fath 2 Raot Bndge r

KOMMYyTaTopa, onmxanimne K KOPHEBOMY MOCTY C
O
172171027

TOYKM 3peHUst 0bLLLEN CTOUMMOCTU MapLUpyTa K
HemMy. 3Ta obLLlas CTOMMOCTb M3BECTHA Kak
CTOMMOCTb MYyTU 40 KOPHEBOIO MOCTA. .

. CTOMMOCTb BHYTPEHHEINO KOPHEBOIO NMYyTU PaBHAa
CYMMe CTOMMOCTEWN NyTEN OT BCEX NOPTOB K
KOPHEBOMY MOCTY, Kak noka3aHo Ha pucyHke. [lyTtu
C HAMMEHbLLEN CTOMMOCTbK CTAHOBSATCH £0/11
npeanoYTuTenbHbIMU, a BCE OCTallbHbIE
N30bITOYHbIE NYTU OrOoKMpYytoTCcAa. B aToM npumepe
CTOMMOCTb BHYTPEHHEro KOpHEBOIo NyTU OT S2 A0
kKopHeBoro mocta S1 no nytn 1 paBHa 19, a
CTOMMOCTb BHYTPEHHEro KOPHEBOIo NyTU ANA NyTW e I
2 paBHa 38. [lockornbky obwas ctommocTb nytn 1 k& 17104 172171022
KOPHEBOMY MOCTY HUXe, UMEHHO 3TOT NYThb
ABNAeTCcAa NpeanovYTUTENbHbIM.

Path 2 FPath 1
Trunk 1

Root port

FOf2 FOJ

FO/B

- Path1Cost=19%x1=19
Path2Cost=19x 2 = 38

1 115 the praferred path.

>
172.17.10.23



[TpuHumnbl paboTtbl STP
3. BbIOOp Ha3HaA4YEeHHbIX MOPTOB

. Kaxxgbl cerMeHT mexay AByMA KOMMyTaTopaMu
OyoeTt MMeTb OAMH Ha3Ha4YeHHbIN NOPT. Ha3Ha4YEeHHbI
NOPT — 3TO NOPT B CEIMEHTE,

KOTOPbIN UMEET CTOMMOCTb BHYTPEHHEIN0 KOPHEBOIO
nyTW K KOPHEBOMY MOCTY. [pyrumu crioBamu, F = Trunk? 5
Ha3HaYeHHbIA NOPT UMEET HaUMyYLnA NyTb ANS = "o i
npuema TpauKka, BegyLlero K KoOpHeBOMY MOCTY.

Trunk

. To, 4TO He sABNSAETCS KOPHEBLIM UMMM HAa3HAYEHHbIM —_— Designated Port
NOPTOM, CTAHOBUTCS anbTEPHATUBHbLIM UMK
3a0/10KMPOBaHHBLIM NMOPTOM.

. Bce nopTbl HA KOPHEBOM MOCTE ABMNAIOTCA S
asignated Port
Ha3Ha4YeHHbIMWX NOPTaMMW. F0/11

. Ecnn Ha ogHOM KOHLE cermeHTa HaxoauTCa KOPHEBOW
MOPT, HA APYromMm KOHLe ByaeT Ha3Ha4YeHHbIN NOPT.

. Bce nopTthl, NOAKMHOYEHHbIE K KOHEYHBIM YCTPOMCTBAaM,
ABNATCHA HAa3HAYEHHbIMU MOPTaAMM. -

. Ha cermeHTax, mexxay AByMSA KOMMYyTaTopaMu, rae Hu o » =
O,El,l/lH N3 KOMMyTaTOpOB He aBnseTcs KOpHeBbIM 1521710021 1721751022 17217510023
MOCTOM, MOPT KOMMYyTaTopa C HauMeHbLLEN
CTOMMOCTbLHIO MYTU K KOPHEBOMY MOCTY ABNAETCH
Ha3Ha4YeHHbLIM MOPTOM.

Root Port Dezignated Port

Designated Port

=
1721710027

FO/2 FOJ 1

FO/2 FOJ

#
——

FOIB Root Port




[TpuHumnbl paboTtbl STP
4. BbiObop anbTepHATUBHbLIX (3a00KNPOBaHHbIX) MOPTOB

Ecrnn nopTt He aABnAeTcAa KOPHEBbLIM
NN Ha3Ha4YEeHHbIM MOPTOM, OH Root Port Designated Port

Deasignatad Fort

CTAHOBUTCA alnbTePHATUBHbLIM (MNK -
pe3epBHbLIM) NOPTOM. _.;?=+ Trunk3 5

FOJ FOf2 FOf3 .
AnbTepHaTUBHbIE MOPTbl — HAXOOATCH , | &

Rk F0/ 1

B COCTOAHUN OTKIMOHEHUA UK ) _— 172.17.10.27
OnoknpoBaHUsA Anga NpeaoTBpaLleHns Alternate Port | <X 1, 1k2 Designated Port
netenb. Ha pucyHke STA HacTpoun
nopt FO/2 Ha kKommyTaTope S3 B ponu F0/2 FO/

anstrepHatuBHoro nopta. [lopTt FO/2
Ha S3 HaxoauTcsa B ONOKMpyoLLEM
COCTOSHUU U He byaeT nepecbinarb
kKagpbl Ethernet. Bce octanbHble
NOPTbl MEXAY KOMMYyTaTopaMun
HaXoOATCAA B COCTOSIHUM NEPECHINKMN.
OH paboTaeT Kak YacTtb STP ans
npegoTBpalleHmnss obpasoBaHUA
neTernb.

Designatad Fort Root Fort

= L
172.17.10.21 172.17.10.22 172171023




[TonHumnbl pabotbl STP

Bblb0Op KOpHEBOIO NMNopTa U3 HECKOMBbKUX NYTEU paBHOW
CTOMMOCTWU

Ecnn kommyTaTtop nMeeT HECKONbKO NMyTen paBHOW CTOMMOCTU K KOPHEBOMY MOCTY, KOMMYTAaTop
onpeaensieT nopT, UCMOSb3yA creayLlme KpuTepun:

 (CamMoe HU3Koe 3HavyeHne ngeHTndunkatopa mocrta otnpasutensa BID
 (CamMoe HM3Koe 3Ha4YeHne ngeHTuunKaTtopa noprta-oTnpaBUTENS
 (CamMoe HM3KoEe 3Ha4YeHne ngeHTumnKaTtopa noprta-oTnpaBUTENS



[TpuHUMnbl padboTbl STP . .
Bb160p KOPHEBOIO NopTa M3 HECKOJIbKUX NMYTEN paBHOW

ctonmocTu (I'NpoaonxeHune)

Cambiv HU3kun BID oTnpaBuTtensa:. 3Ta TONOMOrMS UMEET YETbIPe KOMMYyTaTopa C KOMMYTaTtopoM S1 B KayecTBe
kopHeBoro mocrta. [lopTt FO/1 Ha kommyTaTtope S3 1 nopt FO/3 Ha kKommyTaTope S4 ObiNKn BbIOpaHbI B KA4YeCTBeE
KOPHEBLIX MOPTOB, NMOCKONIbKY OHU MMEIOT CTOMMOCTb KOPHEBOIO NYyTU K KOPHEBOMY MOCTY AJ19 COOTBETCTBYIOLLUNX
KOMMYyTaTopoB. S2 cogepxut gea nopta — FO/1 n FO/2 — ¢c nytammn paBHOU CTOMMOCTM K KOPHEBOMY MOCTY.
NoeHTndukaTopbl MocTa S3 1 S4 byayT ncnonb3oBaTbCAa ANS pa3pbiBa CBA3U. ITO Ha3biBaeTca BID otnpaButens. S3
nveet BID 32769.5555.5555.5555, a S4 nmeet BID 32769.1111.1111.1111. NockonbKy 3HadyeHue BID gna S4 meHbLUe,
KOpHEBbLIM NOPTOM OyaeT nopT KommyTatopa S2 FO/1, nogknto4YeHHbIN K S4.

Root Port Dasignated Port

Trunk3

Bridge ID = 32769,

555.5555.5555

oy |

Bndge ID = 24577 .3333.3333.3333

Designated Port Designated Port

Altearnate Port Foot Port

Bridge |0 = 32769 AAAA_ AALAL AAAA Trunk4 Brndge ID = 327691111 17111.1111

Root Port Designated Port



[TpuHUMnbl padboTbl STP . .
Bbl60p KOPHEBOIO NOpPTa N3 HECKOJIbKUX TTYTEN PABHOW

ctonmocTu (I'poaonxeHune)

CaMbIn HU3KUN NMPUOPUTET NOPTA OTNPaABUTETIA. JTa TONOMNOrmad UMeeT ABad KOMMYTArtopda, KOTOPble CBA3aHbl MEXAY

cobon AByMSA paBHOMNPaBHbIMU NYTAMU. S1 ABNAETCS KOPHEBLIM MOCTOM, NO3TOMY 00a ero nopra ABNAITCA
Ha3HaAYEeHHbIMW NOpTaAMM.

. S4 nmeeT gBa nopTta C paBHbIMWU MO CTOMMOCTU NYTAMU K KOPHEBOMY MOCTY. [lockonbKy oba nopTa NnoaKntoYeHbl K
ogHomy kommyTaTtopy, BID otnpaButena (S1) paBeH. Tak, nepBbIn War — HUYbA.

. [anee — npunoputeT nopta otnpasutena (S1). Npmnoputet noprta no ymonyaHuto paseH 128, noatomy oba nopra
S1 nmeroT ogmnHaKOBbIA NPUOPUTET NOpTa. ITO ToOXKE HUYbA. OaHako, ecnun noboun nNopTt Ha S1 HAcTpPoeH ¢ bonee

HU3KUM NPUOPUTETOM NopTa, S4 nomellan Obl CBON CMEXHbIN NOPT B COCTOAHUE nepeckinku. pyron nopt Ha S4
oyoeTt OroKMpyrLMM COCTOSAHUEM.

Bridge ID = 32769.1T111.1111.1111

FO/B

Fort Prionty = 128
Designated Port




[TpuHUMnbl padboTbl STP . .
Bb160p KOPHEBOIO NopTa M3 HECKOJIbKUX NMYTEN paBHOW

CTOI/IMOCTI/I (IMpooormkeHme)

CamMbin HU3KUUN naeHTUdUKaTop nopta otnpasuTtens. [locneaoHnn onpenennTenb — ABNAETCH
caMbIM HU3KUM NOeHTUPUKATOPOM nopTa otnpasutend. KommyTtatop S4 nonyymnn BPDU ot nopTta
FO/1 n nopta FO/2 Ha S1. PeweHne ocHOBaAHO HA MOEHTUMUKATOPE NopTa OTNPaABUTENSA, a HE Ha

ngeHTundukaTtope noprta nonyyvartens. [lockonbky noaeHtTudpukartop nopta FO/1 Ha S1 meHbLUe, YeMm
nopt FO/2, nopTt FO/6 kommyTaTtopa S4 dbyaeTt KOpHEBbLIM NOPTOM. ITO NOPT HA S4, KOTOPbIN
nogkntoyeH Kk nopty FO/1 Ha S1.

 [lopT FO/5 Ha S4 cTtaHeT anbTepHaTUBHLIM NMOPTOM MU OyOeT NOMELLEH B COCTOAHME DNOKNPOBKM.

Designated Por Bridge ID = 32769.1111.1111.1111
Port Priority =128

Fort Pricmty = 128




[1prHUMMBI paboTbl STP
Tanmepbl STP 1 cocTodaHnga nopToB

Ona koHBepreHuuu STP TpebyeTcAa Tpu Taumepa, a UMEHHO:

 Hello Timer — Bpemsa npuBetcTBusa — 310 MHTEepBan mexay BPDU. 1o ymonyaHuio aTo 3Ha4vyeHue
paBHO 2 ceKyHgaM, HO ero MOXXHO HacTpouTb B Ananas3oHe oT 1 go 10 cekyHA.

 Forward Delay Timer — Tanmep 3agepxku nepecoinku (Forward Delay Timer) (15 cekyHO) — BpeM4,
NPOBOAMMOE B COCTOSIHUSAX MPOCNyLUMBaHNA U 00y4YeHna. 3Ha4eHne No ymonyaHuo coctasnsget 15

CEKYH, HO MOXET ObITb M3MeHeHO Ha 4-30 cekyHA.

« Max Age Timer — 3To MakCuMarbHOE BpeMs OXXngaHus KoMMmyTaTtopa nepen nonbiTKOU NUSMEHEHUS
Tononorun STP. ['lo ymonyaHuio 3To 3Ha4YyeHune paBHo 20 cekyHAam, HO ero MOXXHO HaCTPOUTL B

ananasoHe ot 6 go 40 cekyHA.

[MpumeyvyaHue: Bpema no ymonyaHuio MOXeT OblTb UBMEHEHO Ha KOPHEBOM MOCTY, KOTOPbIWN onpeaenseT
3Ha4YeHne 3TnUX TanmMmepoB Ana gomeHa STP.



[1prHUMnBI paboTbl STP
Tanmepbl STP 1 coctosHmna noptoB ([ 1poagonmxkeHue)

[TpoTokon STP ynpoLwiaeT co3gaHne norm4yeckoro 6becrneTtneBoro NyTu rno JOMeHY LLUNPOKOBELLATENbHOW PacChISiKW.
[IpoTOKON Spanning-tree onpeaensieTca ¢ NoOMoLLb AaHHbIX, NOSTYYEHHbIX B NpoLiecce obmeHa kaapamu BPDU mexay
COeAMHEHHbIMW gPYyr ¢ APyrom KoMmmMmyTtTatopamu. Ecnm nopT KOMMyTaTopa nepexoamnT HenocpeacTBeHHO U3 COCTOAHUSA
O1OKMPOBaHMA B COCTOAHUE MEPECHISNIKK, HE NOTy4YMB MHQPOPpMAaLMIO O NOSTHOW TOMOMNOrnMM B NpoLecce nepexoaa, OH
MOXET BPEMEHHO co3aaTtb NeTNo AaHHbIX. [1o aTon npninHe STP nmMeeT NaTb COCTOAHUN NMOPTOB, YETLIPE N3 KOTOPbIX

ABMATCA paboyYMMmM COCTOSHUSIMU NOPTOB, Kak NokasaHo Ha pucyHke. OTKMOYEHHOE COCTOAHUE CYUTAETCS
HepaboTOCNOCOOHbIM.

Blocking
Mo BEPDU received

Blocking

Listening « In blocking state untll STP
determines if port is root or
designated port

. Link comes u
Forward Delay = 15 seconds 2

Learmning

Forward Delay = 15 saconds

Forwarding




[TpuHumnbl paboTtbl STP
JKcnnyaTauMuoHHble OaHHbIe Ka)XXOoro COCTOSHUA nopTa

B Tabnuue npuBeaeHbl paboymne noapoObHOCTU KaXXaoro COCTOAHUS NMopTa.

[lepecbinka KagpoB
AAHHbIX

CocTosiHMe nopTa Taobnuua MAC-agpecoB

BNoKMUpYOLWNN pexmnm Tonbko nony4yeHune be3 obHoBNEHUS HeT
Pexxnum npocnywmnBaHmns [lony4yeHne n oTnpaBka be3 obHoBNEHUS HeTt
Oby4yeHune [Tony4yeHue n oTnpaBka ObHoBMNeHWe Tabnuubl HeTt
Pexxnm nepechInku [lony4yeHne n oTnpaBka ObHoBneHne Tabnuubl [1a

He oTnpaBneHo nnu
Nofly4eHo

OTKNOYEHO be3 obHoOBNEeHus HeTt



[TpuHumnbl pabotbl STP |
[IpoTokon PerVLAN Spanning Tree Protocol

STP MoXxHO HacTpouTb ans pabotbl B cpeae ¢ Heckonbknmmn VLAN. B Bepcusax STP ana kaxagoro VLAN
Spanning Tree (PVST) cywiecTtByeT KOPHEBOW MOCT, BbiIOpaHHbIV AN KaXXO0ro aKk3emnnspa CBA3YLLEro
nepesa. BoaMoXXHO Hann4yne HeCKonbKMX oTaernbHbIX KOPHEBLIX MOCTOB A1 pa3rn4yHbiX HAOOPOB ceTen
VLAN. STP ynpaBndaeTt otaenbHbIM 3k3emnnapom STP ana kaxgou otgensHon VLAN. Ecnun Bce nopThl
Ha BCeX KOMMYyTaTopax aABnarTca y4actHukamm cet VLAN 1, 3HauuT, cywecTByeT TONMbKO O4MH
9K3eMNAp NPOTOKOMa spanning-tree.



5.3 9Bonwuna STP



aBonouna STP
Pa3nnyHble Bepcun STP

MHorme cneumanmncTbl UICNOML3YIOT TEPMUH Spanning tree n STP ans obo3Ha4vyeHnsa pasnnuyHbIX
peann3auun npoTokosa spanning-tree, Hanpumep npotokona Rapid Spanning Tree Protocol (RSTP)
n npotokona Multiple Spanning Tree Protocol (MSTP). YTobbl npaBunbHO 00BACHATL NPUHLIUMBI
NpoTOKOMa spanning-tree, BaXkHO NOHUMaTb, O KAKOW KOHKPETHO peanun3aunn unu ctaHgaprte naet
peyb B JaHHOM KOHTEKCTE.

B HoBeuwen gokymeHTauum IEEE no npotokony ceasytowlero aepesa (IEEE-802-1D-2004) ykazaHo:
"STP Tenepb 3ameHeH npotokonomMm Rapid Spanning Tree Protocol (RSTP)". IEEE ncnonsayet “STP”
nna obo3HavyeHnsa NCxoaHoW peann3aunm cBA3ytoLwero gepesa, a RSTP” —

Ona onucaHuga Bepcumn ce4asylollero gepesa, ykazaHHou B IEEE-802.1D-2004.

TaK KaK B 3TUX ABYX MPOTOKOMax UCNosfib3yeTcHa No 0onbLUEN YaCTU OAUHaKoBas TEPMUHOMOINA K
MeToabl obecnevyeHuns nytn 6e3 neTernb, OCHOBHOW akLUEHT OyaeT caenaH Ha TeKyLEM cTaHOapTe U
cobcTBeHHbIX peanu3aumax Cisco anga nportokonoB STP n RSTP.

KommyTtatopbl Cisco nog ynpasneHnem IOS 15.0 nnun bonee no3gHen Bepcun no yMomnyaHuio
3anyckartT PVST+. 9T1a Bepcua coaepXut MHoxecTtBo cneundukaunn IEEE 802.1D-2004, Takmx
KakK anbTepHaTMBHbIE MOPTbI BMECTO ObIBLLUMX HEHA3HAYEeHHbIX NOPTOB. YTOOLI NCNoNb30oBaThL
npoTtokon RSTP, kKommyTaTopbl A40MKHbI ObITb ABHO HACTPOEHbLI Ha OLICTPbLIN PEXUM CBA3YIOLLEID
nepesa.



oBonwumna STP
Pa3nnyHble Bepcun STP (['pogomxkeHue)

BapuaHThI

9710 ucxogHaa sepcus IEEE 802.1D (802.1D-1995 n bonee paHHAS), KOTopas npeaoTBpallaeTr dopMmpoBaHmMe NeTernb B
TOMOJSIONMN CETU C pe3epBHbIMU KaHanamu. ObLwmnm npotokon spanning-tree (CST) npeanonaraet UCMNonb30BaHUE TOSbKO
OQHOro aK3emmnnsgapa npoTokona spanning-tree gnga Bcen cet ¢ MOCTOBbIM COEAUHEHUEM HE3ABMCUMO OT KONMYECTBA CETEN
VLAN.

STP

PVST+

802.1D-
2004

RSTP

Rapid
PVST+

MSTP

MST

Per-VLAN Spanning Tree (PVST+) ycoBepLieHCTBOBaHHbIN Kopriopaunen Cisco npoTtokon STP, obecnevynsatoLmnm

OTAEeNbHbIN 3Kk3eMnnap cBAsyrowlero gepesa 802.1D ana kaxgon cet VLAN, HacTpoeHHOU B ceTu. PaccmatpuBaemMbl BapUaHT
npoTokona spanning-tree nogaepxusaet PortFast, UplinkFast, BackboneFast, BPDU guard, BPDU filter, root guard

n loop guard.

ITO 0bHOBNEHHas Bepcua ctaHgapTta STP, B kotopyto BxoauT IEEE 802.1w.

Rapid Spanning Tree Protocol (RSTP) nnu IEEE 802.1w gopaboTtaHHbIn npoTtokon STP, kotopbi obecnevnBaeT boree ObICTpoe
cxoXxaeHue, 4yem npotokon STP.

IT0 ycoBepLieHcTBoBaHHaA TexHonornsa RSTP Cisco, kotopas ucnonb3yet PVST+ 1 npeaoctaBnseT oTAeNbHbIN 3K3eMMNIAp
802.1w Ha VLAN. Kaxxabin otaenbHbIN ak3eMnnap noggepxmeBaet pyHkumn PortFast, BPDU guard, BPDU filter, root guard u
loop guard.

[TpoTokon MSTP (Multiple Spanning Tree Protocol) ato ctaHgapTt IEEE Ha 6a3e paHHen peanu3aunn cobCTBEHHOIO
npoTtokosna Cisco ¢ HecKonbknMu aksdemnndapamum - Multiple Instance STP (MISTP). MSTP conocTtaBnaeT HECKOSNIBKO CETEN
VLAN B npegenax ogHoro ak3emnngapa npoTtokofnia spanning-tree.

Peanunsauusa Cisco npotokoria MSTP, kotopast obecneunBaeTt Ao 16 aksemnnapoB npotokona RSTP n obbegnHseT
MHoOecTBO ceten VLAN ¢ naeHTUYHON OU3NYECKON N NTOTMYECKOW TOMONornemn B oaunH oowmnm aksemnnsap RSTP. Kaxaas
peanusaunga nogaepxmeaet pyHkummn PortFast, BPDU guard, BPDU filter, root guard u loop guard.



Evolution of STP
RSTP Concepts

« RSTP (IEEE 802.1w) supersedes the original 802.1D while retaining backward compatibility. The
802.1w STP terminology remains primarily the same as the original IEEE 802.1D STP terminology:.
Most parameters have been left unchanged. Users that are familiar with the original STP standard
can easlly configure RSTP. The same spanning tree algorithm Is used for both STP and RSTP to

determine port roles and topology.
 RSTP Increases the speed of the recalculation of the spanning tree when the Layer 2 network
topology changes. RSTP can achieve much faster convergence in a properly configured network,

sometimes In as little as a few hundred milliseconds. If a port is configured to be an alternate port it
can Immediately change to a forwarding state without waiting for the network to converge.

Note: Rapid PVST+ Is the Cisco implementation of RSTP on a per-VLAN basis. With Rapid PVST+ an
iIndependent instance of RSTP runs for each VLAN.



Evolution of STP
RSTP Port States and Port Roles

There are only three port states In Root ports and designated ports are the same

RST'_:’ that corrgspond o th_e three for both STP and RSTP. However, there are

possible operational states in STP. two RSTP port roles that correspond to the

The 802.1D disabled, blocking, ana blocking state of STP. In STP, a blocked port

I|st_en|ng states are me_rged INto a is defined as not being the designated or root

unique 802.1w discarding state. port. RSTP has two port roles for this
purpose.

b

Disabled

[ Root Port Root Port

Blocking Discarding

|
|

; Backup Port
Learning Learning
J Blocked Port

(Non-Designated Port)

Designated Port Designated Port

Alternate Port

~
ﬁ

Iy
CISCO



Evolution of STP
RSTP Port States and Port Roles (Cont.)

The alternate port has an alternate path to the root bridge. The backup port Is a backup to a shared
medium, such as a hub. A backup port Is less common because hubs are now considered legacy
devices.

Root Bridge

Designated Port Designated Port

Alternate Port

Root Port

h

52



Evolution of STP
PortFast and BPDU Guard

When a device Is connected to a switch port or when a switch powers up, the switch port goes
through both the listening and learning states, each time waiting for the Forward Delay timer to
expire. This delay Is 15 seconds for each state for a total of 30 seconds. This can present a problem
for DHCP clients trying to discover a DHCP server because the DHCP process may timeout. The
result Is that an IPv4 client will not recelve a valid IPv4 address.

When a switch port Is configured with PortFast, that port transitions from blocking to forwarding state
Immediately, avoiding the 30 second delay. You can use PortFast on access ports to allow devices
connected to these ports to access the network immediately. PortFast should only be used on
access ports. If you enable PortFast on a port connecting to another switch, you risk creating a
spanning tree loop.

A PortFast-enabled switch port should never receive BPDUs because that would indicate that switch
IS connected to the port, potentially causing a spanning tree loop. Cisco switches support a feature
called BPDU guard. When enabled, it immediately puts the switch port in an errdisabled (error-
disabled) state upon receipt of any BPDU. This protects against potential loops by effectively
shutting down the port. The administrator must manually put the interface back Iinto service.



Evolution of STP
Alternatives to STP

Over the years, organizations required greater resiliency and availablility in the LAN. Ethernet LANs
went from a few interconnected switches connected to a single router, to a sophisticated hierarchical

network design including access, distribution and core layer switches.

Depending on the implementation, Layer 2 may include not only the access layer, but also the
distribution or even the core layers. These designs may include hundreds of switches, with hundreds

or even thousands of VLANSs. STP has adapted to the added redundancy and complexity with
enhancements, as part of RSTP and MSTP.

An Important aspect to network design Is fast and predictable convergence when there Is a fallure or
change In the topology. Spanning tree does not offer the same efficiencies and predictabilities

provided by routing protocols at Layer 3.

Layer 3 routing allows for redundant paths and loops in the topology, without blocking ports. For this
reason, some environments are transitioning to Layer 3 everywhere except where devices connect
to the access layer switch. In other words, the connections between access layer switches and

distribution switches would be Layer 3 instead of Layer 2.



5.4 Module Practice and Quiz



Module Practice and Quiz

What Did | Learn In This Module?

Redundant paths in a switched Ethernet network may cause both physical and logical Layer 2 loops.

A Layer 2 loop can result iIn MAC address table instabllity, link saturation, and high CPU utilization on switches and end-
devices. This results in the network becoming unusable.

STP Is a loop-prevention network protocol that allows for redundancy while creating a loop-free Layer 2 topology. Without STP,
Layer 2 loops can form, causing broadcast, multicast and unknown unicast frames to loop endlessly, bringing down a network.
Using the STA, STP builds a loop-free topology In a four-step process: elect the root bridge, elect the root ports, elect
designated ports, and elect alternate (blocked) ports.

During STA and STP functions, switches use BPDUSs to share information about themselves and their connections. BPDUs are
used to elect the root bridge, root ports, designated ports, and alternate ports.

When the root bridge has been elected for a given spanning tree instance, the STA determines the best paths to the root bridge
from all destinations In the broadcast domain. The path information, known as the internal root path cost, Is determined by the
sum of all the individual port costs along the path from the switch to the root bridge.

After the root bridge has been determined the STA algorithm selects the root port. The root port is the port closest to the root
bridge In terms of overall cost, which is called the internal root path cost.

After each switch selects a root port, switches will select designated ports. The designated port Is a port on the segment (with
two switches) that has the internal root path cost to the root bridge.

If a port Is not a root port or a designated port, then it becomes an alternate (or backup) port. Alternate ports and backup ports
are In discarding or blocking state to prevent loops.



Module Practice and Quiz

What Did | Learn In This Module? (Cont.)

When a switch has multiple equal-cost paths to the root bridge, the switch will determine a port using the following criteria:
lowest sender BID, then the lowest sender port priority, and finally the lowest sender port ID.

STP convergence requires three timers: the hello timer, the forward delay timer, and the max age timer.

Port states are blocking, listening, learning, forwarding, and disabled.

In PVST versions of STP, there Is a root bridge elected for each spanning tree instance. This makes it possible to have different
root bridges for different sets of VLANS.

STP Is often used to refer to the various implementations of spanning tree, such as RSTP and MSTP.

RSTP Is an evolution of STP that provides faster convergence than STP.

RSTP port states are learning, forwarding and discarding.

PVST+ Is a Cisco enhancement of STP that provides a separate spanning tree instance for each VLAN configured in the
network. PVST+ supports PortFast, UplinkFast, BackboneFast, BPDU guard, BPDU filter, root guard, and loop guard.

Cisco switches running I0S 15.0 or later, run PVST+ by default.

Rapid PVST+ Is a Cisco enhancement of RSTP that uses PVST+ and provides a separate instance of 802.1w per VLAN.
When a switch port is configured with PortFast, that port transitions from blocking to forwarding state immediately, bypassing
the STP listening and learning states and avoiding a 30 second delay.

Use PortFast on access ports to allow devices connected to these ports, such as DHCP clients, to access the network
Immediately, rather than waiting for STP to converge on each VLAN.



Module Practice and Quiz

What Did | Learn In This Module? (Cont.)

- Cisco switches support a feature called BPDU guard which immediately puts the switch port in an error-disabled state upon
receipt of any BPDU to protect against potential loops.

- Over the years, Ethernet LANs went from a few interconnected switches that were connected to a single router, to a
sophisticated hierarchical network design. Depending on the implementation, Layer 2 may include not only the access layer, but
also the distribution or even the core layers. These designs may include hundreds of switches, with hundreds or even
thousands of VLANs. STP has adapted to the added redundancy and complexity with enhancements as part of RSTP and
MSTP.

- Layer 3 routing allows for redundant paths and loops in the topology, without blocking ports. For this reason, some
environments are transitioning to Layer 3 everywhere except where devices connect to the access layer switch.
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